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About

This document details the process to install and configure Shibboleth with Cognos. This process will need to be followed on each gateway server for
Shibboleth / Apache, and a re-configuration on the Content Managers for Idap.

Install and Configure Shibboleth

Install Shibboleth on the front end gateway servers (add the shibboleth 7 subscription to the GW servers in sattelite.uoregon.edu before installing)

# yuminstall shibboleth
# yuminstall openssl.x86_64

Grab the metadata from Shibboleth:

# cd /etc/shibboleth
# wget https://shibbol et h. uoregon. edu/i dp- net adat a. xm

sp-key.pem and sp-cert.pem

We will need to generate new keys by running the keygen utility. Allow the keygen utility to overwrite the default existing keys. Since we are in a load-
balanced scenario, the hostname is the CNAME used by the load balancer to reach the cognos proxy servers. The key/cert files are created on a single
server, then copied over to all the other load-balanced servers.

cd /etc/shibboleth

./ keygen.sh -u shibd -g shibd -e -f https://cognostest.uoregon. edu/ shi bbol et h

Modify the shibboleth2.xml and attribute-map.xml files with the following:



# vi m /et c/ shibbol et h/ shi bbol et h2. xm

<l-- The ApplicationDefaults elenent is where nost of Shibboleth's SAML bits are defined. -->
<ApplicationDefaults entityl D="https://cognostest.uoregon. edu/ shi bbol et h"
REMOTE_USER="ui d"
ci pher Sui t es="DEFAULT: ! EXP: | LON ! aNULL: ! eNULL: ! DES: ! | DEA: ! SEED: ! RC4: ! 3DES: | KRSA: | SSLv2: ! SSLv3: ! TLSv1: !
TLSv1. 1">

<l-- UO MOD kitday 1.30.2020 increase tinetout -->
<Sessions |ifetine="32400" tineout="32400" rel ayState="ss: ment
checkAddress="fal se" handl er SSL="f al se" cooki eProps="http">
<l-- UO MID end -->

<SSO entityl D="https://shibbol et h. uoregon. edu/ i dp/ shi bbol et h" >
SAM_2
</ SSC>

<Met adat aProvi der type="XM." pat h="/et c/shi bbol et h/i dp- net adata. xm "/ >

<Credenti al Resol ver type="File" use="signing"
key="sp- key. pent certificate="sp-cert.pent/>

# vim /etc/shibbol eth/attribute-map. xnm

<!-- UO MOD kitday 1.30.2020 -->

<l-- duckid -->

<Attribute name="urn:oid:0.9.2342.19200300. 100. 1. 1" id="uid" />
<l-- mail -->

<Attribute name="urn:oid:0.9.2342.19200300. 100. 1. 3" id="mmi |l " />
<l-- displayNane -->

<Attribute name="urn:oid:2.16.840.1.113730. 3. 1. 241" id="di spl ayNane" />
<!--lastnane-->

<Attribute name="urn:oid:2.5.4.4" id="sn"/>

<l--firstnane-->

<Attribute name="urn:oid:2.5.4.42" id="givenNanme"/>

<l-- wuoaffiliation -->

<Attribute name="urn:oid:1.3.6.1.4.1.14395.1.1.1.1.26" id="uopersonaffiliation"/>
<l-- uoaffiliation -->

<Attribute name="urn:oid:1.3.6.1.4.1.14395.1.1.1.1.26" id="uoPersonAffiliation" />
<!-- uoDirectorynane -->

<Attribute name="urn:oid:1.3.6.1.4.1.14395.1.1.1.1.21" id="uoDirectoryNane" />
<!-- uol sMenberf -->

<Attribute name="urn:oid:1.3.6.1.4.1.14395.1.1.5.1.1" id="uol sMenberO&"/>

<l-- UO MOD END -->

Save your configurations and start Shibboleth and restart Apache:

# service shibd start
# systenct| enabl e shibd
# service httpd restart



@ | copied the entire /etc/shibboleth directory from one gateway server to the other so they are identical.

Submit a ticket to the IDM team to register your Metadata with the following URL:
https://cognostest.uoregon.edu/Shibboleth.sso/Metadata

Configure Cognos

In Cognos Configuration, we'll need to update the following values for Idap to accept the REMOTE_USER header and map the uid to userID for Cognos

(This only is done on the Content Managers via an X11 session under the Explorer menu Security --> LDAP-PROD ):
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Specifies a set of advanced properties.

Theuser needs to provide the name and the valie for each advanced property.

Save the configuration and restart the CM

Configure Apache



https://cognostest.uoregon.edu/Shibboleth.sso/Metadata
https://confluence.uoregon.edu/display/mid/Cognos+Support#CognosSupport-AdditionalNotes

Next, modify the apache cognos.conf files on the GW servers to the following (this will be managed in git):

# vim/etc/ httpd/ conf.d/cognos. conf

# Licensed Materials - Property of |IBM

# | BM Cognos Products: gate

# (C) Copyright IBM Corp. 2017, 2018

# US Governnent Users Restricted Rights - Use, duplication or disclosure restricted by GSA ADP Schedul e
Contract with | BM Corp.

#

# this is a sanple cognos.conf for Apache 2.4. To use it, renane or

# copy it to "cognos.conf"

#

LoadModul e headers_nodul e nodul es/ nod_headers. so

LoadModul e rewite_nodul e nodul es/ nod_rewite. so

LoadModul e expires_nodul e nodul es/ nod_expi res. so

LoadModul e proxy_nodul e nodul es/ nod_pr oxy. so

LoadModul e proxy_http_nodul e nodul es/ nod_proxy_http. so
LoadModul e proxy_bal ancer _nodul e nodul es/ nod_pr oxy_bal ancer. so
LoadModul e defl at e_npdul e nodul es/ nod_def| ate. so

LoadModul e filter_nodul e nodul es/mod_filter.so

LoadModul e sl ot rem shm nobdul e nodul es/ nod_sl ot nem shm so
LoadModul e sl ot mem pl ai n_nodul e nodul es/ nod_sl ot mem pl ai n. so
LoadModul e | brret hod_byr equest s_nodul e nmodul es/ nod_| brret hod_byr equests. so

#Load Cognos SSO nodul e
LoadMbdul e cognos_nodul e "/ opt/apps/ cognos/ cgi - bi n/ nnd2_4_cognos. so"

<I f Modul e nod_expires. c>
<Fil esMatch "\. (jpe?g| png| gif|js|css|json|htnl|woff2?|tenplate)$”>
Expi resActive On
ExpiresDefault "access plus 1 day"
</ Fi | esivat ch>
</| f Modul e>

<I f Modul e nod2_4_cognos. c>
Cd BinDir "/opt/apps/cognos/cgi-bin"
</| f Modul e>

<Directory /opt/apps/cognos>
<I f Modul e nod_def | at e>
AddCQut put Fi | ter ByType DEFLATE text/htnl application/json text/css application/javascript
</ I f Modul e>
Options I ndexes MiltiViews
Al l owOverride None
Require all granted
</Directory>

#Set up a cluster for |oad-bal ancing

<Proxy bal ancer://nycl uster>
#Bal ancer Menber http://is-cognostestdsl. uoregon. edu: 9300 route=1
#Bal ancer Menber http://is-cognostestds2. uoregon. edu: 9300 rout e=1
Bal ancer Menber http://cognosdi spatch-test.uoregon. edu: 9300 route=1

</ Proxy>

# U to nonitor/configure |oad bal ancer

<Location /ibnrtognos/ bal ancer - manager >
Set Handl er bal ancer - nanager

</ Locati on>

Alias /ibntognos /opt/apps/cognos/ webcont ent

Rewr i t eEngi ne On

# Send default URL to service

RewiteRule ~/'$ /ibntognos/ [R L]

RewriteRul e ~/ibntognos/bi/$ balancer://mycluster/bi/ [P]

#UO MOD ki tday add rule for Jupyter Server
RewriteRul e ~/ibncognos/bi/vl/jupyter/(user/[~/]1*)/(api/kernels/[~/]+/ channels)(.*) ws://is-cognostestcn?.



uor egon. edu: 8000/ bi / v1/jupyter/$1/$2%$3 [P, L]

#UO MOD kitday send REST APl to di spatcher pool
RewriteRul e ~/ibncognos/ bi/vl/disp/rds/(.+) http://cognosdi spatch-test. uoregon. edu: 9300/ bi /v1l/di sp/rds/ $1 [ P]
Pr oxyPassRever se */ibntognos/bi/vl/disp/rds/(.+) http://cognosdi spatch-test. uoregon. edu: 9300/ bi /v1l/di sp/rds/

# Send | ogin requests and | egacy U 's through cognos nmodul e for SSO

RewriteRul e ~/ibntognos/ bi/vl/(login|disp)(/.*)? /ibntognos/sso/bi/vl/ $1$2 [PT, L]

# OR (enabl e one or the other)

# Send | ogin requests and | egacy U's through the cognos cgi for SSO

# RewriteRule ~/ibntognos/bi/vl/ (1ogin|disp)(/.*)? /ibnmtognos/cgi-bin/cognos.cgi/bi/vl/ $1$2 [PT]

# Rewite Event Studio static references

Rewr it eCond % HTTP_REFERER} v1/disp [NC OR]

Rewr i t eCond 9% HTTP_REFERER} (ags|cr 1| pronpting|ccl]|comon|skins|ps)/(.*)\.css [NC

RewriteRul e ~/i bntognos/ bi/ (ags|crl| pronpting|ccl|comon|skins|ps)/(.*) /ibncognos/$1/$2 [PT, L]

# Rewrite Saved-Qutput and Viewer static references
RewriteRul e ~/ibntognos/bi/rv/(.*)$ /ibntognos/rv/$1 [PT, L]

# Define cognos |ocation
<Location /ibnrtognos>
Request Header set X-BI-PATH /i bntognos/bi/vl
Aut hType shi bbol eth
Shi bRequest Setting requiresession 1
Require shib-attr uol sMenber& ~ “uo_cc_cognos$
</ Locati on>

#Al | ow APl Rest endpoi nts wi thout Shibboleth
<Location /ibnmcognos/bi/vl/disp/rds>
Aut hType Shi bbol et h
Shi bRequest Setti ng requireSession fal se
Requi re shi bbol eth
Require all granted
</ Locati on>

# Route CA REST service requests through proxy with | oad bal anci ng
<Location /ibncognos/ bi/vil>

ProxyPass bal ancer://nycluster/bi/vl
</ Locati on>

# UO MOD enabl e sticky session
<Location /ibncognos/ bi/vil>
Header add Set- Cooki e "ROUTEI D=. % BALANCER WORKER ROUTE} e; pat h=/i bntognos/ bi/v1"
env=BALANCER_ROUTE_CHANGED
ProxyPass bal ancer://nycluster/bi/vl stickysessi on=ROUTElI D
</ Locati on>

ProxyPass / Shi bbol et h. sso !

Pr oxyPassRever se / Shi bbol et h. sso !
ProxyRequests O f

Pr oxyPr eser veHost On

<Proxy *>
Require all granted
</ Proxy>

# Route login and | egacy U requests through nod_cognos
<Location /ibnrtognos/ sso>
Set Handl er cognos- handl er
Aut hType shi bbol eth
Shi bRequest Setting requiresession 1
Require shib-attr uol sMenber& ~ “uo_cc_cognos$
</ Locati on>

<Directory "/opt/apps/cognosfil es/inmges">
Options | ndexes Fol | owSynLi nks Ml ti Vi ews | ncl udesNoExec
AddQut put Fil ter Includes htnl
Al l owOverride None
Require all granted
DAV On



</Directory>

Alias /ibntognos/ bi/vl/ext/Custom Medi a/i mages "/ opt/apps/ cognos/tenp/ extensi ons/ Cust om Medi a/i mages"
<Directory "/opt/apps/cognos/tenp/extensi ons/ Cust om Medi a/ i mages" >

Options I ndexes Foll owSynLi nks Mil ti Vi ews |ncludesNoExec

AddQut put Fil ter Includes htnl

Al'l owOverride None

Require all granted

DAV On
</Directory>

Ali as /ibntognos/ sanpl es/ i mages "/ opt/ apps/ cognos/ webcont ent/ bi / sanpl es/ i mages"
<Directory "/opt/apps/ cognos/ webcont ent/ bi/sanpl es/i nages" >

Options Indexes FollowSynLinks Ml tiViews IncludesNoExec

AddQut putFilter Includes htni

Al | owOverri de None

Require all granted

DAV On
</Directory>

Alias /sanples "/sanples”

<Directory "/sanpl es/i mages">
Options | ndexes Foll owSynLi nks Mil ti Vi ews |ncludesNoExec
Al l owOverride None
Require all granted

</ Directory>

<Location /sanpl es>

DAV On
</ Locati on>

Since the backend gateway servers are running on port 80 and ssl offloading is handled at the F5, in order to Shibboleth to use https bindings we need to
add the following lines to httpd.conf:

# vim/etc/httpd/conf/httpd. conf
<Virtual Host *:80>
Server Nane https://cognostest. uoregon. edu

I ncl ude conf. d/ cognos. conf
</ Vi rtual Host >

We'll also need to configure the LD_LIBRARY_PATH for apache for the Cognos web module to load correctly:

# vim/etc/sysconfig/httpd

#OPTI ONS=
LD LI BRARY_PATH=/ opt / apps/ cognos/ cgi - bi n

Now restart apache and test

Revert Back to LDAP Authentication

If Shibboleth authentication stops working and we need to revert back to Idap authentication, do the following on each gateway server (is-cognosprod-gw1,
is-cognosprod-gw2):

# cd /etc/httpd/ conf.d
# cp cognos. conf. preshi b cognos. conf
# service httpd restart
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