AGENDA
Eastern Standard Time

1000

Welcome: Air Force and Space Forc
Chief Information Security Officer, Mi
Aaron Bishop Bio Link

1015

“FAR and DFARs in your Small Business
Contract” and “Get Your SPRS On,”
Kelley Kiernan Bio Link

1045

DoD Cyber Crime Center, DoD Defense
Industrial Base (DIB) Collaborative
Information Sharing Environment
(DCISE) video “Unclassified Threat
Briefing for Small Businesses”

1130
“"Common Types of DOD CUI” and “Can
give my Contractor CUI?” Kelley Kiernan

1200

“Where to begin with NIST SP 800-171"
and “Questions to ask a cybersecurity
provider” KelleyKiernan

1230

“The Small Business Cybersecurity Eco-
system” Ms. Eileen Sanchez, Chief, De-
fense Industry Cybersecurity Resilience
and Innovation Program Director,
California Advanced Supply Chain
Analysis & Diversification Effort
(CASCADE), Military Affairs, California
Governor’s Office of Planning/Research
Bio Link

1315

Defense Contract Management

Agency video “Encryption Requirements
for NIST SP 800-171"

1345

“Small Business Cybersecurity Resources
Kelley Kiernan

1400

“Zero Trust Steps for Small Business”
Kelley Kiernan

1415

Ms. Krystal Covey, Director DC3, DoD
Defense Industrial Base (DIB)
Collaborative Information Sharing
Environment (DCISE) video “The Why of
Small Business Cybersecurity” Bio Link

1445

“Supply Chain Risk Management for De-
partment of the Air Force Small Business
es” Kelley Kiernan

1500

“DoD Cloud Computing” and the
“Department of the Air Force Fast Track
ATO” Kelley Kiernan

1530

Farewell

PUBLIC EVENT

DAF CISO’S BLUE CYBER BOOT CAMP:
CYBERSECURITY

for SMALL BUSINESSES and
‘ACADEMIC/RESEARCH INSTITUTES

APRIL 20, 2022 | 10 AM—-4PM EST

JOIN US!

Join us for the Air Force and Space Force Chief
Information Security Officer’s Blue Cyber Small Business
and Academic/Research Cybersecurity Boot Camp.

FREE, All-Day information sessions Small Business/Academic-
Research Institution Cybersecurity boot camp. Join hundreds
of your peers and learn about the resources available to you
to help secure your small business and to comply with the
DoD’s requirements for small business contractors. Hear from
Mr. Aaron Bishop, the DAF CISO about the imperative for
small businesses and academic/reserach institutions to
protect their data and networks, as well as protecting
sensitive DOD data. Also, hear all about the Air Force and
Space Force Chief Information Security Officer’s Blue Cyber
initiative for small business and academic/research institution
cybersecurity. Join us for six, information-packed hours of
specialists describing the resources available for small
businesses who are already or are considering doing
business/reserach with the U.S. Space Force or U.S. Air Force

orthe DoD. FREE REGISTRATION LINK

» https://www.zoomgov.com/webinar/register/WN_
hBUdsi6QQnyJlwgUpAd3xQ

FOR MORE INFORMATION

For more information contact Kelley.Kiernan@us.af.mil
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https://www.zoomgov.com/webinar/register/WN_hBUdsi6QQnyJIwgUpAd3xQ
https://www.zoomgov.com/webinar/register/WN_hBUdsi6QQnyJIwgUpAd3xQ
mailto:Kelley.Kiernan%40us.af.mil?subject=Webinar%20Information%20Request
https://www.af.mil/About-Us/Biographies/Display/Article/2866788/james-aaron-bishop/
https://www.linkedin.com/in/kelley-kiernan-smallbusinesschampion/
https://opr.ca.gov/about/staff/#toggle-sanchez
https://www.linkedin.com/in/krystal-covey-90377ba/
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Everybody Handles FCI! Special Session of Blue Cyber
Wednesday, April 22 1-3 pm EDT

® Register here:

® The Blue Cyber Director, Kelley Kiernan will cover the 17 security requirements in the proposed CMMC
Level 1 and FAR 52.204-21, which comprise basic cyber hygiene for your small business.

® More information from Kelley.Kiernan@us.af.mil

Distribution Statement A: Coordinated by DC3 DCISE
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DAF CISO Small Business Cybersecurity
Ask-Me-Anything (AMA) Webinar

Every-Tuesday 1pm EDT Public AMA: DAF SBIR/STTR and Small Business Cybersecurity Ask-Me-Anything - Office of the
DAF Chief Information Security Officer (CISO). All our events are public in 2022! Register

* DAF Blue Cyber Website, presentations, videos and contact information are found at
* News article about DAF CISO Blue Cyber
* Podcast about Blue Cyber

Air Force and Space Force Blue Cyber supports small business:
® Daily small business cybersecurity counseling,
® An Every-Tuesday free, public, small business cybersecurity Ask-Me-Anything webinars and

" Twenty-five, free, short, state-of-the-art educational modules covering small business cybersecurity and information
protection. Please contact Kelley.Kiernan@us.af.mil with any questions or for a small business consultation. Cheers!

LinkedIn: USAF SBIR/STTR and Kelley Kiernan
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https://www.zoomgov.com/webinar/register/WN_6Gz84TQGRvm6YHMSVyE0Qg
https://www.safcn.af.mil/CISO/Small-Business-Cybersecurity-Information/
https://www.hill.af.mil/News/Article-Display/Article/2925770/blue-cyber-initiative-provides-road-map-to-cybersecurity-success-for-small-busi/
https://governmentciomedia.com/listen-how-air-force-launched-cyber-outreach-small-businesses
mailto:Kelley.Kiernan@us.af.mil
https://www.afsbirsttr.af.mil/Portals/60/documents/BlueCyber-DAF-BootCamp%2020%20April%2022.pdf

DEPARTMENT OF AIR FORCE CISO'S BLUE CYBER EDUCATION SERIES FOR SMALL BUSINESS

B
SMALL BUSINESS BLUE CYEER EDUCATION SERIES VIDEOS

FOLLOWING THE CYBERSECURITY DRARS IM ¥OUR SMALL BUSIMESS CONTRACT

. DAF CISO’S BLUE CYBERSECURITY BOOT CAMP
APRIL 20, 2022 |

10 AM-4PM EST LINK

DOD CYBERSECURITY INCIDEMT REPORTING

GET ¥OUR SPRS ON! DOCUMENTING COMPLIANCE WITH MIST SP 800-171

CAM | GIVE MY CONTRACTOR CUI?

FAST TRACK ATO AND DAF AUTHORIZATIOM TO OPERATE PRIMER

The Blue Cyber Education Series for DAF
Small Businesses on the
DAF CISO webpage
www.safcn.af.mil/CISO/Small-Business-
Cybersecurity-Information/

PROTECTION OF COMMOM TYPES OF DOD CONTROLLED UMCLASSIFIED IMFORMA

DAF CISO'S EVERY-TUESDAY
CYBERSECURITY ASK -ME-ANYTHING

DOD CLOUD COMPUTING

SMALL BUSIMNESS BLUE CYEER EDUCATION SERIES PRESENTATI

FOLLOWING THE CYBERSECURITY DFARS IN ¥OUR SMALL BUSIMESS

Click here for the registration link and
agenda for the "DAF CISO's Every-Tuesday
Small Business Cybersecurity Ask-Me-
Anything'

DOD CYBERSECURITY INCIDEMT REPORTING

GET ¥OUR SPRS ON! DOCUMENTING COMPLIANCE WITH MIST SP 800-171

Daily Office Hours for
answering/researching your questions
about DAF Small Business cybersecurity
and data protection!

CAM | GIVE MY CONTRACTOR CUI?

DAF FAST TRACK ATO INFORMATION
PROTECTIMG OF COMMON TYPES OF DOD CUI
SMALL BUSINESS CYBERSECURITY RESOURCES

The Air Force and Space Force Chief Information Security Office
SMALL BUSIMESS NEEDE BIG CYBERSECURITY

Every Tuesday 1pm EST, dial in for the
DAF CISO Small Business Cybersecurity
Ask-Me-Anything. Register in advance for
this Zoom Webinar:

DAF Distribution Statement A: A

has created the Blue Cyber Education Series for Small Business|
and Academic/Research Institutions. This program provides th
following Small Business Cybersecurity Materials and an Every-
Tuesday Cybersecurity Ask-Me-Anything.

Need a quick-reference handout of available resources? Find it
here!

Please direct any questions to Kelley.Kiernan@us.af.mil

SMALL BUSINESS BLUE CYBER EDUCATION SERIES VIDEOS
SMALL BUSINESS BLUE CYBER EDUCATION SERIES PRESENTATIONS

SMALL BUSINESS CYBERSECURITY MEMOS

CRABAT | EVEL 3

THREAT BRIEFING FOR SMALL BUSINESSES
WHERE TO BEGIN WITH NIST 5P B00-17T1

DOD CLOUD COMPUTING

HACKERS ARE WATCHIMG YOU

HARDEMING WINDOWS FOR MIST SP 800-171

MNIST 5P 800-171 POLICY PROCEDURES OVERVIEW
QUESTIOMS TO ASK WHEM CHOOSING & CYBERSECURITY SERVICES
CMMC 2.0 EXPLAINED
DEMYSTIFYIMG NIST ZERO TRUST ARCHITECTURE FOR SMALL BUSINESS

SMALL BUSINESS ZERD TRUST STEPS - VERIFY EVERY TIME

AN EAR S7 MA M -BACIC CVEER UVEIERE


https://www.zoomgov.com/webinar/register/WN_6Gz84TQGRvm6YHMSVyE0Qg
https://www.afsbirsttr.af.mil/Portals/60/documents/BlueCyber-DAF-BootCamp%2020%20April%2022.pdf
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