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[bookmark: _Toc6834598][bookmark: _Toc6837375][bookmark: _Toc96885863]Introduction
[bookmark: _Toc96885864]Purpose
[bookmark: _Toc6223399][bookmark: _Toc6825317][bookmark: _Toc6834600][bookmark: _Toc6837377]The purpose of this policy establishes the basis for implementing secure System and Information Integrity (SI) practices for protecting information systems and data within the United States Military Academy (USMA) West Point Research and Education Network (WREN) and other USMA .edu networks as they come into existence. The policy provides both generalized guidance as well as specific practices for the implementation of System and Information Integrity.
[bookmark: _Hlk11397465]This policy adheres to the guidance identified within the NIST Special Publication 800-53A Rev 4 System and Information Integrity family (see also https://nvd.nist.gov/800-53/Rev4/impact/moderate for the WREN Managed Zone and https://nvd.nist.gov/800-53/Rev4/impact/low for the WREN Public Zone).
[bookmark: _Toc96885865]Background
[bookmark: _Toc6223400]The USMA WREN, physically located at West Point, NY and logically in one or more cloud service providers, must maintain an Information Systems (IS) environment which empowers USMA to continue its leadership as the premier leader development institution in the world. USMA WREN will sustain and enhance the military and academic leadership opportunities for cadets, staff, faculty, visiting dignitaries, visiting, and assigned foreign nationals (e.g., exchange faculty, exchange cadets, semester abroad faculty and cadets), and the public (e.g., event attendees (e.g., conferences, forums, symposia) and sponsored guests (e.g., cadets’ parents, visiting researchers, visitors on official business).
[bookmark: _Toc6223403][bookmark: _Toc96885866]Applicability
The System and Information Integrity policy applies to all USMA Military Academy Directorates (MADs) (see also USMA Regulation 10-1 Organizations and Functions), WREN users and consumers of information systems resources connected directly or through a remote connection to the WREN.  The policy supports the Risk Management Framework (RMF) through the application of System and Information Integrity Assessment Procedures (AP) and implementation of risk mitigation strategies for the protection of Confidentiality, Integrity and Availability (CIA).
[bookmark: _Toc96885867]Managed Zone Applicability to MADs
Substantial portions of this policy are written with an explicit focus on USMA CIO/G6 managed systems, services, and capabilities (e.g., the managed zone(s) and the public zone’s infrastructure).  Despite this explicit phrasing, the content of this policy are equally applicable to MADs that design, build, operate, maintain, and defend systems and capabilities hosted in the USMA managed zone(s). The MADs so impacted will inherit the vast majority of RMF controls from the WREN. For those systems and capabilities that do not inherit specific controls, the MAD will develop, in coordination with USMA’s CIO, a memorandum of understanding (MOU) with the Authorizing Official (AO) (i.e., Superintendent), that enumerates and makes explicit the differentiated responsibilities between USMA CIO/G6 (the system owner of the WREN) and the MAD. The MOU will address, minimally, maintainability, defensibility, sustainability, and severability. To minimize differentiated responsibilities, MADs should strongly consider tight coupling with the WREN and the capabilities it provides.
[bookmark: _Toc96885868]Public Zone Applicability to MADs
MADs that design, build, operate, maintain, and defend systems and capabilities in the public security zone accept complete responsibility for those systems and capabilities outside the formal RMF process as a function of USMA operating an .edu network enclave. 
[bookmark: _Toc96885869]Specialized Controls for Financial Management
See also the applicability questions of Figure 4 and Figure 5 of OSD Memorandum, “Enhanced Integration of Finance Management Requirements with the Risk Management Framework”, dated 21 April 2016 for determining applicability to specific systems. MADs have the affirmative obligation to coordinate with USMA CIO/G6 for technical implementation of these systems, their security, and satisfying RMF controls and Assessment Procedures applicable to these systems. Coordination will also include establishing operations and maintenance (O&M) and system life cycle responsibilities.
An example of an organization using such a system is USMA G8’s / Cadet Treasurer and their use of software modules within the Academy Management System (AMS).
[bookmark: _Toc96616556][bookmark: _Toc96885870]Specialized Controls for Facility Related Control Systems
MADs that design, build, operate, maintain, and defend facility related control systems have particular and specific controls that apply to those systems. MADs have the affirmative obligation to coordinate with USMA CIO/G6 for technical implementation of these systems as well as the coordination for the defense of these systems.
Examples of such systems include outdoor lighting systems (e.g., United States Corps of Cadets’ (USCC) Outdoor Lighting Control System), Door Control Systems (e.g., presently Garrison hosts Velocity™ on NIPRNet, but future capabilities may move to WREN), and other forms of Industrial Control Systems (ICS)/Supervisory and Data Collection Acquisition (SCADA) systems (e.g., network enabled heating/air conditioning. 
[bookmark: _Toc79073340]Roles and Responsibilities
[bookmark: _Toc6825321][bookmark: _Toc6834604][bookmark: Appendix_A][bookmark: _Toc6837381]See USMA Regulation 25-2 Cybersecurity Chapter 2 Roles and Responsibilities.
[bookmark: _Toc96885872]System and Information Integrity Policy
[bookmark: _Toc96885873]SI-1 System and Information Integrity Policies and Procedures
DoD has documented and implemented DoDI 8510.01 “Risk Management Framework (RMF) for DoD Information Technology (IT)” to meet the requirement for a system and information integrity policy and procedures that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance and that facilitate the implementation of associated system and information integrity controls. DoDI 8510.01 is disseminated via the DoD Issuances website (http://www.dtic.mil/whs/directives/corres/dir.html) and is available to all appointed information assurance personnel. 
All Policies and Standard Operating Procedures (SOPs) are reviewed and revised on a yearly basis unless a more rapid revision is necessary. 
[bookmark: _Toc96885874]SI-2 Flaw Remediation
See also USMA CIO-G6-RA (Risk Assessment) policy.
USMA CIO/G6 documents and implements a process to identify information system flaws and tests, as resources permit, software updates related to flaw remediation for effectiveness before installation.  The process includes a review of the system through automated scans and manual checks to determine the existence of flaws such as Information Assurance Vulnerability Management (IAVM), Common Vulnerabilities and Exposures (CVE), user testing, or other resources.  USMA CIO/G6 Cybersecurity personnel can identify ISs affected by announced software flaws by using the DoD Assured Compliance Assessment Solution (ACAS) tool suite, and other comparable USMA approved suites and tools.  USMA CIO/G6, where appropriate, corrects information system flaws within the DoD-defined period as directed by an authoritative source (e.g., IAVM, CTOs, Digital Terrain Models (DTM)s, Security Technical Implementation Guides (STIGs)). USMA CIO/G6 reports information system flaws and corrections in the POA&M.  This information is relayed to USMA CIO/G6 System Administrators (SA), Information System Security Officer (ISSO), Information System Security Manager (ISSM), and others as appropriate.  System Administrators (SAs) are responsible for testing software/firmware updates, patches, and service packs for effectiveness and potential issues/side effects prior to installation/deployment of the production environment.  After reasonable testing, it is then deployed. USMA CIO/G6 configures the information system to install security-relevant software and firmware updates within 30 days of the release of the updates IAW applicable STIGs/Security Requirements Guides (SRG).  Flaw remediation is incorporated into the Configuration Management (CM) Change Management Council (CMC) process.
0. [bookmark: _Toc96885875]SI-2(1) Central Management
See USMA Policy 25-2-RA (Risk Assessment policy).
USMA CIO/G6 cybersecurity personnel centrally manage the WREN Local Area Network (LAN) Managed Zone. Installation/Campus Area Network (ICAN) and implementation of the flaw remediation/vulnerability management program.  Central management includes scanning/monitoring, assessing, authorizing, and implementing using the principals: audit, verify, remediate.  There will be minimal device management and compliance for the WREN Public Zone using Mobile Device Management (MDM) and other appropriate tools.
[bookmark: _Toc96885876]SI-2(2) Automated Flaw Remediation Status
See USMA Policy 25-2-RA (Risk Assessment policy).
The USMA WREN ICAN Managed Zone is configured to employ automated mechanisms per DoD-defined time periods: continuously with Endpoint Protection (e.g., MS Defender); internal network scans IAW USMA Policy 25-2-RA (Risk Assessment policy) Appendix D annually for external scans by Cyber Security Support Provider (CSSP).  These mechanisms identify the state of information system components regarding flaw remediation.  
Additionally, USMA CIO/G6 uses Cisco ISE and MDM tools to perform real-time scanning of traffic and device compliance and configuration on both the WREN Managed and WREN public Zones.  The USMA WREN CSSP conducts annual scanning and provides these results to USMA CIO/G6 Cybersecurity personnel for action if required.
[bookmark: _Toc96885877]SI-2(3) Time to Remediate Flaws/Benchmarks for Corrective Actions
See USMA Policy 25-2-RA (Risk Assessment policy).
The USMA CIO/G6 follows timelines IAW current USCYBERCOM, ARCYBER, and Army CIO/G6 Tasking Orders (TASKORDS) and Operation Orders (OPORDS) as appropriate.  See also USMA Policy 25-2-RA (Risk Assessment policy) Appendix D, Table 1.  
[bookmark: _Toc96885878]SI-2(6) Removal of Previous Versions of Software/Firmware
USMA System Administrators remove upgraded/replaced software and firmware components that are no longer required for operation (e.g., previous versions) after updated versions have been installed in the managed zone.  USMA/CIO/G6 will monitor the installation and removal of unnecessary applications and firmware via system scanning and other management tools.
Minimum device compliance for the WREN Public system will be managed through MDM tools.  
Note: In accordance with (IAW) USMA Policy 25-2 CM (Configuration Management policy), USMA CIO/G6 will retain the previously approved baseline configuration of IS components and will document baseline configuration to support rollback. The goal is to verify that the IS can roll back components to previous versions if required.
[bookmark: _Toc96885879]SI-3 Removal of Previous Versions of Software/Firmware
USMA CIO/G6 identifies and documents the information system entry and exit points and implements and employs malicious code protection mechanisms at those entry and exit points to detect and eradicate malicious code. Information system entry and exit points include firewalls, electronic mail servers, web servers, proxy servers, remote-access servers, workstations, notebook computers, and mobile devices.  Malicious code protection mechanisms include anti-virus signature definitions and reputation-based technologies. 
USMA CIO/G6 configures the information system to update malicious code protection mechanisms whenever new releases are available IAW organizational configuration management policy and procedures and IAW applicable STIGs/SRGs. USMA CIO/G6 employs DoD approved malware and Anti-Virus (AV) applications via Endpoint Protections and MDM to monitor and prevent the IS from installing and executing malicious software/code. 
At a minimum, the updates are performed IAW the periodicity approved by the CMC—ideally weekly as resources permit—to ensure the most effective security posture.  IAW DoD policy, USMA CIO/G6 configures malicious code protection mechanisms to perform periodic scans of the information system every 7 days and uses Cisco ISE to provide near real-time malicious activity detection and isolation.  USMA CIO/G6 configures the malicious code protection mechanisms to perform real-time scans of files from external sources at managed endpoints as the files are downloaded, opened, or executed IAW organizational security policy and applicable STIGs/SRGs. Endpoint Protection on comply-to-connect devices is configured to conduct real-time scanning whenever a file is accessed from the network, downloaded, opened, or executed from an external location.
Additionally, the Office 365 suite of products uses protection mechanisms for all data entering and exiting the cloud environment.  See Cloud Service Provider process and procedures for how periodic scans are performed to identify possible malicious code.  USMA CIO/G6 configures malicious code protection mechanisms to perform block and quarantine malicious code and then sends an alert to the administrator immediately in near real-time in response to malicious code detection IAW applicable STIGs/SRGs.  Malicious code is blocked/quarantined by using the defined configuration in the approved security application. 
Upon detection, the system administrator is notified by system alert using SYSLOG, system event viewer, Microsoft Cloud App Security, Microsoft Sentinel, and other tools as USMA deploys and employs them.  USMA CIO/G6 configures the information system to address the receipt of false positives during malicious code detection and eradication, and the resulting potential impact on the availability of the information system.  False positives and the resulting impact on the availability of the IS are tracked.  All systems in the WREN managed system are deployed with Endpoint Protection including Antivirus (AV) and MS Defender. 
Also deployed within the Top Level Architecture (TLA) stacks is an Intrusion Protection System(IPS)/Intrusion Detection System (IDS).  All systems in the WREN public system will meet minimum requirements specified by the MDM policy and Cisco ISE to gain access to USMA protected resources IAW USMA 25-2-AC (Access Control Policy).
0. [bookmark: _Toc96885880]SI-3(1) Central Management
To accomplish the central management of malicious code protection mechanisms for Windows systems using the USMA CSSP and implemented Endpoint Protection (e.g., MS Defender) in the WREN Managed Zone. USMA does not have any centralized management of non-Windows based systems in the WREN managed zone. USMA does not centrally manage the public zone.
[bookmark: _Toc96885881]SI-3(2) Automatic Updates
USMA CIO/G6 configures the information system to automatically update malicious code protection mechanisms on the WREN managed zone.  The IS automatically updates malicious code protection mechanisms IAW applicable STIGs/SRGs (e.g., AV and AV signature files) on a weekly schedule at a minimum. USMA enforces up-to-date AV using ISE and MDM to enforce comply-to-connect in both zones.
[bookmark: _Toc96885882]SI-3(10) Malicious Code Analysis
USMA CIO/G6 defines and documents the tools to be employed as ACAS and Endpoint Protection and any tools readily available via ARCYBER or subscription to our O365 service to analyze the characteristics and behavior of malicious code.  USMA CIO/G6 employs Sentinel, MS Defender ATP, and other capabilities to analyze the characteristics and behavior of malicious code and to incorporate the results into the Incident Response (IR) and flaw remediation processes.  USMA CIO/G6 defines, documents, and implements the techniques and tools as recommended by ARCYBER, USCYBERCOM, and Microsoft BBP to be employed to analyze the characteristics and behavior of malicious code.  USMA CIO/G6 incorporates the results from malicious code analysis into organizational incident response and flaw remediation processes.
[bookmark: _Toc96885883]SI-4 Information System Monitoring
USMA CIO/G6 and the WREN CSSP documents/implements processes to monitor the enclave to detect attacks and indicators of potential attacks IAW sensor placement and monitoring. USMA CSSP manages some of these sensors and their placement.  Network Services Branch (NSB) monitors the enclave to detect unauthorized network connections, unauthorized local connections, and unauthorized remote connections via port security and other mechanisms.  NSB defines and documents the techniques and methods under the triggers found below this paragraph that is used to identify unauthorized use of the information system.  
USMA CSSP monitoring devices are deployed as sensors strategically placed within the information system to collect essential information to track specific types of transactions of interest to USMA, USCYBERCOM and ARCYBER, and other stakeholders.  
CIO/G6 protects information obtained from intrusion monitoring tools from unauthorized access, modification, and deletion.  CIO/G6 places sensors in coordination with other DoD activities in addition to the CSSP.  CIO/G6 heightens the level of information system monitoring activity whenever there is an indication of increased risk to USMA, Army operations and assets, individuals, other organizations, or the Nation based on law enforcement information, intelligence information, or other credible sources of information. 
CIO/G6 conducts monitoring activities IAW the DoD standard waiver.  All law enforcement is coordinated with the USMA Staff Judge Advocate/Office of General Counsel.
The USMA WREN Managed ICAN is monitored to detect the following triggers:
a. Attacks and indicators of potential attacks.
Unauthorized local, network, and remote connections.
Identification of unauthorized use of the IS.
Identification of unauthorized access, modification, and deletion
0. [bookmark: _Toc96885884]SI-4(1) System-wide Intrusion Detection System
USMA CIO/G6 connects and configures individual intrusion detection tools into an information system-wide intrusion detection system IAW applicable STIGs/SRGs on the WREN Managed zone.  The USMA WREN ICAN utilizes host-based intrusion prevention in conjunction with network-based intrusion detection to establish a robust, multi-layered IS-wide intrusion detection system.  The current configuration allows for centralized monitoring using MS Defender/MS Sentinel.  The Internet service provider Network Operations Center (NOC) provides network-based intrusion detection support.  All systems in the WREN Public zone will meet minimum requirements specified by the MDM policy and Cisco ISE will prevent network access to non-compliant devices.
[bookmark: _Toc96885885]SI-4(2) Automated Tools for Real-time Analysis
Automated tools for real-time event analysis are in place on the USMA WREN ICAN including ACAS, Endpoint Protection, Microsoft Cloud Security, and Microsoft Sentinel.  Network-based (IDS and Web Proxy) and transport-based (Firewall) support are provided.  These tools provide real-time analysis of alerts and/or notifications for necessary action.
[bookmark: _Toc96885886]SI-4(4) Inbound and Outbound Communications Traffic
Inbound and outbound communications are continuously monitored using automated tools such as Endpoint Protection, managed network-based tools (IDS and Web Proxy), and managed transport-based tools (Firewall) to detect and alert on unusual or unauthorized activities or conditions IAW DoD policy and applicable STIGs/SRGs.
[bookmark: _Toc96885887]SI-4(5) System-generated Alerts
USMA CIO/G6, with the support of our CSSP, uses the capabilities of Sentinel (SIEM), Cloud Application Security Brokers (CASB), IDS, and Firewall protection to provide automated alerts to the ISSM and ISSO for situations including real-time intrusion detection, threats identified by authoritative sources (e.g., CTO’s, OPORD’s, STIG’s, SRG’s) and IAW Regional Computer Emergency Response Team (RCERT) incident categories 1, 2, 4, and 7 per CJCSM 6510.01B specified in the USMA Incident Response Plan.
[bookmark: _Toc96885888]SI-4(7) Automated Response to Suspicious Events
The WREN notifies incident response personnel defined in the incident response (IR) plan of detected suspicious events and takes action as defined in IR playbooks.
[bookmark: _Toc96885889]SI-4(10) Visibility of Encrypted Communications
USMA takes measures to block unauthorized VPN use—but does not implement technical controls.  Generally, USMA alerts to VPNs whose use would fall outside the authorized usage of the WREN (e.g., VPNs associated with bitcoin mining), and then treats the alert as an incident to which the Cybersecurity team responds.
USMA does not break and inspect encrypted communications in either the managed zone or the public zone.
[bookmark: _Toc96885890]SI-4(11) Analyze Communications Traffic Anomalies
The USMA CIO/G6 Network Service Branch documents and implements a procedure to analyze outbound communications traffic at the external boundary of the information system and selected interior points within the system (e.g., subnetworks, subsystems) to discover anomalies.  USMA CIO/G6 monitors the IS to detect unauthorized network connections, unauthorized local connections, and unauthorized remote connections via port security and other mechanisms.  The CSSP provides reports about discovered anomalies to the USMA CIO/G6 when required for appropriate action.
[bookmark: _Toc96885891]SI-4(12) Automated Alerts
USMA CIO/G6, with support from the CSSP, documents, and implements automated mechanisms to alert security personnel when there are threats identified by authoritative sources (e.g., CTOs) and IAW with CJCSM 6510.01B.  Automated alert mechanisms will comply with applicable STIG/SRG guidance.
[bookmark: _Toc96885892]SI-4(14) Wireless Intrusion Detection
The USMA CIO/G6 uses the capabilities of the Wireless Lan Controller (WLC) to detect and identify rogue wireless devices and to detect attack attempts and potential compromises/breaches to the information system.  See also USMA Policy 25-2-RA (Risk Assessment policy).
[bookmark: _Toc96885893]SI-4(15) Wireless to Wireline Communications
The USMA CIO/G6 uses the capabilities of the WLC and Cisco ISE to identify rogue wireless communications traffic as the traffic passes from wireless to wireline networks and to detect attack attempts and potential compromises/breaches to the information system.
[bookmark: _Toc96885894]SI-4(16) Correlate Monitoring Information
USMA CIO/G6 correlates information from monitoring tools employed throughout the information system to maximize the utility of information generated by those tools and to detect otherwise unseen attack patterns.
[bookmark: _Toc96885895]SI-4(19) Individuals Posing Greater Risk
Additional monitoring will be implemented for individuals identified as posing an increased level of risk.  Indications of increased risk from individuals will be obtained from a variety of sources including, (e.g., USMA Security Team, intelligence agencies, law enforcement organizations, and/or other credible sources.)
When identified by the appropriate authorities, closely coordinate the monitoring of individuals and the methods of monitoring used with management, legal, security, and human resources officials and will comply with US code, Executive Orders, policies, directives, regulations, and standards.  An audit trail of any additional monitoring will be maintained.
USMA also uses, as noted in USMA Policy 25-2-IA (Identification and Authentication policy) technologies to automatically characterize user behavior(s) and to elevate or lower their ‘risk’ profile within the M365 tenant.
[bookmark: _Toc96885896]SI-4(20) Privileged User
See USMA Policy 25-2-AC (Access Control policy).
Privileged user accounts refer to personnel who are authorized, designated, and assigned to a role with elevated Administrator privileges on USMA WREN systems.  In Active Directory, privileged user accounts are indicated using a role-specific suffix in the account username as described in USMA Policy 25-2-IA (Identification and Authentication policy) para 3-4 (IA-4 Identifier Management). 
Privileged users on non-Windows systems are identified via an additional approval document that designates the role and function of the elevated privilege on the designated system.  USMA CIO/G6 implements additional monitoring of privileged users IAW applicable policies, directives, regulations, and Defense Information Systems Agency (DISA) STIG/SRG guidance.
For systems that do not integrate with USMA’s IdAM, those systems’ owners will adhere to the guidelines as noted in para 1-3.
Ensure all monitoring is under the supervision of appropriate management oversight and if required, will include legal staff, personnel department, and operations reviews and approvals.
The monitoring of individuals will be closely coordinated with the appropriate authorities within USMA and will comply with federal legislation, executive orders, policies, directives, regulations, and standards.
[bookmark: _Toc96885897]SI-4(22) Unauthorized Network Services
USMA CIO/G6 uses the capabilities of Cisco ISE, and other capabilities as fielded, to monitor unauthorized access to network services that have not been approved by at a minimum, the ISSO, and ISSM.  USMA uses other capabilities as fielded. 
[bookmark: _Toc96885898]SI-4(23) Host-based Devices
USMA CIO/G6 documents and implements Endpoint Protection and MDM on all devices on the WREN Managed Network and, at a minimum, the MDM on devices in the WREN Public network that accesses CUI via thick clients (e.g., Outlook, OneDrive). 
USMA expects, and authorizes, access to M365 public cloud resources from devices without device level protections. USMA uses other protections (e.g., access only via web browser, inability to download materials, inability to print materials, inability to forward materials) to reduce the probability of unauthorized and/or inadvertent disclosure of CUI.  See also USMA Policy 25-2-AC (Access Control policy)
[bookmark: _Toc96885899]SI-5 Security Alerts, Advisories, and Directives
USMA CIO/G6 ISSO/ISSM receives IS security alerts, advisories, and directives from DISA on an ongoing basis from predefined DoD repositories such as USCYBERCOM and ARCYBER.  DoD has defined the external organizations as, at a minimum, USCYBERCOM from which it receives information system security alerts, advisories, and directives.  Upon receipt of notifications, USMA CIO/G6 generates and disseminates internal security alerts, advisories, and directives as deemed necessary to the ISSO/ISSM, and to the enclave system administrators, systems, and users as applicable. 
The CSSP Tier 1 will pass the information to the accredited Tier 2 CSSPs.  Tier 2 CSSPs are responsible for ensuring all Tier 3 entities receive the information.  Tier 3 organizations will ensure all local Op Centers/LAN shops receive information (i.e., Component IT System and Security Personnel) (e.g., ISSM, ISSOs, and system administrators).  USMA CIO/G6 CTO implements security directives IAW established time frames or notifies the issuing organization of the degree of noncompliance.  This is accomplished using either an automated or manual process.
[bookmark: _Toc96885900]SI-6 Security Function Verification
USMA verifies the correct operation of WREN managed zone security features, performs this verification upon command by user(s) with appropriate privilege, notifies the ISSO and ISSM of failed security verification tests, and remediates or mitigates failed tests when anomalies are discovered. For non-remediation, formal risk acceptance by the AODR is necessary. 
Verification is required when a system passes through a transitional state, which includes system startup, reboot, shutdown, and abort.
0. [bookmark: _Toc96885901]SI-6(3) Report Verification Results
USMA CIO/G6 employs its CSSP C5ISR to run ACAS scans against the WREN enclave.  Scan results are reported to the USMA CIO/G6 Cyber team and the USMA CISO for review.  They are then passed on to the teams responsible for vulnerability mitigation and remediation.  Additionally, the USMA CIO/G6 Cyberteam runs monthly STIG checks against the server and network devices.  STIG check reports are sent to the USMA CISO and the teams responsible for review and remediation.  Risk acceptance of any vulnerabilities needs to be approved by the CIO/G6 chain of command and the AODR.
[bookmark: _Toc96885902]SI-7 Software, Firmware, and Information Integrity
USMA CIO/G6 personnel/teams will perform integrity checks, as technically capability, on managed workstations’ and servers’ operating systems using the following utilities:  
1. System File Checker on Windows operating systems. Similar capabilities for non-Windows OS (e.g., tripwire for Linux)
Signature matching for third-party software using vendor supplies hashes.
As part of flaw remediation, the system owners will validate the integrity of software, firmware, and information settings to ensure the vendor supplied remediations are valid before the application of such remediations
c. In Azure File Integrity Monitoring (FIM), also known as change monitoring, examines operating system files, Windows registries, application software, Linux system files, and more, for changes that might indicate an attack.  FIM uses the Azure Change Tracking solution to track and identify changes in your environment. This capability is available in Azure and is in scope to be implemented in the WREN.
d. Desktop Systems Support will perform integrity checks on all printer firmware if the printer manufacturer provides a method for integrity checks.  Checks will be done manually during the annual maintenance of the printer.
e. Data integrity checks are enabled on all databases with maintenance tasks.
f. USMA CIO/G6 will perform integrity checks if it is deemed necessary for security-related advisories and events, or if requested by a higher echelon.
0. [bookmark: _Toc96885903]SI-7(1) Integrity Checks
USMA CIO/G6 will configure the information system to perform an integrity check of all software, firmware, and information (or specific software, firmware, and information as directed) for servers and endpoints within the managed zone.  See also SI-7.
0. [bookmark: _Toc96885904]SI-7(2) Automated Notifications of Integrity Violations
Refer to SI-6(3) in this policy.
0. [bookmark: _Toc96885905]SI-7(5) Automated Response to Integrity Violations
Refer to SI-6(3) in this policy.
[bookmark: _Toc96885906]SI-7(6) Cryptographic Protection
USMA CIO/G6 configures the information system to implement Federal Information Processing Standards (FIPS)-approved cryptographic mechanisms to detect unauthorized changes to the information IAW applicable STIGs or SRGs.
[bookmark: _Toc96885907]SI-7(7) Integration of Detection and Response
USMA CIO/G6 defines unauthorized security-relevant changes to the information system that are to be incorporated into the organizational incident response capability.  USMA CIO/G6 incorporates the detection of unauthorized security-relevant changes to the information system into the organizational incident response capability. USMA CIO/G6 incorporates the detection of unauthorized software and malicious applications into the USMA CIO/G6 incident response capability.  Event Logs and network traffic can be used to identify the source, destination, and delivery method of applications which can be included in the Incident Response report. 
See also the USMA Policy 25-2-IR (Incident Response policy).
[bookmark: _Toc96885908]SI-7(8) Auditing Capability for Significant Events
USMA CIO/G6 configures the information system to provide the capability to audit events upon detection of a potential integrity violation IAW applicable STIGs/SRGs.  See also USMA Policy 25-2-AU (Audit and Accountability policy).  USMA CIO/G6 defines other actions that can be taken when the information system detects a potential integrity violation.  USMA CIO/G6, upon detection of a potential integrity violation, maintains the capability to audit the event and initiates the following actions:
1. Block execution with Endpoint Protection / User Account Control (UAC)
h. Isolation of system
i. Notification to System Administrator/ISSO/ISSM
[bookmark: _Toc96885909]SI-7(14) Binary or Machine Executable Code
USMA CIO/G6 for WREN Managed systems controls the use of binary or machine-executable code from sources with limited or no warranty and without the provision of source code (e.g., open-source software) via the change control process for the managed zone (see also USMA Policy 25-2-CM (Change Management policy)).
[bookmark: _Toc96885910]SI-7(15) Code Authentication
For USMA CIO/G6, refer to SI-7 and SI-7(6) in this policy.
[bookmark: _Toc96885911]SI-7(16) Time Limit on Process Execution without Supervision
USMA CIO/G6 enables and configures users' accounts and permissions IAW USMA Policy 25-2-AC (Access Control Policy) and is limited to individuals with a valid business purpose (least privilege). 
[bookmark: _Toc96885912]SI-8 Spam Protection
In addition to the SPAM protection provided by the DISA managed Defense Enterprise Email (DEE) system, USMA CIO/G6 manages the deployment of spam protection of email services provided through Office 365.
USMA CIO/G6 employs spam protection at information system entry and exit points to detect and take action on unsolicited messages and updates to spam protection mechanisms when new releases are available IAW USMA CIO/G6 configuration management policy and procedures.
0. [bookmark: _Toc96885913]SI-8(1) Central Management
SPAM protection is centrally managed by DISA for DEE system, and by USMA CIO/G6 for the Office 365 email services.
[bookmark: _Toc96885914]SI-8(2) Automatic Updates
The DISA managed DEE system and the Office 365 email services automatically update spam protection mechanisms.
[bookmark: _Toc96885915]SI-8(3) Continuous Learning Capability
USMA CIO/G6 and subordinate system owners use Microsoft 365 software and applications.  USMA is utilizing all of the built-in protection mechanisms along with Microsoft Windows Defender for spam and virus protection and user behavior analytics.
[bookmark: _Toc96885916]SI-10 Information Input Validation
USMA CIO/G6 configures elements of the WREN to check the validity of information inputs (e.g., modules of the Academy Management System (AMS)) IAW applicable STIGs/SRGs. 
0. [bookmark: _Toc96885917]SI-10(1) Manual Override Capability
Refer to the USMA CIO/G6 AMS System Document which details the roles, responsibilities, and elevated permissions of the privileged users regarding the developers and administrators of the AMS system.
0. [bookmark: _Toc96885918]SI-10(2) Review / Resolution of Errors
Refer to the USMA CIO/G6 AMS System Document which details the timeframe of when validation errors are reviewed and resolved.
0. [bookmark: _Toc96885919]SI-10(3) Predictable Behavior
USMA CIO/G6 uses advanced analytics from service providers to profile typical user traffic and device behavior.  When devices or users behave inconsistently with established profiles USMA CIO/G6 will remediate as necessary through automated and/or manual methods.  When receiving invalid inputs, configure the system to fail in a predictable manner preventing loss of data and misconfigurations from propagating.  
0. [bookmark: _Toc96885920]SI-10(4) Review / Timing of Interactions
Refer to SI-10(1) and SI-10(2) in this policy.
[bookmark: _Toc96885921]SI-11 Error Handling
USMA CIO/G6 configures the information system to generate error messages and logs that provide information necessary for corrective actions without revealing information that could be exploited by adversaries IAW applicable STIGs/SRGs.  
USMA expects and authorizes more verbose logging and rendering of errors in the development and/or test environments than in production environments. 
Detailed error messages are revealed only to the ISSO, ISSM, SCA, SAs, and authorized System Auditors, appropriate authorities, and chain of command. 
User relevant error messages (informing the user of an error, with sufficient information that the user can relay it to the Help Desk for remediation) is a function of writing highly usable code and a goal for USMA WREN developers.
[bookmark: _Toc96885922]SI-12 Information Handling and Retention
USMA CIO/G6 networks/ISs identify, handle, and retain information IAW controlling documents
[bookmark: _Toc96885923]SI-13 Predictable Failure Prevention
USMA and subordinate system owners follow AR-750-1 Army Material Maintenance Policy (Chapter 7) which details the Life Cycle Maintenance Support of all equipment.  Refer to USMA Policy 25-2-CP (Contingency Planning policy) for details on how USMA CIO/G6 and subordinate systems owners including financial management system owners conduct contingency and capacity planning on their systems 
0. [bookmark: _Toc96885924]SI-13(4) Standby Component Installation / Notification
USMA, for managed zone component failures, upon detection, ensures that the replacement components are successfully and transparently installed as quickly as feasible. USMA notifies users of system problems and includes estimates for return to service to the users.  USMA, where budgetarily feasible, maintains a small quantity of standby components.
[bookmark: _Toc96885925]SI-15 Information Output Filtering
Refer to the USMA CIO/G6 AMS System Document which details how the AMS system validates information system output. 
[bookmark: _Toc96885926]SI-16 Memory Protection
USMA CIO/G6 defines/documents the security safeguards to be implemented to protect the information system's memory from unauthorized code execution.  System owners with systems in the managed zone implement security safeguards to protect its memory from unauthorized code execution IAW applicable STIGs/SRGs 
[bookmark: _elm000ca8][bookmark: _elm000ca7]USMA CIO/G6 implements Data Execution Prevention (DEP) which is provided by the operating system to protect its memory from unauthorized code execution.
[bookmark: _Toc96885927]SI-17 Fail-safe Procedures
The WREN managed zone implements controlled shutdown(s) when external and backup power fails.
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USMA Regulation 25-2
Cybersecurity, 30 November 2021, available at
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USMA Regulation 25-2-CM
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USMA Regulation 25-2-CP
Contingency Planning, 30 November 2021, available at
https://usarmywestpoint.sharepoint.com/:b:/r/sites/g5.publications/publications/USMA%2025-2-CP.pdf?csf=1&web=1&e=HsL74i 
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Identification and Authentication, 30 November 2021, available at https://usarmywestpoint.sharepoint.com/:b:/r/sites/g5.publications/publications/USMA%2025-2-IA.pdf?csf=1&web=1&e=O5IsOj 
USMA Regulation 25-2-IR
Incident Response, 30 November 2021, available at https://usarmywestpoint.sharepoint.com/:b:/r/sites/g5.publications/publications/USMA%2025-2-IR.pdf?csf=1&web=1&e=uWB5QN 
USMA Regulation 25-2-RA
Risk Assessment, 30 November 2021, available at https://usarmywestpoint.sharepoint.com/:b:/r/sites/g5.publications/publications/USMA%2025-2-RA.pdf?csf=1&web=1&e=LtYKaA
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[bookmark: _TocSECTIONII_RELATEDPUBLICATIONS]AR 25 – 1
Army Information Technology
AR 25 – 17
Army Information Technology
AR 25-400-2
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AR 340-21 (superseded by AR 25-22)
The Army Privacy ProgramAR 380-5
Army Information Security Program
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[bookmark: _Toc96885931]Acronyms
	Acronym
	Meaning

	ACAS
	Assured Compliance Assessment Solution

	AMS
	Academy Management System

	AO
	Authorizing Official

	AODR
	Authorizing Official Designated Representative

	AP
	Assessment Procedures

	ARCYBER
	United States Army Cyber Command

	ARIMS
	Army Records Information Management System

	AUP
	Acceptable Use Policy

	AV
	Antivirus

	CASB
	Cloud Application Security Brokers

	CIA
	Confidentiality, Integrity and Availability

	CIO
	Chief Information Officer

	CM
	Configuration Management

	CMC
	Change Management Council

	COTS
	Commercial Off the Shelf

	CSSP
	Cyber Security Service Provider

	CVE
	Common Vulnerabilities and Exposures

	DEE
	Defense Enterprise Email

	DEP
	Data Execution Protection

	DISA
	Defense information Systems Agency

	DoD
	Department of Defense

	DODD
	Department of Defense Directive

	DODI
	Department of Defense Instructions

	DTM
	Digital Terrain Model

	EMET
	Enhanced Mitigation Experience Toolkit

	EPO
	Enterprise Policy Orchestrator

	FIPS
	Federal Information Processing Standards

	HBSS
	Host Based Security Systems

	HIPS
	Host Intrusion Prevention System

	IAVM
	Information Assurance Vulnerability Management

	ICAN
	Installation/Campus Area Network

	ICS
	Industrial Control Systems

	IDS
	Intrusion Detection System

	IPS
	Intrusion Protection System

	IR
	Incident Response

	IS
	Information System

	ISSM
	Information System Security Manager

	ISSO
	Information System Security Officer

	LAN
	Local Area Network

	MDM
	Mobile Device Management

	MOU
	Memorandum of Understanding

	NIPRNet
	Non-classified Internet Protocol Router Network

	NOC
	Network Operating Center

	NSB
	Network Services Branch

	O&M
	Operations & Maintenance

	OPORDS
	Operations Orders

	POA&M
	Plan of Action and Milestones

	RA
	Risk Assessment

	RCERT
	Regional Computer Emergency Response Team

	RMF
	Risk Management Framework

	SA
	System Administrator

	SCADA
	Supervisory Control and Data Acquisition

	SI
	System and Information Integrity

	STIG
	Security Technical Implementation Guides

	SRG
	Security Requirements Guides

	TASKORDS
	Tasking Orders

	TLA
	Technical License Agreement

	UAC
	User Account Control

	USCC
	United States Corps of Cadets

	USCYBERCOM
	United States Cyber Command

	USMA
	United States Military Academy

	WLC
	Wireless LAN Controller

	WREN
	West Point Research and Education Network
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[bookmark: _Toc73717556][bookmark: _Toc73717672][bookmark: _Toc68888843][bookmark: _Toc96885932]Definitions
See also NIST Computer Security Resource Center Glossary at https://csrc.nist.gov/Glossary/?term=3816 for definitions.
Terms not defined by National Institute of Science and Technology (NIST) are below:
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