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[bookmark: _Toc6834598][bookmark: _Toc6837375][bookmark: _Toc96606921]Introduction
[bookmark: _Toc6834599][bookmark: _Toc6837376][bookmark: _Toc96606922]Purpose
[bookmark: _Toc6223399][bookmark: _Toc6825317][bookmark: _Toc6834600][bookmark: _Toc6837377]The purpose of this policy establishes the basis for implementing secure Program Management Policy (PM) practices for protecting information systems and data within the United States Military Academy (USMA) West Point Research and Education Network (WREN) and other USMA .edu networks as they come into existence. The policy provides both generalized guidance as well as specific practices for the implementation of Program Management.
[bookmark: _Hlk11397465]This policy adheres to the guidance identified within the NIST Special Publication 800-53A Rev 4 Program Management family (see also https://nvd.nist.gov/800-53/Rev4/impact/moderate for the WREN Managed Zone and https://nvd.nist.gov/800-53/Rev4/impact/low for the WREN Public Zone).
[bookmark: _Toc96606923]Background
[bookmark: _Toc6223400]The USMA WREN, physically located at West Point, NY and logically in one or more cloud service providers, must maintain an Information Systems (IS) environment which empowers USMA to continue its leadership as the premier leader development institution in the world. USMA WREN will sustain and enhance the military and academic leadership opportunities for cadets, staff, faculty, visiting dignitaries, visiting and assigned foreign nationals (e.g., exchange faculty, exchange cadets, semester abroad faculty and cadets), and the public (e.g., event attendees (e.g., conferences, forums, symposia) and sponsored guests (e.g., cadets’ parents, visiting researchers, visitors on official business).
[bookmark: _Toc6223403][bookmark: _Toc96606924]Applicability
The Program Management policy applies to all USMA Military Academy Directorates (MADs) (see also USMA Regulation 10-1 Organizations and Functions), WREN users and consumers of information systems resources connected directly or through a remote connection to the WREN.  The policy supports the Risk Management Framework (RMF) through the application of Program Management Assessment Procedures (AP) and implementation of risk mitigation strategies for the protection of Confidentiality, Integrity and Availability (CIA).
[bookmark: _Toc96606925]Managed Zone Applicability to MADs
Substantial portions of this policy are written with an explicit focus on USMA CIO/G6 managed systems, services, and capabilities (e.g., the managed zone(s) and the public zone’s infrastructure).  Despite this explicit phrasing, the content of this policy are equally applicable to MADs that design, build, operate, maintain, and defend systems and capabilities hosted in the USMA managed zone(s). The MADs so impacted will inherit the vast majority of RMF controls from the WREN. For those systems and capabilities that do not inherit specific controls, the MAD will develop, in coordination with USMA’s CIO, a memorandum of understanding (MOU) with the Authorizing Official (AO) (i.e., Superintendent), that enumerates and makes explicit the differentiated responsibilities between USMA CIO/G6 (the system owner of the WREN) and the MAD. The MOU will address, minimally, maintainability, defensibility, sustainability, and severability. To minimize differentiated responsibilities, MADs should strongly consider tight coupling with the WREN and the capabilities it provides.
[bookmark: _Toc96606926]Public Zone Applicability to MADs
MADs that design, build, operate, maintain, and defend systems and capabilities in the public security zone accept complete responsibility for those systems and capabilities outside the formal RMF process as a function of USMA operating an .edu network enclave. 
[bookmark: _Toc96606927]Specialized Controls for Financial Management
See also the applicability questions of Figure 4 and Figure 5 of OSD Memorandum, “Enhanced Integration of Finance Management Requirements with the Risk Management Framework”, dated 21 April 2016 for determining applicability to specific systems. MADs have the affirmative obligation to coordinate with USMA CIO/G6 for technical implementation of these systems, their security, and satisfying RMF controls and Assessment Procedures applicable to these systems. Coordination will also include establishing operations and maintenance (O&M) and system life cycle responsibilities. 
An example of an organization using such a system is USMA G8’s / Cadet Treasurer and their use of software modules within the Academy Management System (AMS).  
[bookmark: _Toc96606928]Specialized Controls for Facility Related Control Systems
MADs that design, build, operate, maintain, and defend facility related control systems have particular and specific controls that apply to those systems. MADs have the affirmative obligation to coordinate with USMA CIO/G6 for technical implementation of these systems as well as the coordination for the defense of these systems. 
Examples of such systems include outdoor lighting systems (e.g., United States Corps of Cadets’ (USCC) Outdoor Lighting Control System), Door Control Systems (e.g., presently Garrison hosts Velocity™ on NIPRNet, but future capabilities may move to WREN), and other forms of Industrial Control Systems (ICS)/Supervisory and Data Collection Acquisition (SCADA) systems (e.g., network enabled heating/air conditioning).
[bookmark: _Toc79073199][bookmark: _Toc96606929]Roles and Responsibilities
See USMA Regulation 25-2 Cybersecurity Chapter 2 Roles and Responsibilities.
[bookmark: _Toc6834601][bookmark: _Toc6837378][bookmark: _Toc96606930][bookmark: _Toc6825321][bookmark: _Toc6834604][bookmark: Appendix_A][bookmark: _Toc6837381]Program Management Policy
[bookmark: _Toc7594502][bookmark: _Toc96606931]PM-1 Information Security Program Plan
DoD has developed an information security program plan that is available to all USMA personnel via the DoD issuance website and the Risk Management Framework (RMF) Knowledge Service portal:
DoDI 8500.01 (Cybersecurity) - http://www.dtic.mil/whs/directives/corres/dir.html
RMF Knowledge Service - https://rmfks.osd.mil
The published DoD information security program plan:
1. Provides an overview of the requirements for the security program and a description of the security program management controls and common controls in place or planned for meeting those requirements; USMA CIO/G6 provides documentation of common control implementation in the information system Security Plan.
Includes the identification and assignment of roles, responsibilities, management commitment, coordination among organizational entities, and compliance.
Reflects coordination among organizational entities responsible for the different aspects of information security (i.e., technical, physical, personnel, cyber-physical).
Approved by a senior official with responsibility and accountability for the incurred risk to organizational operations (including mission, functions, image, and reputation), organizational assets, individuals, other organizations, and the Nation.
Reviewed annually and updated as appropriate.
USMA documents and implements methods to protect the information security program plan from unauthorized disclosure by marking, labeling, and handling to prevent unauthorized disclosure through its use of eMASS.  USMA ensures approval of all changes to the information security program plan.  
USMA CIO/G6 reviews the information system Security Plan annually and updates the plan to address changes and problems identified during plan implementation or security control assessments.
All Policies and Standard Operating Procedures (SOPs) are reviewed and revised on a yearly basis unless a more rapid revision is necessary. 
[bookmark: _Toc96606932]PM-2 Senior Information Security Officer
See USMA Regulation 25-2 Cybersecurity Chapter 2 Roles and Responsibilities.
[bookmark: _Toc96606933]PM-3 Information Security Resources
USMA ensures that all capital planning and investment requests include the resources needed to implement the information security program and documents all exceptions to this requirement, employs a business case/Exhibit 300/Exhibit 53 to record the resources required, and ensures that information security resources are available for expenditure as planned.
[bookmark: _Toc96606934]PM-4 Plan of Action and Milestones Process
DoDI and the RMF Knowledge Service meet the DoD requirements to maintain a process for Plans of Action & Milestones (POA&Ms) for the security program.  This process mitigates risk to organizational operations and assets, individuals, other organizations, and the nation and ensures reporting of POA&Ms IAW OMB and the Federal Information Systems Management Act (FISMA) reporting requirements and documented/implemented IAW DoDI 8510.01 and the RMF Knowledge Service.
Document all security weaknesses and deficiencies identified during a security control assessment in the security USMA assessment report to maintain an effective audit trail IAW DoDI 8510.01, paragraph 3.i.
USMA CIO/G6 branch chiefs develop specific POA&Ms based on the results of the security control assessment and IAW controlling documents.  POA&M entries are not necessary when remediating weaknesses or deficiencies during the assessment or prior to the submission of the authorization package to the authorizing official.
USMA CIO/G6 strategy for developing POA&Ms will facilitate a prioritized approach to risk mitigation that is consistent across WREN.  It will detail the resources required to accomplish the elements of the plan, any milestones in meeting the tasks, and scheduled completion dates for the milestones.  USMA CIO/G6 branch chiefs manage and monitor the POA&M in coordination with Cybersecurity Branch to ensure compliance, timeliness of milestone completion, and upward reporting.  USMA uses the POA&M format provided in the information system Enterprise Mission Assurance Support Service (eMASS) record and the RMF Knowledge Service unless specifying a different format by an inspecting agency or a higher headquarters.
[bookmark: _Toc96606935]PM-5 Information System Inventory
USMA CIO/G6 maintains an inventory of information systems in the DoD-mandated Department of Defense Information Technology Portfolio Repository (DITPR) via the Army Portfolio Management System (APMS).  Designated USMA CIO/G6 users will obtain access permission to APMS and use it to enter updates/changes which then update the DITPR system.
[bookmark: _Toc96606936]PM-6 Information Security Measures of Performance
USMA CIO/G6 follows FISMA reporting requirements to develop, monitor, and report measures of performance. Designated USMA CIO/G6 personnel will use the FISMA website, Army Cyberscope, and APMS to obtain the current FISMA Metrics for the reporting fiscal year.  USMA CIO/G6 will use these to develop, monitor, and report measures of performance.
[bookmark: _Toc96606937]PM-7 Enterprise Architecture
The Global Information Grid (GIG) IA Architecture meets the DoD requirements for enterprise architecture USMA CIO/G6 is automatically compliant with this requirement.  USMA with explicit authority is outside the DoDIN security perimeter.
[bookmark: _Toc96606938]PM-8 Critical Infrastructure Plan
DoDD 3020.40, Mission Assurance (MA), meets the DoD requirement for the development of critical infrastructure and key resource protection plan.  USMA CIO/G6 is automatically compliant with this requirement.
[bookmark: _Toc96606939]PM-9 Risk Management Strategy
DoD Risk Management Framework (DoDI 8510.01) meets the requirement for a comprehensive organizational risk strategy.  USMA CIO/G6 is automatically compliant with this requirement.
[bookmark: _Toc96606940]PM-10 Security Authorization Process
DoD has developed and published DoDI 8510.01, “Risk Management Framework (RMF) for DoD Information Technology (IT),” that meets the requirements to manage (document, track, and report) the security state of organizational information systems and the environments in which those systems operate through security authorization processes; designate individuals to fulfill specific roles and responsibilities within the organizational risk management process; and fully integrate the security authorization processes into an organization-wide risk management program.  USMA CIO/G6 is automatically compliant with this requirement.
[bookmark: _Toc96606941]PM-11 Mission / Business Process Definition
DoDI 8510.01 meets the DoD requirement to define mission/business processes with consideration for information security and the resulting risk to organizational operations, organizational assets, individuals, other organizations, and the Nation.
USMA CIO/G6 obtains and examines the information security plan developed in the system eMASS record so that the security categorization is documented IAW NIST 800-67.
[bookmark: _Toc96606942][bookmark: PM_12_Insider_Threat_Program]PM-12 Insider threat Program
USMA CIO/G6 participates in the Army Insider Threat Program in accordance with (IAW) Army Directive 2013-18, “Army Insider Threat Program” and AR 381-12, “Threat Awareness and Reporting Program.” Army requires all USMA personnel to take the annual Threat Awareness and Reporting Program (TARP) training which includes awareness of the insider threat. 
See also USMA Policy 25-2-IR (Incident Response policy) para 3-4-4. 
[bookmark: _Toc96606943]PM-13 Information Security Workforce
DoD 8570.01-M, “Information Assurance Workforce Improvement Program” meets the DoD requirement to establish an information security workforce development and improvement program.  USMA CIO/G6 is automatically compliant with this requirement.
[bookmark: _Toc96606944]PM-14 Testing, Training, and Monitoring
USMA CIO/G6 uses the DoD-directed RMF/eMASS systems as its organizational support tool to record security testing and monitoring.  In addition, other security testing programs such as CCRI and self-assessments provide additional security testing of information systems.  WREN executes the RMF processes required for security testing and stores/updates the results using eMASS to ensure proper maintenance.
USMA CIO/G6 uses the Army Training & Certification Tracking System (ATCTS) to track security training requirements and performs, at a minimum, a monthly audit to identify user’s delinquent on USMA-required training and notifies the responsible MAD who takes remediation action. In addition, the USMA G3 manages, monitors, and publishes DoD civilian required training items which include Cyber Awareness and Annual Security training. This provides additional oversight for USMA CIO/G6 security training compliance. 
MAD principals appoint specific ATCTS Managers to maintain the Army database for its applicable personnel and units.  Per MAD, the WREN ATCTS managers ensure the execution of security training in a timely manner via monthly audits and notifications to the ISSM for action. Monitor training for people with specific IA roles and ensure via ATCTS. Internal training for specific mission requirements is defined in the USMA CIO/G6 operating instructions and ensured and executed by the POC for that specific mission.
DA defines and implements security monitoring activities and processes at the DoD/Army level. 
USMA CIO/G6 plays a support role in this process ensuring that any required software clients install and update as necessary and any other actions are taken as directed by higher headquarters. Additionally, the USMA CIO/G6 responds/complies to and with higher headquarters OPORDS, TASKORDS, etc., defining monitoring activity support requirements to implement at the WREN level or working to reclaim those directives.  USMA CIO/G6 implements its security monitoring processes and maintains them IAW.
The DoDI 8510.01 defines the time periods and methods for executing security testing of information systems.  USMA CIO/G6 Cybersecurity ensures the execution of testing in a timely manner.
USMA and CIO/G6, in its supporting role for the DoD RMF testing plan, reviews and updates its risk management strategy to ensure compliance/alignment with the DoD/Army and bases its priority for risk response action on risks to the USMA mission and higher headquarters guidance to reduce risk to the Army and Nation.
USMA CIO/G6 risk management strategy is driven by its overall mission balanced with security and concerns of Army and DOD. 
USMA CIO/G6 supports DoD/Army and other monitoring plans as directed and appropriate. USMA executes risk response actions as defined/specified by higher headquarters and as appropriate.  
See USMA Regulation 25-2 Cybersecurity Chapter 2 Roles and Responsibilities (CISO responsible for MS4X monies). 
[bookmark: _Toc96606945]PM-15 Contacts with Security Groups and Associations
USMA CIO/G6 maintains relationships with groups and associations within the DOD/Army (USCYBERCOM, Army Information Assurance (IA) Portal, NETCOM RMF Portal, and Cyber Security Service Provider (CSSP) to coordinate current cybersecurity education and training and issues.  USMA CIO/G6 ISSM attends the Army ISSM-P Info Sharing Sessions to share, address, and discuss current security-related information including threats, vulnerabilities, incidents, and other customer-interest materials.
[bookmark: _Toc96606946]PM-16 Threat Awareness Program
USMA CIO/G6 complies with Army Regulation 381-12, “Threat Awareness and Reporting Program” which establishes the Army threat awareness program that includes a cross-organization information sharing capability. CIO/G6 implements its general threat awareness program using the TARP.  
[bookmark: _elm000ca8][bookmark: _elm000ca7]See also PM-12 and USMA Policy 25-2-IR Section IR-4(5).  


[bookmark: _TocAPPENDIXA][bookmark: _elm000ca9][bookmark: _Toc96606947][bookmark: _TocAPPENDIXA_REFERENCES]References
[bookmark: _elm000cac][bookmark: _Toc96606948]Required Publications
[bookmark: _elm000cb4][bookmark: _elm000cb5]USMA Regulation 10-1
Organization and Functions, available at https://usarmywestpoint.sharepoint.com/:b:/r/sites/g5.publications/publications/USMA%20Regulation%2010-1%20Organization%20and%20Functions.pdf?csf=1&e=RHbQMa 
USMA Regulation 25-2
Cybersecurity, 30 November 2021, available at
https://usarmywestpoint.sharepoint.com/:b:/r/sites/g5.publications/publications/USMA%2025-2%20Cybersecurity.pdf?csf=1&web=1&e=RBdTXE
[bookmark: _elm000edf][bookmark: _Toc96606949][bookmark: _elm00102f][bookmark: _TocSECTIONII_RELATEDPUBLICATIONS]Related Publications
[bookmark: _elm000cb6]AR 25 – 1
Army Information Technology, 25 June 2013
AR 25 – 17
Army Information Technology 
Army Best Business Practices (BBP)
Army Regulation 25-2
“Information Assurance” dated 24 October 2007, RAR 23 March 2009 
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Defense Information System Network (DISN) Responsibilities, dated 24 January 2012 
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DOD Unified Capabilities, dated 9 December 2010 
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DODI 8551.1
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DODI 8560.01
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National Institute of Standards and Technology (NIST) Special Publication (SP) 800-18
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[bookmark: _Toc96606950]Acronyms
	Acronym
	Meaning

	AMS
	Army Management System

	AO
	Authorizing Official

	APMS 
	Army Portfolio Management Solution 

	AR 
	Army Regulation 

	ATCTS 
	Army Training & Certification Tracking System 

	CCSP
	Cyber Security Service Provider

	CIO
	Chief Information Officer

	COMSEC 
	Communications Security 

	DISA 
	Defense Information Systems Agency 

	DISN 
	Defense Information System Network 

	DoD, DOD 
	Department of Defense 

	DODD 
	DOD Directive 

	DODI 
	Department of Defense Instructions 

	DPTMS
	Director of Plans, Training, Mobilization and Security

	eMASS 
	Enterprise Mission Assurance Support Service 

	FISMA 
	Federal Information Security Management Act 

	IA
	Information Assurance

	ICS
	Industrial Control Systems

	IMO 
	Information Management Office 

	INFOCON 
	Information Operations Condition 

	IS 
	Information System 

	ISSM 
	Information System Security Manager 

	ISSO 
	Information System Security Officer 

	MOU
	Memorandum of Understanding

	NIAP
	National Information Assurance Partnership

	NIPRNet
	Non-classified Internet Protocol Router Network

	NIST 
	National Institute of Standards and Technology 

	O&M
	Operations & Maintenance

	OPORD
	Operations Order

	POA&M 
	Plan of Action & Milestones 

	PPSM 
	Ports, Protocols, and Services Management 

	RMF 
	Risk Management Framework 

	SCADA
	Supervisory and Data Collection Acquisition

	STIG 
	Security Technical Implementation Guides 

	TARP
	Threat Awareness and Reporting Program

	USCC
	United States Corps of Cadets

	USMA
	United States Military Academy




[bookmark: _Toc96606951]Definitions
See also NIST Computer Security Resource Center Glossary at https://csrc.nist.gov/Glossary/?term=3816 for definitions.
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