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[bookmark: _Toc6834598][bookmark: _Toc6837375][bookmark: _Toc96615854]Introduction
[bookmark: _Toc6834599][bookmark: _Toc6837376][bookmark: _Toc96615855]Purpose
[bookmark: _Toc6223399][bookmark: _Toc6825317][bookmark: _Toc6834600][bookmark: _Toc6837377]The purpose of this policy establishes the basis for implementing secure System and Communications Protection (SC) practices for protecting Information Systems (IS) and data within the United States Military Academy (USMA) West Point Research and Education Network (WREN) and other USMA .edu networks as they come into existence.  The policy provides both generalized guidance as well as specific practices for the implementation of SC.
This policy adheres to the guidance identified within the NIST Special Publication 800-53A Rev 4 System and Communications Protection family (see also https://nvd.nist.gov/800-53/Rev4/impact/moderate for the WREN Managed Zone and https://nvd.nist.gov/800-53/Rev4/impact/low for the WREN Public Zone).
[bookmark: _Toc96615856]Background
[bookmark: _Toc6223400]The USMA WREN, physically located at West Point, NY and logically in one or more cloud service providers, must maintain an IS environment that empowers USMA to continue its leadership as the premier leader development institution in the world.  USMA WREN will sustain and enhance the military and academic leadership opportunities for cadets, staff, faculty, visiting dignitaries, visiting and assigned foreign nationals (e.g., exchange faculty, exchange cadets, semester abroad faculty, and cadets), and the general public (e.g., event attendees) (e.g., conferences, forums, symposia) and sponsored guests (e.g., cadets’ parents, visiting researchers, visitors on official business).
[bookmark: _Toc6223403][bookmark: _Toc96615857]Applicability
The SC policy applies to all USMA Military Academy Directorates (MADs) (see also USMA Regulation 10-1 Organizations and Functions), WREN users and consumers of IS resources connected directly or through a remote connection to the WREN.  The policy supports the Risk Management Framework (RMF) through the application of System and Communications Protection Assessment Procedures (AP) and implementation of risk mitigation strategies for the protection of Confidentiality, Integrity, and Availability (CIA).
[bookmark: _Toc96615858]Managed Zone Applicability to MADs
Substantial portions of this policy are written with an explicit focus on USMA CIO/G6 managed systems, services, and capabilities (e.g., the managed zone(s) and the public zone’s infrastructure).  Despite this explicit phrasing, the content of this policy are equally applicable to MADs that design, build, operate, maintain, and defend systems and capabilities hosted in the USMA managed zone(s).  The MADs so impacted will inherit the vast majority of RMF controls from the WREN.  For those systems and capabilities that do not inherit specific controls, the MAD will develop, in coordination with USMA’s CIO, a memorandum of understanding (MOU) with the Authorizing Official (AO) (i.e., Superintendent), that enumerates and makes explicit the differentiated responsibilities between USMA CIO/G6 (the system owner of the WREN) and the MAD.  The MOU will address, minimally, maintainability, defensibility, sustainability, and severability.  To minimize differentiated responsibilities, MADs should strongly consider tight coupling with the WREN and the capabilities it provides.
[bookmark: _Toc96615859]Public Zone Applicability to MADs
MADs that design, build, operate, maintain, and defend systems and capabilities in the public security zone accept complete responsibility for those systems and capabilities outside the formal RMF process as a function of USMA operating an .edu network enclave. 
[bookmark: _Toc96615860]Specialized Controls for Financial Management
See also the applicability questions of Figure 4 and Figure 5 of OSD Memorandum, “Enhanced Integration of Finance Management Requirements with the Risk Management Framework”, dated 21 April 2016 for determining applicability to specific systems. MADs have the affirmative obligation to coordinate with USMA CIO/G6 for technical implementation of these systems, their security, and satisfying RMF controls and Assessment Procedures applicable to these systems. Coordination will also include establishing operations and maintenance (O&M) and system life cycle responsibilities. 
An example of an organization using such a system is USMA G8’s / Cadet Treasurer and their use of software modules within the Academy Management System (AMS).
[bookmark: _Toc96615861]Specialized Controls for Facility related Control Systems
MADs that design, build, operate, maintain, and defend facility related control systems have particular and specific controls that apply to those systems. MADs have the affirmative obligation to coordinate with USMA CIO/G6 for technical implementation of these systems as well as the coordination for the defense of these systems. 
Examples of such systems include outdoor lighting systems (e.g., United States Corps of Cadets’ (USCC) Outdoor Lighting Control System), Door Control Systems (e.g., presently Garrison hosts Velocity™ on NIPRNet, but future capabilities may move to WREN), and other forms of Industrial Control Systems (ICS)/Supervisory and Data Collection Acquisition (SCADA) systems (e.g., network enabled heating/air conditioning).
[bookmark: _Toc79068205][bookmark: _Toc96615862]Roles and Responsibilities
See USMA Regulation 25-2 Cybersecurity Chapter 2 Roles and Responsibilities.
[bookmark: _Toc6834601][bookmark: _Toc6837378][bookmark: _Toc96615863][bookmark: _Toc6825321][bookmark: _Toc6834604][bookmark: _Toc6837381]System and Communications Protection Policy
[bookmark: _Toc96615864]SC-1 System and Communications Protection Policies and Procedures
DoD has developed, documented, and disseminated DoDI 8523.01 “Communications Security” (COMSEC) to all appointed cybersecurity personnel, including the WREN Information System Security Manager (ISSM) / Information System Security Officer (ISSO), a system and communications protection policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and procedures to facilitate the implementation of the system and communications protection policy and associated system and communications protection controls.  DoDI 8523.01 is available at the DoD Issuances website, http://www.dtic.mil/whs/directives. 
The Office 365 Information Security Policy document defines the purpose, scope, roles, responsibilities, and compliance requirements for the security of Office 365.  The document defines controls and its associated test results which can be inherited.  The Office 365 Information Security Policy is reviewed and updated annually by the Office 365 Trust team.  See Appendix A - References. 
All Policies and Standard Operating Procedures (SOPs) are reviewed and revised on a yearly basis unless a more rapid revision is necessary. 
[bookmark: _Toc96615865]SC-2 Application Partitioning
WREN ensures that the IS separates user functionality (including user interface services) from IS management functionality. 
The IS management functionality (e.g., functions necessary to administer databases, network components, workstations, or servers, and typically requires privileged user access.)  The separation of user functionality from IS management functionality is either physical or logical. 
Office 365 provides customer-facing software for use by customers and administrative operating system functions to be carried out by Office 365 administrators.  Active Directory restrictions are put into place to prevent a customer user from being able to access any customer administration or Office 365 administrative backend functions.  Customer users, customer administrators, and Office 365 administrators are completely segregated from each other and are not able to access resources outside of their respective designated roles.
0. [bookmark: _Toc96615866]SC-2(1) Interfaces for Non-privileged Users
USMA prevents the presentation of information system management-related functionality at an interface for non-privileged users where technically feasible.  This control enhancement ensures that administration options (e.g., administrator privileges) are not available to general users (including prohibiting the use of the grey-out option commonly used to eliminate accessibility to such information).  Such restrictions include, for example, not presenting administration options until users establish sessions with administrator privileges.  This is related to the AC-3 control.
[bookmark: _Toc96615867]SC-3 Security Function Isolation
The WREN isolates security functions from non-security functions. USMA’s Identity Management and Access Management (IdAM) authenticates USMA personnel, and such authentication is the first step in allowing access to the WREN network(s).  USMA configures the WREN IS to permit logical access to WREN information and system resources by individuals with an authorized WREN network account.  Enterprise Server and System Administrator VLAN(s) support only Enterprise Servers and a by-name access roster of users and devices able to connect to that VLAN. Such isolation controls access and protects the integrity of the hardware, software, and firmware that perform those security functions.
[bookmark: _Toc96615868]SC-4 Information in Shared Resources 
WREN ensures that the IS prevents unauthorized and unintended information transfer via shared system resources. 
This control prevents information, including encrypted representations of information, produced by the actions of prior users/roles (or the actions of processes acting on behalf of prior users/roles) from being available to any current users/roles (or current processes) that obtain access to shared system resources (e.g., registers, main memory, hard disks) after releasing those resources back to IS. 
Following the use of a shared system resource with any Personal Identification Information (PII), WREN users should not copy, save or relocate any PII from its original location to prevent unintended users or processes from accessing the PII.  
Shared resources in Office 365 require each Office 365 user (including Office 365 administrators, customer administrators, and customer users) to hold a unique Active Directory identifier.  Access to shared resources is governed by explicit access allocation, and information is segregated between Office 365 user sessions through Active Directory and Azure Active Directory. 
[bookmark: _Toc96615869]SC-5 Denial of Service Protection 
C5ISR and the commercial ISP vendor, as the WREN Cybersecurity Service Providers (CSSP), define and document the types of denial-of-service attacks (or provides references to sources of current denial of service attacks) to address by the IS; and define and document the security safeguards to be employed to protect the IS against, or limit the effects of, denial of service attacks. 
Microsoft Cloud Infrastructure and Operations (MCIO) implements One DDOS for the Office 365 service teams as a defense against single point and distributed network flooding denial-of-service attacks.  In addition, service teams use redundant server implementation within each datacenter as well as mirrored active/active data centers to enhance the availability of services.
0. [bookmark: _Toc96615870]SC-5(1) Restrict Internal Users 
Network Services Branch (NSB) configures the enclave egress points to restrict the ability of individuals to launch denial of service attacks against other ISs internal and external to the WREN.  USMA also conducts egress filtering to prevent traffic from within USMA with IP addresses outside the USMA IP space.  For IS components that have applicable Security Technical Implementation Guides (STIGs) or Security Requirements Guides (SRGs), SAs will comply with the STIG/SRG guidance pertaining to those components. 
[bookmark: _Toc96615871]SC-5(2) Excess Capacity / Bandwidth / Redundancy 
NSB ensures that the IS manages excess capacity, bandwidth, or other redundancy to limit the effects of information flooding denial of service attacks. 
Office 365 boundary protection devices implemented by Microsoft Cloud Infrastructure and Operations (MCIO) are all in multi-redundant configurations.  By default, any failure of one device triggers failover to a backup, equally secure device.
[bookmark: _Toc96615872]SC-5(3) Detection / Monitoring 
C5ISR as the WREN CSP and NSB: 
Defines and documents a list of monitoring tools to be employed to detect indicators of denial-of-service attacks against the IS. 
Implements the monitoring tools to detect indicators of denial-of-service attacks against the IS. 
Defines and documents the monitored IS resources to determine if sufficient resources exist to prevent effective denial of service attacks. 
Monitors are resources to determine if sufficient resources exist to prevent effective denial of service attacks.
All inbound and outbound traffic in Azure -Office 365 is controlled and monitored through a limited number of network access points at the boundary and key points within the system.  Service team connections into the environment are restricted and controlled through Terminal Server Gateways (TSGs). 
[bookmark: _Toc96615873]SC-6 Resource Availability
USMA protects the availability of resources through priority protection.  This helps prevent lower-priority processes from delaying or interfering with the information system servicing higher-priority processes.  Quotas prevent users or processes from obtaining more than the predetermined number of resources.  This control does not apply to information system components for which there are only single users/roles.
[bookmark: _Toc96615874]SC-7 Boundary Protection
C5ISR and NSB documents and implements processes and procedures to monitor and control communications at the external boundary of the system and key internal boundaries within the system. 
NSB designs the IS to leverage logical subnets and software-defined networks to physically and/or logically separate publicly accessible system components from internal organizational networks.  See also USMA Policy 25-2-AC Access Control (AC-3) for high level design statements.
NSB designs the IS to enforce requirements that components connect to external networks or ISs only through managed interfaces consisting of boundary protection devices arranged in accordance with (IAW) an organizational security architecture captured in the topology and boundary diagrams.  Managed interfaces include (e.g., gateways, routers, firewalls, guards, network-based malicious code analysis, virtualization systems, or encrypted tunnels implemented within a security architecture.)  
0. [bookmark: _Toc96615875][bookmark: _elm000ca8][bookmark: _elm000ca7]SC-7(3) Access Points
NSB documents and implements access control mechanisms and procedures to limit the number of external connections to the IS and use Cisco firewall protection.
Microsoft routes all communication with external networks through a limited number of access points at the Office 365 boundary.  Thus, Office 365 does not make use of proxy servers, Web content filtering, or traditional proxy functions.
0. [bookmark: _Toc96615876]SC-7(4) External Telecommunications Services 
This control is not applicable.  The WREN does not have phone functions. 
[bookmark: _Toc96615877]SC-7(5) Deny by Default / Allow by Exception 
USMA implements a Deny All Permit by Exception (DAPE) at each of the WREN perimeter firewalls that block, unless otherwise excepted, all unsolicited inbound connections.  USMA does not implement DAPE for outbound connections.
WREN system and service owners (e.g., ESB for Enterprise Servers, NSB for network devices) configure their systems/services to deny network communications traffic at managed and management interfaces (e.g., Enterprise servers should reject RDP requests from outside the Enterprise server VLAN, Network infrastructure should reject ssh connections from outside the network management VLAN) by default and allows network communications traffic by exception (i.e., deny all, permit by exception for the managed zone). 
Microsoft maintains a documented, approved traffic flow policy for Azure Office 365 (deny all, permit by exception). The Office 365 Security team is responsible for approving and monitoring exceptions to the Firewall Rule and Tiered Access Control List (ACL) Guideline’s document.
[bookmark: _Toc96615878]SC-7(7) Prevent Split Tunneling for Remote Devices
USMA authorizes centrally configured split tunneling of VPN traffic--simultaneously routing traffic to the WREN and to other external network(s).  The intent of this central configuration is to support high bandwidth applications that have no specific need to route their traffic across the WREN VPN.  Primary working examples are MS Teams video and voice calls, for remote users, route on the host network while traffic to other WREN resources still routes to the WREN.
The Chief Technology Officer's (CTO) Network Services Branch is the custodian of the central management responsibility with changes to the list of external IPs/blocks of IPs routed through the Change Management process.
USMA retains the general prohibition of split tunneling by systems and devices on-premises connected to the USMA wired or wireless infrastructure.
USMA implements this control within remote devices (e.g., notebook computers) through configuration settings to allow split tunneling in those devices, and by preventing those configuration settings from being readily configurable by users.
[bookmark: _Toc96615879]SC-7(8) Route Traffic to Authenticated Proxy Servers
NSB will configure the WREN TLA stacks, to route protocols as designated by Ports, Protocols, and Services Management (PPSM) guidance (e.g., HTTPS, HTTP, FTP, SNMP) to any network external to the authorization boundary through authenticated proxy servers at managed interfaces.  The TLA stacks have forward and reverse proxy systems to filter HTTP traffic in both incoming and outgoing directions 
[bookmark: _Toc96615880]SC-7(9) Restrict Threatening Outgoing Communications Traffic 
C5ISR and NSB configure the WREN to detect and deny outgoing communications traffic posing a threat to external ISs, Cyber audits the identity of internal users associated with denied communications. 
[bookmark: _Toc96615881]SC-7(10) Prevent Unauthorized Exfiltration
WREN documents and implements mechanisms to prevent the unauthorized exfiltration of information across managed interfaces. 
Safeguards implemented to prevent unauthorized exfiltration of information from ISs may include:
1. Strict adherence to protocol formats 
1. Monitoring for beaconing from ISs 
1. Monitoring for steganography 
1. Disconnecting external network interfaces except when explicitly needed 
1. Disassembling and reassembling packet headers
1. DLP - Data loss prevention alerts for bulk downloads
1. Employing traffic profile analysis to detect deviations from the volume/types of traffic expected within organizations or callbacks to command and control centers 
Devices enforcing strict adherence to protocol formats include (e.g., deep packet inspection firewalls and XML gateways.)  These devices verify adherence to protocol formats and specifications at the application layer and serve to identify vulnerabilities that devices cannot detect, operating at the network or transport layers. 
[bookmark: _Toc96615882]SC-7(11) Restrict Incoming Communications Traffic 
WREN defines and documents the authorized sources from which the IS will allow incoming communications and the authorized destinations for routing inbound communications.  Configure the WREN to allow incoming communications from authorized sources routed to authorized destinations.  For IS components that have applicable STIGs or SRGs, SAs will comply with the applicable guidance. 
CISCO FP4100 Firewalls and CISCO ASR1000 edge routers will be used to control external traffic both in and out for the managed and unmanaged zones.
Document approved sources and destinations in the router and firewall configurations managed by the NSB. Approve any exceptions to current traffic flow policies through a PPS request.  Managed interfaces deny network traffic by default and allow network traffic by exception (i.e., deny all, permit by exception in the managed zone). 
Microsoft has implemented a deny-by-default policy and only allows connections to Office 365 by exception. This policy is enforced by network access control list rules on devices in the boundary.  Microsoft does not allow Virtual Private Network (VPN) connections into the Office 365 environment.  All administrative remote access to Office 365 is terminated at the Terminal Server Gateways (TSGs).
0. [bookmark: _Toc96615883]SC-7(12) Host-based Protection 
USMA implements End Point Protection (e.g., Microsoft Defender ATP), or a functional equivalent, on all managed IS components where technically capable.  
Such protection is necessary to meet comply-to-connect and conditional access policies to connect to the USMA Office 365 tenant. 
0. [bookmark: _Toc96615884]SC-7(13) Isolation of Security Tools / Mechanisms / Support Components 
USMA CIO/G6 designs and implements the WREN to isolate key information security tools, mechanisms, and support components from unauthorized access and to enable ease of detection for attempted unauthorized access. Examples of such above the networking layer include, but is not limited to, Public Key Infrastructure (PKI), patching infrastructure, endpoint protection (e.g., Microsoft Defender) infrastructure and tools, CND Tools, Special Purpose Gateway(s), vulnerability tracking systems, honeypots, Internet Access Points (IAPs).  Examples of such at the networking layer include network element and data center administrative/management traffic, Demilitarized Zones (DMZs) administration, server farms/computing centers, centralized audit log servers, etc.  See also USMA Policy 25-2-AC Access Control (AC-3) for high level requirements.
USMA Cyber is the custodian of the design and audit records while NSB is the custodian of the configuration file(s) necessary to achieve the above.
Office 365 - Microsoft monitors and controls communications at the external boundary of the Office 365 system and key internal boundaries within the system through the use of controlled devices at the network boundary and at key points within the network.  The overarching principle of network security is to allow only connection and communication that is necessary to allow systems to operate, blocking all other ports, protocols, and connections by default.  Access Control Lists (ACLs) are the preferred mechanism through which to restrict network communications by source and destination networks, protocols, and port numbers.
[bookmark: _Toc96615885]SC-7(14) Protects Against Unauthorized Physical Connections 
WREN implements mechanisms to protect against unauthorized physical or logical connections at internet access points, enclave LAN to WAN, endpoints in the managed zone, and other points of physical access.  USMA will implement the use of 802.1x for control of physical (i.e., wired, wireless, or VPN) network connectivity as elaborated upon in USMA 25-2-AC (Access Control Policy).
As buildings and facilities undergo renovation, USMA will add protection against unauthorized physical connections by employing capabilities such as clearly identified cable trays, connection frames, and patch panels for each side of managed interfaces with USMA physical access controls enforcing limited authorized access to these network infrastructures and facilities.
Achieve protection against unauthorized physical connections by employing clearly identified and physically separated cable trays, connection frames, and patch panels for each side of managed interfaces with USMA physical access controls enforcing limited authorized access to these network infrastructures and facilities. 
Additionally, in the Cloud, Office 365 boundary protection devices implemented by Microsoft Cloud Infrastructure and Operations (MCIO) are also in a multi-redundant configuration.  By default, any failure of one device triggers failover to a backup, equally secure device.  If this process fails or the backup fails, all mechanisms are configured to fail closed, disconnecting all access to Office 365 and preventing any loss of data confidentiality or integrity.
[bookmark: _Toc96615886]SC-7(18) Fail Secure
Fail secure on the WREN is achieved by employing dual paths for Layer 2 and 3 switches if a failure occurs. The redundant path will failover in a secure state if the primary path fails. WREN has redundancy for routers, firewalls, guards, and application gateways residing in two separate data center locations that do not enter into unsecure states where intended security properties no longer hold.
[bookmark: _Toc96615887]SC-7(19) Blocks Communication From Non-organizationally Configured Hosts
The WREN applies boundary protection which controls logical connectivity into and out of the WREN network.  USMA implements a DAPE at each of the WREN perimeter firewalls that block unless otherwise expected, all unsolicited inbound connections.  USMA does not implement DAPE for outbound connections.  
All connections to the Internet or other external and internal networks occur through controlled interfaces, e.g.,  proxies, gateways, routers, switches, firewalls, and concentrators.  At the host or device level, logical boundaries are controlled through inbound and outbound filtering provided by access control lists and personal firewalls.  The CADET Pay system for example is designed to run on GFE on the WREN for only registered G8 users.
[bookmark: _Toc96615888]SC-7(21) Isolation of Information System Components
The WREN applies boundary protection to isolate information system components performing different missions and/or business functions on the WREN network.  There are separate VLANS, routers, switches, firewalls, and additional filtering provided by access control lists and personal firewalls.  The CADET Pay system for example is designed to run on the WREN only through a secure VPN to the WREN using a CISCO AnyConnect mobility client.
[bookmark: _Toc96615889]SC-8 Transmission Confidentiality and Integrity
USMA protects the confidentiality and integrity of transmitted information. 
This control applies to both internal and external networks and all types of IS components from which information transmits (e.g., servers, mobile devices, notebook computers, printers, copiers, scanners, facsimile machines).  Protect the confidentiality and/or integrity of organizational information by physical means (e.g., by employing protected distribution systems) or by logical means (e.g., employing encryption techniques).  It is required to protect the confidentiality and/or integrity of CUI both at rest and in transit.
Office 365 - For connections to customers, Office 365 is configured to negotiate FIPS-compliant TLS protocols with supported client browsers, though non-FIPS compliant protocols are supported for legacy browser support.  Connections to interconnected systems are made using strictly enforced FIPS-compliant TLS protocols.  Remote access connections from Office 365 service team users are made using strictly enforced FIPS-compliant TLS protocols.
0. [bookmark: _Toc96615890]SC-8(1) Cryptographic or Alternate Physical Protection 
Implement cryptographic mechanisms to prevent unauthorized disclosure of PII during transmission and for the detection of changes to information during transmission, unless otherwise protected by Protected Distribution System (PDS).  Email is protected by MS Mail encryption; Commercial MFA is used (with CAC intended for future use) for MFA and data striping on disks is used in data centers.  Note that MSMail encryption level also is FIPS 140.2 compliant.
[bookmark: _Toc96615891]SC-8(2) Pre / Post Transmission Handling 
Configure the IS to maintain the DoD-defined confidentiality and integrity of information during preparation for transmission and reception IAW applicable STIGs/SRGs.  Configure the pre and post transmission handling according to applicable STIGs and network classification.  Use the National Institute of Standards and Technology (NIST) SP 800-77 as a reference regarding guidance on protecting transmission integrity using IPsec. 
[bookmark: _Toc96615892]SC-8(3) Cryptographic Protection For Message Externals
The WREN implements cryptographic mechanisms to protect message externals unless otherwise protected by alternative physical safeguards.  DoD has defined the alternative physical safeguards as PDS.  
WREN does not use nor require the use of PDS due to the WREN storing and processing only CUI. 
WREN VPN capabilities use Encapsulating Security Payload (ESP) in tunnel mode for establishing secured paths to transport traffic between USMA sites.
[bookmark: _Toc96615893]SC-10 Network Disconnect 
The IS or communicating component will terminate the remote network connections (e.g., VPN) after 8 hours of inactivity.  Configure the IS network disconnect capability to warn the remote user that disconnection is about to occur following a period of inactivity.  After terminating the network connection, the IS requires re-authentication before allowing access to the system. 
[bookmark: _Toc96615894]SC-12 Cryptographic Key Establishment and Management
The IS establishes and manages cryptographic keys for required cryptography employed within the IS IAW the requirements for cryptographic key generation, distribution, storage, access, and destruction as defined in DoDI 8520.02 "Public Key Infrastructure and Public Key Enabling" and DoDI 8520.03 "Identity Authentication for ISs."   USMA also uses commercial cryptographic products from GoDaddy.com for certain specific websites.
All devices requiring secure communications using an approved protocol (SSL, TLS, etc.) will obtain their cryptography key through the established PKI Server Certificate Registration Process as described at https://nsc.2rcc.army.mil/services/popups/pkiInfo.jsp.  Require submission for all requests for the required key, through the WREN ISSM or appointed PKI-Equipment Delegated Agents. 
0. [bookmark: _Toc96615895]SC-12(1) Availability
USMA maintains the availability of key information in the event of the loss of cryptographic keys by users e.g., due to a forgotten passphrase. The WREN does inherit the Army CAC Key Escrow for CAC cardholders.  Bitlocker and FileVault key escrow is supported by Azure Active Directory (AAD) when devices are joined to the WREN.
0. [bookmark: _Toc96615896]SC-12(2) Symmetric Keys
The WREN produces, controls, and distributes symmetric cryptographic keys using NIST FIPS-compliant key management technology and processes.  WREN Certificate Authority (CA) issues FIP's compliant certifications used by the AMS system.
0. [bookmark: _Toc96615897]SC-12(3) Asymmetric Keys
Control of asymmetric cryptographic keys is currently not applicable to the WREN Cadet Pay Treasury system however TLS asymmetric keys are used by ODIA. 
[bookmark: _Toc96615898]SC-13 Cryptographic Protection
The IS must implement required cryptographic protections using cryptographic modules that comply with applicable federal laws, Executive Orders, directives, policies, regulations, standards, and guidance IAW applicable DISA STIGs/SRGs.  DoD has defined the cryptographic uses and type of cryptography required for each use as protection of classified information: NSA-approved cryptography; provision of digital signatures and hashing: FIPS-validated cryptography. 
1. Meet the federal standard for employing cryptography in ISs (I.E., FIPS 140-2 (as amended)). 
Validation certificates issued by the NIST Cryptographic Module Validation Program (including FIPS 140-1, FIPS 140-2, and future amendments) remain in effect and the modules remain available for continued use and purchase until specifically revoking a validation certificate. 
Revocations of certificates and other actions as well as additional information on the use of validated cryptography found on NIST's website at http://csrc.nist.gov/groups/STM/cmvp/notices.html. 
Check the NIST's validation website at least annually or when planning upgrades to ensure that revoking and usage are still valid on product validations.
MS Office Mail encryption (OME) level also is FIPS 140.2 compliant.
See also USMA Policy 25-2-MP (Media Protection policy).
[bookmark: _Toc96615899]SC-15 Collaborative Computing Devices
Prohibit remote activation of collaborative computing devices in the managed zone via the implementation of applicable STIGs with the following exceptions: Dedicated VTC suites located in approved VTC locations that are centrally managed (per DoD policy and guidance).  The IS will provide an explicit indication to the users physically present at the devices that collaborative computing devices are in use.  Explicit indication of use includes (e.g., signals to users when activating collaborative computing devices.)
[bookmark: _Toc96615900]SC-16 Transmission Of Security Attributes
USMA has established agreements and processes to ensure that the verification of the integrity of transmitted information includes sufficient security attributes and controls.  Security attributes are explicitly associated with the interface to external systems including bank data for various systems and applications.  See AC-16-7 for additional information.
[bookmark: _Toc96615901]SC-17 Public Key Infrastructure Certificates
In the managed zone configure the IS to issue public-key certificates IAW the DoD defined policy DoDI 8520.02, PKI and Public Key (PK) Enabling and obtain public key certificates from an approved service provider.  IS components that have applicable STIGs or SRGs must comply with the applicable guidance.
Office 365 - IAW the Public Key Infrastructure Operational Security Standard, which is a component of Microsoft Security Policy, Office 365 leverages the cryptographic capabilities that are directly a part of the Windows Operating System for certificates and authentication mechanisms (e.g., Kerberos).  Office 365's FIPS 140-2 cryptographic modules used for transmitted information is certified by the National Institute of Standards and Technology (NIST). Relevant NIST certificate numbers for Microsoft can be found at http://csrc.nist.gov/groups/STM/cmvp/documents/140-1/1401vend.htm.
USMA also supports and uses commercial PKI.
[bookmark: _Toc96615902]SC-18 Mobile Code
Define and document acceptable and unacceptable mobile code and mobile code technologies IAW the Protection Profile for Web Browsers and Application SRG; documents usage restrictions for acceptable mobile code and mobile code technologies IAW the Protection Profile for Web Browsers and Application SRG; documents the authorized mobile code for use within the IS; and implements a process to monitor and control the use of mobile code within the IS. 
Mobile code is any software modules obtained from remote systems, transferred across a network, and then downloaded and executed on a local system without the explicit installation or execution by the recipient.  WREN monitors and controls the use of mobile code within the IS via logs, have endpoint protection (e.g., Microsoft Defender ATP in the managed zone), ACAS, and NSB managed IDS/IPSs.  WREN documents mobile code authorized for use or prohibited within the IS -see Appendix D – Mobile Code Technologies Risk Category List.
Permitted Mobile Code are those types of mobile code that pose no threat to the network.  Mobile code that falls into signed Category 1 A mobile code, unsigned Category 2 mobile code that executes in a constrained environment, Category 2 mobile code obtained from a trusted source over an assured secure channel, Category 3 mobile code, and downloaded mobile code that does not automatically execute are all considered permitted mobile code. 
Prohibited Mobile Code is those types of mobile code that pose a significant threat to the network.  Mobile code that falls into Category 1 X mobile code, unsigned Category 1 A mobile code, Category 2 mobile code that violates usage requirements and executes outside of a constrained environment, and mobile code that executes automatically when downloaded are all considered prohibited mobile code.
USMA allows mobile code that originates from and travels exclusively within the WREN boundaries. In the managed zone install endpoint protection (e.g., Microsoft Defender) including intrusion prevention systems and antivirus on all clients and monitor for the use of unauthorized mobile code.
All approved mobile code in use in the Office 365 environment is developed and reviewed following the Microsoft Security Development Lifecycle (SDL).  All releases have release-specific implementation guidance and testing to ensure that only acceptable code is released. 
Microsoft Intune Mobile Device Management policies will be used in the unmanaged zone to provide control over Office 365 data on mobile devices.
0. [bookmark: _Toc96615903]SC-18(1) Identify Unacceptable Code / Take Corrective Actions
WREN configures the IS to identify unacceptable mobile code defined in Appendix D – Mobile Code Technologies Risk Category List 
WREN takes corrective actions defined in the Protection Profile for web browsers and application SRG.  Corrective actions when detecting an unacceptable mobile code include, (e.g., blocking, quarantine, or alerting administrators.)  Blocking includes, (e.g., preventing transmission of word processing files with embedded macros when defining such macros to be unacceptable mobile code.) 
The IS components that have applicable STIGs or SRGs must comply with the applicable guidance. 
[bookmark: _Toc96615904]SC-18(2) Acquisition / Development / Use
WREN is responsible for the acquisition and development of deploying mobile code in the managed zone as defined in this security control.  The WREN ensures that the acquisition, development, and use of mobile code deployed in the IS meets the requirements of DoDI 8500.01 and SC-18(3) Prevent Downloading / Execution 
WREN prevents the download and execution of unacceptable mobile code IAW the Protection Profile for Web Browsers and Application SRG.  All managed zone systems have endpoint protection (e.g., Microsoft Defender) deployed and GPOs pushed through AD that restricts the use of macros in MS Office documents and what active content can run in browsers.  Enterprise Email further restricts allowed attachments.
The IS components that have applicable STIGs or SRGs must comply with the applicable guidance.
[bookmark: _Toc96615905]SC-18(3) Prevent Downloading / Execution
WREN prevents the download and execution of malicious code by placing restrictions on servers that prevent the installation of browsers such as the Edge, Internet Explorer or Chrome.  Web page access on a user's local computer has security restrictions that are configured by GPO settings at the browser level.  Disabling or not configuring these restrictions could allow access to web pages which then run code to elevate privileges. WREN also prevents access to web pages at the Network level using firewall restrictions and monitoring of traffic to restricted sites. WREN Firewalls are configured to block all external unsolicited connections.
[bookmark: _Toc96615906]SC-18(4) Prevent Automatic Execution
In the managed zone, the WREN prevents the automatic execution of mobile code IAW DoDI 8552.01 “Use of Mobile Code Technologies in DoD ISs” and enforces the prompting of the user prior to executing the code.  DoD has defined the software applications for the prohibiting of automatic mobile code execution as the software applications, defined in the Protection Profile for Web Browsers and Application SRG. 
The IS components that have applicable STIGs or SRGs must comply with the applicable guidance. 
[bookmark: _Toc96615907]SC-19 Voice Over Internet Protocol
USMA does not utilize VOIP directly, so this is not applicable to the WREN.  However, note that our CSO (Microsoft Office 365) uses VoIP for facilitating IP Voice based software such as Teams and Skype for Business.  Microsoft monitors and controls authorized VoIP use equivalently to all Office 365 customer data.  All calls are logged to the central audit record repository used by all Office 365 service teams.  STIG Voice and Video over Internet Protocol (V-VoIP) can be found at https://public.cyber.mil/.
USMA may implement VOIP pilots and should such pilot(s) convert to permanent operations, will update the ATO package.
[bookmark: _Toc96615908]SC-20 Secure Name / Address Resolution Service (Authoritative Source)
The Domain Name Service will be used and maintained by the ESB.  ESB provides domain naming service to USMA customers through a system of DNS servers.  The use of other DNS servers in the managed zone is not authorized.
0. [bookmark: _Toc96615909]SC-20(2) Data Origin / Integrity
The WREN provides data origin and integrity protection artifacts for internal name/address resolution queries upon changes to Information Operations Condition (INFOCON) levels, in response to specific threat indicators, or in support of other activities that justify the volume and costs of logging DNS query data.
[bookmark: _Toc96615910]SC-21 Secure Name / Address Resolution Service (recursive Or Caching Resolver)
Maintain the Domain Name Service by the ESB.  ESB provides domain naming service to USMA customers through a system of DNS servers.
[bookmark: _Toc96615911]SC-22 Architecture and Provisioning for Name / Address Resolution Service
Maintain the Domain Name Service by the ESB.  ESB provides domain naming service to USMA customers through a system of DNS servers. 
Office 365 Domain Name System servers are implemented consistently with the overall Office 365 architecture. DNS servers are either internal or external.  Servers are deployed in a redundant, load-balanced configuration at multiple datacenters. The Domain Name System service team regularly validates at least monthly through failover testing and exercises that any single instance can support the entire service if necessary.
[bookmark: _Toc96615912]SC-23 Session Authenticity
WREN configures the IS to protect the authenticity of communications sessions IAW applicable STIGs/SRGs. The system owner/administrator will select and implement protection mechanisms to ensure adequate protection of data integrity, confidentiality, and session authenticity in transmission.  Mechanisms include but not limited to the following: 
1. IPsec tunneling 
1. VPN 
1. TLS 
1. DNS 
1. SSH 
1. SSL 
1. Digital signatures 
1. Digital certificates 
1. Digital timestamping 
1. Approved encryption requirements and technology: FIPS 140-2 / AES 256bit or higher
0. [bookmark: _Toc96615913]SC-23(1) Invalidate Session Identifiers at Logout
The WREN configures the IS to invalidate session identifiers upon user logout or other session termination IAW applicable STIGs/SRGs.  The IS ensures that all session identifiers are unique, randomized, and invalidated upon user logout or other session termination. 
[bookmark: _Toc96615914]SC-23(3) Unique Session Identifiers with Randomization
WREN defines and documents randomness requirements for generating unique session identifiers.  IAW applicable STIGs/SRGs, WREN configures the IS to:
1. Generate unique session identifiers for each session with randomness requirements
1. Recognize only system-generated session identifiers.  Per web server STIGs, generate 128-bit session IDs using at least A-Z, a-z, and 0-9 using FIPS 140-2 approved random number generators. 
[bookmark: _Toc96615915]SC-24 Fail in Known State
WREN applications such as EDMS fail to a secure state for failures during system initialization, shutdown, and aborts preserving information necessary to determine the cause of failure and to return to operations with least disruption to mission/ business processes in failure.  Applications such as EDMS closes all database connections if the application fails, temporary write spaces get securely deleted and all libraries are properly closed.  Applications development at USMA uses standard .NET coding practices to protect code.
[bookmark: _Toc96615916]SC-23(5) Allowed Certificate Authorities
WREN configures the IS to support the user to allow the use of DoD PKI established certificate authorities for verification of the establishment of protected sessions.  USMA also supports the use of commercial certificate authorities.
[bookmark: _Toc96615917]SC-28 Protection of Information at Rest
See USMA Policy 25-2-MP (Media Protection policy).
0. [bookmark: _Toc96615918]SC-28(1) Cryptographic Protection
WREN implements Cryptographic mechanisms to prevent unauthorized disclosure and modification of CUI on any IS components storing CUI data. 
The IS components that have applicable STIGs or SRGs must comply with the applicable guidance. 
See also USMA Policy 25-2-MP (Media Protection policy).
[bookmark: _Toc96615919]SC-28(2) Off-line Storage
Under the auspices of the USMA Archivist, USMA removes from online storage and stores off-line in a secure location [records transferred to National Archives and Records Administration (NARA), extracts of PII collections (e.g., non-current copies of PII collections for use in testing and development).
[bookmark: _Toc96615920]SC-32 Information System Partitioning
The information system uses protected processing domains to enforce organization-defined information flow control policies as a basis for flow control decisions.  Interfaces exist for the structured exchange of data between WREN G8 applications and outbound to external banking systems.  These systems reside on different computer hardware and do not reside in the same physical environment.  Interfaces are periodic and recurring.  Fund transfer processing is performed manually using a semi-automated process.  See AC-4.
[bookmark: _Toc96615921]SC-36 Distributed Processing And Storage
Currently, the USMA WREN alternate storage and processing site requirements are implemented in close coordination with the acquisition, procurement, and A&A processes at which time an alternate site is required, geographically separated from current processing nodes; the same technique will be used at any required alternate storage site.
USMA is also participating in the use of cloud-based services capable of storing or transmitting protected or sensitive electronic data.  Use Cloud-based services with vendors who can provide appropriate levels of protection and recovery for USMA information. Related controls: CP-6, CP-7. 
[bookmark: _Toc96615922]SC-37 Out-of-band Channels
The WREN separates information flows logically or physically using VLANs and SSIDs to accomplish the separation of activities and data flows.  Boundary protection controls logical connectivity into and out of networks and controls connectivity to and from the network-connected devices.  Connections to the Internet, or other external and internal networks or information systems, occur through controlled interfaces (e.g., proxies, gateways, routers, switches, firewalls, and concentrators).  See related control AC-4.
[bookmark: _Toc96615923]SC-38 Operations Security
USMA defines, documents, and implement operations security safeguards that are to be employed to protect key organizational information throughout the system development life cycle.  With the assistance of West Point Directorate of Emergency Services and the West Point Security Manager, WREN facilities undergo regular physical security inspections.  WREN participates in regular Force Protection WREN exercises.  All WREN personnel must complete annual Operations Security (OPSEC) training. 
[bookmark: _Toc96615924][bookmark: _Hlk24550452]SC-39 Process Isolation 
WREN configures IS to maintain a separate execution domain for each executing process IAW applicable STIGs/SRGs.  The IS will ensure that each process running on a system maintains a separate execution domain within system memory. 
[bookmark: Appendix_A][bookmark: AppendixA_References]All Office 365 servers run Windows Server 2012 or newer.  In either case, Windows maintains a separate execution domain for each executing process by assigning private virtual address space to each process.
[bookmark: _Toc96615925]SC-40 Wireless Link Protection
Wireless access to WREN information and system resources is done through a combination of authentication and encryption using Microsoft Intune, Cisco Identity Services Engine (ISE), and AD in the local domain and the Azure stack.  ISE manages the devices while Intune manages the device’s OS and applications for managed systems.  Intune also automatically labels devices compliant or non-compliant for use by ISE  See related control AC-18.
[bookmark: _Toc96615926]SC-41 Port And I/O Device Access
The WREN configures the IS to protect the authenticity of communications sessions by physically disabling or removing connection ports and I/O devices.  This helps prevent the exfiltration of information from the WREN and the introduction of malicious code into systems from those ports/devices. Connection ports include, for example, Universal Serial Bus (USB) and Firewire (IEEE 1394). Input/output (I/O) devices include, for example, Compact Disk (CD) and Digital Video Disk (DVD) drives.


[bookmark: _TocAPPENDIXA][bookmark: _elm000ca9][bookmark: _Toc96615927][bookmark: _TocAPPENDIXA_REFERENCES]References
[bookmark: _elm000cac][bookmark: _Toc96615928]Required Publications
[bookmark: _elm000cb4][bookmark: _elm000cb5]USMA Regulation 10-1
Organization and Functions, available at https://usarmywestpoint.sharepoint.com/:b:/r/sites/g5.publications/publications/USMA%20Regulation%2010-1%20Organization%20and%20Functions.pdf?csf=1&e=RHbQMa
USMA Regulation 25-2
Cybersecurity, 30 November 2021, available at https://usarmywestpoint.sharepoint.com/:b:/r/sites/g5.publications/publications/USMA%2025-2%20Cybersecurity.pdf?csf=1&web=1&e=RBdTXE
USMA Regulation 25-2-MP
Media Protection, 30 November 2021, available at https://usarmywestpoint.sharepoint.com/:b:/r/sites/g5.publications/publications/USMA%2025-2-MP.pdf?csf=1&web=1&e=bS89gU 
USMA Regulation 25-2-AC
Access Control, 30 November 2021, available at
https://usarmywestpoint.sharepoint.com/:b:/r/sites/g5.publications/publications/USMA%2025-2-AC.pdf?csf=1&web=1&e=XhM680
[bookmark: _Toc96615929]Related Publications
[bookmark: _elm000cb6]AR 25 – 1
Army Information Technology, 15 July 2019, available at https://armypubs.army.mil/epubs/DR_pubs/DR_a/pdf/web/ARN18191_R25_1_FINAL.pdf
DODI 8523.01


[bookmark: _Toc96615930]Acronyms
	Acronym
	Meaning

	ACAS 
	Assured Compliance Assessment Solution 

	ACL
	Access Control List

	AMS
	Academy Management System

	AO
	Authorizing Official

	AP
	Assessment Procedures

	AR 
	Army Regulation 

	CIA
	Confidentiality, Integrity, and Availability

	COMSEC 
	Communications Security 

	CND
	Computer Network Defense

	CSSP
	Cybersecurity Service Provider

	CUI 
	Controlled Unclassified Information 

	DAR
	Data at Rest

	DISA 
	Defense Information Systems Agency 

	DMZs
	Demilitarized Zones 

	DoD, DOD 
	Department of Defense 

	DODD 
	DOD Directive 

	DODI 
	Department of Defense Instructions 

	IAPs
	Internet Access Points

	ICAN 
	Inter-Campus Area Networks 

	ICS
	Industrial Control Systems

	INFOCON
	Information Operations Condition

	IS 
	Information System 

	ISE
	Identity Services Engine

	ISSM 
	Information System Security Manager 

	ISSO 
	Information System Security Officer 

	IT 
	Information Technology 

	MADs
	Military Academy Directorates

	MOU
	Memorandum of Understanding

	NARA
	National Archives and Records Administration

	NETOPS
	Network Operations

	NIPRNet
	Non-classified Internet Protocol Router Network

	O&M
	Operations and Maintenance

	NIST 
	National Institute of Standards and Technology 

	OME
	Office Mail Encryption

	OPSEC
	Operations Security

	PDS
	Protected Distribution System

	PII 
	Personal Identification Information 

	PK
	Public Key

	PKI 
	Public Key Infrastructure 

	PPSM 
	Ports, Protocols, and Services Management 

	RMF 
	Risk Management Framework 

	RWCP
	Reverse Web Cache Proxy

	SC
	System and Communications

	SCADA
	Supervisory Control and Data Acquisition

	SRG
	Security Requirements Guide

	STIG 
	Security Technical Implementation Guide 

	TLA 
	Top Level Architecture 

	TTP 
	Tactics, Techniques and Procedures 

	USCC
	United States Corps of Cadets

	USMA
	United States Military Academy

	V-VoIP
	Voice and Video over Internet Protocol

	VPN 
	Virtual Private Network 

	WREN
	West Point Research and Education Network




[bookmark: _Toc96615931]Definitions
See also NIST Computer Security Resource Center Glossary at https://csrc.nist.gov/Glossary/?term=3816 for definitions.
Terms not defined by NIST are below:


[bookmark: _Toc96615932][bookmark: Appendix_D][bookmark: Appendix_B_Mobile_Code_Tech_RC]Mobile Code Technologies Risk Category List 
Category 1 mobile code has two categories that can execute with full system access or does not execute at all (all or none). Category 1 mobile code technologies can pose a significant risk to the WREN Inter-Campus Area Networks (ICAN). To mitigate some of the risks, category 1 mobile code should be signed code if possible. 
Before developed or acquired from approved vendors and implemented on the network, the CMC process must approve all mobile code.  Mobile code categories: 
Use Category 1 A mobile code on the WREN ICANs when implementing runtime controls.  The following mobile code technologies are Category 1A mobile code: 
1. ActiveX Controls 
1. Mobile code scripts that execute in Windows Scripting Host (WSH) (e.g., JavaScript, VBScript downloaded via URL file reference or email attachments. If a JavaScript and VBScript execute within the browser, are moved to Category 3. 
1. Microsoft Internet Explorer (IE) browser ActiveX runtime implementation when configured to implement usage restrictions. 
1. PCMan IETab Add-on version 1.3 or later Active X runtime implementation when configured to implement usage restrictions. 
Prohibit Category 1 X mobile code from use on the WREN ICAN because they cannot implement the required usage restrictions. Consider the following mobile code technologies Category 1 X mobile code: 
1. HTML applications (e.g., .hta files) that download as mobile code. 
1. Scrap objects (e.g., .shs and .shb files). 
1. Microsoft Disk Operating System (MS-DOS) batch scripts (download is fine, auto-execute is not). 
1. Unix shell scripts (download is fine, auto-execute is not).
1. Binary executables (e.g., .exe files) that download and run as mobile code. 
1. Shockwave movies (e.g., .dcr, .dxr, and .dir files) including Xtras, that execute in the Shockwave for Director Plugin. 
1. Mozilla ActiveX Plugin, a.k.a. the Netscape ActiveX Plugin runtime implementation. 
Category 2 mobile code technologies pose a moderate threat to the WREN ICANs and have full functionality, allowing for mediated or controlled access to WREN ICANs end-user workstations and laptops, servers, and remote system services and resources. Approve Category 2 mobile code technologies for use on the WREN ICANs provided an implementation of the required restrictions.  Consider the following mobile code technologies Category 2 mobile code: 
1. Java applets and other Java mobile code (except when provided by DOD entities). 
Visual Basic for Applications (VBA) (e.g., Microsoft Office macros)
LotusScript (e.g., Lotus Notes scripts). 
PerfectScript (e.g., Corel Office macros). 
Postscript. 
Mobile code executing in the .NET Common Language Runtime. 
Portable Document Format (PDF download is fine, see Adobe STIG for Controls).
Rich Internet Applications (e.g., Adobe Air, Microsoft Silverlight (which is used by Netflix), and Java FX). 
Category 3 mobile code technologies pose a limited risk to the WREN ICANs and have limited functionality, with no capability for unmediated access to WREN ICANs end-user workstations and laptops, servers, remote services, and resources.  Use approved Category 3 mobile code technologies for use on the WREN ICANs. The following mobile code technologies are Category 3 mobile code: 
1. JavaScript, including Jscript and ECMAScript variants, when executed within the browser. 
1. VBScript, when executed within the browser.
Additional guidance for the use of mobile code: 
1. Use emerging mobile code technologies that have not undergone a risk assessment by USMA.  Such use in the unmanaged zone is only the approval of the CMC. 
Sign Category 1 mobile code with a DoD-approved or a major commercial vendor-provided PKI code signing certificate; prohibit using unsigned Category 1 mobile code.  In the managed zone, prohibit the use of Category 1 mobile code technologies that cannot block or disable unsigned mobile code (e.g., Windows Scripting Host). 
Use Category 2 mobile code, which executes in a constrained environment without access to system resources (e.g., Windows registry, file system, system parameters, network connections to other than the originating host). 
Use Category 2 mobile code that does not execute in a constrained environment when obtained from a trusted source over an assured channel (e.g., SSL connection, S/MIME, code signed with a DoD or USMA approved code signing certificate). 
Use the Category 3 mobile code. 
Configure all DoD workstation and host software to the extent possible, to prevent the download and execution of prohibited mobile code. 
Prohibit the automatic execution of all mobile code in the email; configure email software to prompt the user prior to executing mobile code in attachments. 
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