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Chapter 1 — [bookmark: _Toc6834598][bookmark: _Toc6837375][bookmark: _Toc68774876][bookmark: _Toc96881839][bookmark: _Toc6223399]Introduction
1-1 [bookmark: _Toc6834599][bookmark: _Toc6837376][bookmark: _Toc95904671][bookmark: _Toc96881840]Purpose
The purpose of this policy establishes the basis for implementing secure Access Control (AC) practices for protecting information systems and data within the United States Military Academy (USMA) West Point Research and Education Network (WREN) and other USMA .edu networks as they come into existence.  The policy provides both generalized guidance as well as specific practices for the implementation of Access Control.  
[bookmark: _Hlk11397465][bookmark: _Toc9410457]This policy adheres to the guidance identified within the NIST Special Publication 800-53A Rev 4 Access Control family (see also https://nvd.nist.gov/800-53/Rev4/impact/moderate for the WREN Managed Zone and https://nvd.nist.gov/800-53/Rev4/impact/low for the WREN Public Zone).
1-2 [bookmark: _Toc68774877][bookmark: _Toc69738966][bookmark: _Toc96881841]Background
[bookmark: _Toc6223400]The WREN, physically located at West Point, NY, and logically in one or more cloud service providers, must maintain an Information Systems (IS) environment which empowers USMA to continue its leadership as the premier leader development institution in the world.  WREN will sustain and enhance the military and academic leadership opportunities for cadets, staff, faculty, visiting dignitaries, visiting, and assigned foreign nationals (e.g., exchange faculty, exchange cadets, semester abroad faculty and cadets) and the public (e.g., event attendees (e.g., conferences, forums, symposia) and sponsored guests (e.g., cadets’ parents, visiting researchers, visitors on official business).
1-3 [bookmark: _Toc6223403][bookmark: _Toc9410458][bookmark: _Toc96881842]Applicability
The Access Control policy applies to all USMA Military Academy Directorates (MADs) (see also USMA Regulation 10-1 Organizations and Functions), WREN users, and consumers of information systems resources connected directly or through a remote connection to the WREN.  The policy supports the Risk Management Framework (RMF) through the application of AC Assessment Procedures (AP) and the implementation of risk mitigation strategies for the protection of Confidentiality, Integrity, and Availability (CIA).
1-3-1 [bookmark: _Toc96881843]Managed Zone Applicability to MADs
Substantial portions of this policy are written with an explicit focus on USMA CIO/G6 managed systems, services, and capabilities (e.g., the managed zone(s) and the public zone’s infrastructure).  Despite this explicit phrasing, the content of this policy is equally applicable to MADs that design, build, operate, maintain, and defend systems and capabilities hosted in the USMA managed zone(s). The MADs so impacted will inherit the vast majority of RMF controls from the WREN. For those systems and capabilities that do not inherit specific controls, the MAD will develop, in coordination with USMA’s CIO, a memorandum of understanding (MOU) with the Authorizing Official (AO) (i.e., Superintendent), that enumerates and makes explicit the differentiated responsibilities between USMA CIO/G6 (the system owner of the WREN) and the MAD. The MOU will address, minimally, maintainability, defensibility, sustainability, and severability. To minimize differentiated responsibilities, MADs should strongly consider tight coupling with the WREN and the capabilities it provides.
[bookmark: _Toc96881844]Public Zone Applicability to MADs
MADs that design, build, operate, maintain, and defend systems and capabilities in the public security zone accept complete responsibility for those systems and capabilities outside the formal RMF process as a function of USMA operating an .edu network enclave. 
1-3-2 [bookmark: _Toc96881845]Specialized Controls for Financial Management
See also the applicability questions of Figure 4 and Figure 5 of OSD Memorandum, “Enhanced Integration of Finance Management Requirements with the Risk Management Framework”, dated 21 April 2016 for determining applicability to specific systems. MADs have the affirmative obligation to coordinate with USMA CIO/G6 for technical implementation of these systems, their security, and satisfying RMF controls and Assessment Procedures applicable to these systems. Coordination will also include establishing operations and maintenance (O&M) and system life cycle responsibilities.
An example of an organization using such a system is USMA G8’s / Cadet Treasurer and their use of software modules within the Academy Management System (AMS). 
1-3-3 [bookmark: _Toc96881846]Specialized Controls for Facility Related Control Systems
MADs that design, build, operate, maintain, and defend facility related control systems have particular and specific controls that apply to those systems. MADs have the affirmative obligation to coordinate with USMA CIO/G6 for technical implementation of these systems as well as the coordination for the defense of these systems.
Examples of such systems include outdoor lighting systems (e.g., United States Corps of Cadets’ (USCC) Outdoor Lighting Control System), Door Control Systems (e.g., presently Garrison hosts Velocity™ on NIPRNet, but future capabilities may move to WREN), and other forms of Industrial Control Systems (ICS)/Supervisory and Data Collection Acquisition (SCADA) systems (e.g., network enabled heating/air conditioning). 
Chapter 2 — [bookmark: _Toc9410459][bookmark: Chapter_2][bookmark: _Toc96881847]Roles and Responsibilities
[bookmark: _Toc9410460][bookmark: _Toc6834602][bookmark: _Toc6837379]See USMA Regulation 25-2 Cybersecurity Chapter 2 Roles and Responsibilities.
Chapter 3 — [bookmark: _Toc7594502][bookmark: _Toc9410461][bookmark: _Toc10029732][bookmark: _Toc69738971][bookmark: _Toc96881848][bookmark: _Hlk24118157]Procedures
3-1 [bookmark: _Toc96881849]AC-1 Access Control Policy and Procedures
These AC policies, procedures, and associated controls in this document are implemented continuously at USMA.
All network or local accounts on managed devices that provide a user with access to security functions (i.e., elevated privileges) are restricted to only those individuals who have been properly vetted and appointed by their organization and approved by the Information System Security Manager (ISSM).  
USMA maintains Group Policy rules that restrict membership into the local System Administrator (SA) group and Active Directory (AD) groups that assign elevated privileges to only those approved personnel for AD joined machines.
USMA places additional technical controls on membership into groups (e.g., Auditors group) through Group Policy and AD groups.
USMA designates actions requiring elevated access through a variety of means.  Azure and the many Azure services have independent Role-Based Access Control (RBAC) mechanisms USMA uses.
For managed systems, all security and maintenance tasks require elevated privileges.
All Policies and Standard Operating Procedures (SOPs) are reviewed and revised on a yearly basis unless a more rapid revision is necessary. 
3-2 [bookmark: _Toc96881850]AC-2 Account Management
A. USMA has:
Required Enterprise system and services owners/developers to use the USMA IdAM for identity management for IdAM functions. MADs, should they use non-USMA IdAM for business operations, will develop their own policies and procedures to govern their use of such capabilities (e.g., a MAD supplement to USMA 25-2-AC), inform USMA CIO/G6 of such use, and make those policies available to USMA CIO/G6 and external auditors. 
Identified and selected the following information system accounts to support organizational missions/business functions:
0. Established interactive account eligibility categories in USMA Reg 25-2 Cybersecurity “Authorized User Categories” at para 2-25. 
0. Service Accounts:  These accounts are agents used to run non-interactive processes and functions (e.g., MS Flows, Web Server, other IP-based services).
0. Test Accounts. These accounts are for use by system administrators/developers for testing purposes only. 
Assigned delegated user account managers IAW USMA Reg 25-2 Cybersecurity for information system account management, especially through https://my.westpoint.edu and Army Training and Certification Tracking System (ATCTS). Generally, these user account managers are Department Computer Officer (DCO) or Executive Officers (XOs). Generally, this is an extra duty for the appointees.
Established conditions for group and role membership.
Specified authorized users of the information system, group, and role membership, and access authorizations (i.e., privileges), and other attributes (as required) for each account. See also USMA CIO/G6 SOPs for how CIO/G6 implements these and similar authorizations.
Established SOPs to approve requests, create, enable, modify (e.g., move to another MAD, change from CTR to CIV), disable, and remove information system accounts.  See also USMA Policy 25-2-SA (Security Awareness and Training policy) and USMA CIO/G6 SOPs for account creation.
Established SOPs to monitor the use of information system accounts
MAD Chains of Command will authorize access to the information system based on
A valid access authorization
Intended system usage
Other attributes as required by the organization or associated missions/business functions.
Established a process for reissuing shared/group account credentials, as applicable, when individuals are removed from the group.
Cadets in a long-term leave status (e.g., administrative leave, medical leave of absence) will have their access to WREN resources disabled until they return to a present for duty status.  This disabled account status is aligned with guidance from the Registrar and the USCC S1—cadets maintain communications with USMA via their own personally provided email/phone.  Further action(s) on such accounts will be IAW para AC-2(3) Disable Inactive Account. 
B. User Account Manager Requirements
USMA account managers, in addition to duties enumerated in USMA Regulation 25-2 Cybersecurity, document the revalidation of all accounts (interactive and non-interactive, all privilege levels) quarterly to ensure that such access is commensurate with the following: 
1. The current mission requirements
1. The user's position/work role
1. A need for the user to perform functions that specifically require privileged/elevated access
1. Reassessments of least privilege and separation of duties
C. Conditionally Approved User Account and Access Requirements (Guest and non-Guest)
To gain conditionally approved access to the WREN, these personnel must complete the USMA electronic workflow for USMA-specific DD2875. The workflow is documented in the SOP governing https://my.westpoint.edu and in the knowledge base article repository at https://help.westpoint.edu.  To transition from a conditionally approved state to the approved state, users must complete training appropriate to their role (see also USMA Policy 25-2-AT (Awareness and Training policy) and provide copies of the documentation electronically (in my.westpoint.edu for non-ATCTS users or in ATCTS). Generally, this means completing appointment orders as applicable, completing training, complete the electronic DD2875 process. Conditional approval is for 10 business days with one 10 day extension pre-approved and delegated to DCOs to annotate in https://my.westpoint.edu. 
D. Cadet Account Requirements
IAW USMA Reg 25-2 Para 2-2, CIO/G6 may issue accounts prior to completion of background checks in support of their cadets’ academic mission—receipt of derogatory information from the completed background checks may entail review(s) of the cadet(s) accounts. 
Cadets must, annually, upload training data to https://my.westpoint.edu IAW USMA Reg 25-2 Para 2-2 to document they have met cybersecurity training requirements. Should USMA deploy alternative training sources or methods, USMA will publish additional or replacement training data requirements.
E. Admitted Cadet Account Requirements
IAW USMA Reg 25-2 Para 2-2, CIO/G6 may issue accounts upon prospective cadets’ acceptance of admission to USMA and prior to Reception Day (R-Day) as well as prior to completion of background checks in support of their cadets’ academic mission—receipt of derogatory information from the completed background checks may entail review(s) of the cadet(s) accounts. USMA will delete accounts on R-Day+1 for admitted cadets who do not report or who do not complete their oath of appointment. 
Until the DPTMS checks are complete, cadet accounts exist in a conditionally approved state.
F. General User Account Requirements for users with the need of a DoD Common Access Card (CAC) and/or need of access to NIPRNet
These personnel must complete the following to transition from a conditionally approved account to an approved account:
1. Schedule an appointment with the West Point ID Card Office to obtain a CAC.  Applications for a CAC and an enterprise email account must be sponsored by a DoD government official or employee.  Sponsorship shall incorporate the processes for confirming eligibility for an Identification (ID) card. 
Register for an ATCTS account at https://atc.us.army.mil/iastar/index.php.  Those with existing ATCTS accounts do not create new accounts. The ATCTS user guide is available on the ATCTS site as is a summary in USMA Policy 25-2-AT (Awareness and Training Policy) Appendix D.
Complete the Army or JKO Cyber Awareness Challenge Training—ATCTS sets this restriction, not USMA, with a 70% or higher score.  Upload the completion certificate if using JKO—Army’s website (https://cs.signal.army.mil) should automatically migrate data to ATCTS. Upload the date of the completed training in ATCTS if the automated data exchange mechanism does not work in 2-3 business days. 
G. [bookmark: _bookmark14][bookmark: 3.2.4_Privileged_User_Account_Requiremen]Congressional Office Account Requirements
The Directorate of Admissions (DAD) will control the issuance of these accounts by developing and implementing SOPs and technical controls to achieve controlled issuance, maintenance, and control of such accounts in support of DAD’s admissions requirements. Congressional Office representatives will, under DAD’s control, agree to WREN AUP, WREN Non-Disclosure Agreement, conduct cybersecurity training, and other such information security controls as necessary.
DAD will make available to external auditors and USMA CIO/G6 Cybersecurity auditors the SOPs to allow validation of SOPs use. 
H. Privileged User Account Requirements 
USMA will not activate privileged user accounts until the user has met all of the requirements for the privileged account(s) and/or role(s).
See also AC-6(5) Privileged Accounts.
I. Field Force Account Requirements
The Directorate of Admissions (DAD) will control the issuance of these accounts by developing and implementing SOPs and technical controls to achieve controlled issuance, maintenance, and control of such accounts in support of DAD’s admissions requirements. Field Force representatives will, under DAD’s control, agree to WREN AUP, WREN Non-Disclosure Agreement, conduct cybersecurity training, and other such information security controls as necessary.
DAD will make available to external auditors and USMA CIO/G6 Cybersecurity auditors the SOPs to allow validation of SOPs use. 
2. [bookmark: _Toc69297747][bookmark: _Toc96881851]AC-2(1) Automated System Account Management
WREN will use AD tools, custom scripts, custom tools, the USMA ticketing system, and other appropriate tools to automate account management functions.  One such tool is the my.westpoint.edu site for self-service and delegated user managers.
DAD’s management of Field Force and Congressional Office accounts will comply with DAD SOPs.
[bookmark: _Toc96881852]AC-2(2) Removal of Temporary / Emergency Accounts
Create temporary and emergency accounts because of immediate and/or irregular requirements.
Establish temporary accounts as part of normal account activation procedures when there is a need for short-term accounts without the demand for immediacy in account activation.  Expedite account creation as the situation warrants.  IAW DoD policy, the information system (e.g., AD account properties) must be configured to automatically remove or disable temporary accounts after 72 hours.
Emergency accounts are privileged accounts to establish in response to crisis situations when requiring rapid account activation.  Therefore, emergency account activation may bypass normal account authorization processes.  If these accounts are automatically disabled, system maintenance during emergencies may not be possible, thus adversely affecting system availability.  IAW USMA and DoD policy must configure the information system to never automatically remove or disable emergency accounts. At the end of the emergency, the account(s) will be removed.
[bookmark: _Ref20380088][bookmark: DisableInactiveAccount][bookmark: _Toc96881853]AC-2(3) Disable Inactive Account
USMA CIO/G6 uses a mixture of automated and manual processes to identify inactive accounts in the centralized IdAM and other system specific IdAM capabilities (e.g., AMS, Field Force, Congressional Portal, cloud service offerings not integrated into the centralized IdAM).  
DoD requires when configuring the information system to disable inactive accounts after 35 days.  Due to unique mission requirements in support of USMA, procedures are different.  The processes include:
1. Bulk disables graduated cadets 30 days after graduation.
DCOs of organizations with assigned, newly commissioned 2LTs, change their accounts to staff accounts from cadet accounts.
USMA conducts a quarterly audit of user accounts. 
Use various tools (e.g., my.westpoint.edu command line, Student Information System queries, coordination with CPAC and/or MADs) to collect account inactivity, implement disablement, and record the results. 
[bookmark: _elm000ca8][bookmark: _elm000ca7]Direct User Account managers to remove or modify accounts due to personnel changes (e.g., termination, transfer, change in need-to-know, enrollment status). 
CIO/G6 personnel will upload reviews into eMASS to support external reviews.
DAD will review and disable Field Force accounts and Congressional Office accounts IAW DAD SOPs.
[bookmark: _Toc96881854]AC-2(4) Automated Audit Actions
USMA requires managed system owners connected to the WREN to automatically audit account creation, modification, enabling, disabling, and removal actions.  This applies to both centralized and decentralized IdAM in use by such managed systems.
Additional information and procedures are outlined in the USMA Policy 25-2-AU (Audit and Accountability policy).  
[bookmark: _Toc96881855]AC-2(5) Inactivity Logout
[bookmark: _Hlk10124867][bookmark: _Toc9410462]All users in the managed zone should log off their computers at the end of the duty day.  All users should also consider logging off their computers whenever they expect to be away from their computers for an extended period during the duty day.  
USMA has determined that there are currently no other conditions when users are required to log out.
[bookmark: _Toc96881856]AC-2(6) Dynamic Privilege Management
This control is not applicable as of the date of this publication.  It remains in the policy document to maintain traceability between the policy document and the Risk Management Framework.
[bookmark: _Toc96881857]AC-2(7) Role-based Scheme
Establish all privileged user accounts and administer IAW a role-based access scheme/control RBAC that organizes all system and network privileges into roles.  
The ISSM approves and tracks privileged role assignments based on the privileged user’s DD Form 2875 System Authorization Access Request (SAAR), assigned job function, and a valid need to know.
[bookmark: _Toc96881858]AC-2(8) Dynamic Account Creation
In the context of WREN elements that store and/or process PII or financial data (e.g., AMS modules related to cadet pay and use of cadet account(s) funds) USMA does not authorize dynamic account creation (e.g., as often implemented in service-oriented architectures).
[bookmark: _Toc96881859]AC-2(9) Restrictions on Use of Shared Groups / Accounts 
USMA only supports a small number of shared credential accounts for use with the USMA Enterprise HelpDesk.  USMA will instead create an Azure group that supports group collaboration and continuity while using individuals’ credentials.  The ‘ownership’ of the shared group will remain with the requesting MAD, and always incorporate at least two (2) individuals as technical owners of the group—to preclude a single point of failure for group management in the face of turbulent personnel assignments.
USMA allows shared mailboxes for specified purposes as approved through the Configuration Management process.  See also USMA Policy 25-2-CM (Configuration Management policy).  Shared mailbox access is through unique user identifiers.  USMA supports the shared mailbox behavior where members can send emails as their own userid, on behalf of the shared mailbox, and using the persona of the shared mailbox.
[bookmark: _Toc96881860]AC-2(10) Shared / Group Account Credential Termination
When the Authorizing Official Direct Representative (AODR) or AO has authorized a shared credential account, account managers and WREN personnel supervisor(s) will ensure that shared/group account credentials terminate when the group is no longer necessary. Group credentials get changed on members leaving the group/job/USMA and no longer need access to the account. 
[bookmark: _Toc96881861]AC-2(11) Usage Conditions
The WREN enforces role-based access controls for systems that store and process Controlled Unclassified Information (CUI).  There is an opening warning screen/banner which states that the system is for authorized users only and that activity will be monitored.  The information system also displays the WREN’s privacy policy before granting access.  A system-generated list of information system accounts and associated assignments of usage circumstances and/or usage conditions are made available.
[bookmark: _Toc96881862]AC-2(12) Account Monitoring / Atypical Usage
Atypical usage includes, for example, accessing information systems at certain times of the day and from locations that are not consistent with the normal usage patterns of individuals working in WREN.  WREN will actively monitor information systems accounts for suspicious activities, atypical usage, and unused or expired accounts.
Atypical use as identified by USMA’s behavioral analytics will trigger an elevation in the risk score of the users.  See also USMA Policy 25-2-IA (Identification and Authentication policy) for impact on authentication requirements for median risk users.
[bookmark: _Toc96881863]AC-2(13) Disable Accounts for High-risk Individuals
Users posing a significant risk to organizations include individuals for whom reliable evidence or intelligence indicates either the intention to use authorized access to information systems to cause harm or through whom adversaries will cause harm.  Harm includes potential adverse impacts to organizational operations and assets, individuals, other organizations, or the Nation.
When USMA CIO/G6 receives the notification of a high-risk individual from a known competent and reliable authority (e.g., law enforcement, HR official, Chain of Command, USMA’s automated behavioral analytics) the identified person’s access account(s) will be blocked from accessing any WREN resources that require authentication.
The account will remain disabled until an appropriate inquiry/fact-finding/investigation is complete.  Results thereof will go to the appropriate authority (e.g., users Chain of Command, HR, Cyber, CIO) to take further action, including re-enabling the account or deleting the account.
3-3 [bookmark: _Toc96881864]AC-3 Access Enforcement
USMA’s Identity Management and Access Management (IdAM) authenticates USMA personnel and such authentication is the first step in allowing access to the WREN network(s).  USMA configures the WREN IS to permit logical access to WREN information and system resources by individuals with an authorized WREN network account. USMA configures its IdAM to use Multi-Factor Authentication (MFA), with multiple forms of MFA, for all interactive users.  Interactive user temporary waivers for MFA enforcements will follow ITSB procedures.  Non-interactive accounts (e.g., service accounts, applications) will generally not use MFA.
Configure WREN IS, as capable, to grant limited network access to non-WREN personnel (e.g., guest/conference users).  See USMA Policy 25-2-IA (Identification and Authentication policy).
3. [bookmark: _Toc96881865]AC-3(2) Dual Authorization
USMA does not enforce dual authorization for any privileged commands or other organization-defined actions.  Note that dual authorization mechanisms require the approval of two authorized individuals to be executed.  External bank transactions and charges sent or received by G8 personnel are to be reviewed and authorized by the treasurer for specific financial systems such as Cadet Pay.
3. [bookmark: _Toc96881866]AC-3(3) Mandatory Access Control
1. The WREN's network devices enforce access control policies over all subjects and objects connecting to the devices. The Network Services Branch (NSB) controls the VLAN configurations to segregate network traffic into multiple logical zones: managed and public as well as Internet of Things (IoT), server segment, etc. NSB is the custodian of the Access Control Lists (ACLs) and other configurations necessary to implement the broad requirements in this control as well as the detailed requirements NSB supports throughout the WREN and USMA facilities. 
1. WREN networking infrastructure use 802.1x to authenticate endpoints and to assess compliance with comply-to-connect policies in effect across all methods of connection (i.e., wired, wireless, VPN). See also Appendix D process flows in this policy.  USMA further integrates comply-to-connect policies with conditional access policies, where technically feasible, to condition access to CUI on compliance with cybersecurity policies.
1. WREN networking infrastructure management interfaces receive network addresses to their management VLAN with a by-name access roster of users and devices able to connect to that VLAN. Network administrators may connect to this management VLAN and any devices hosted in the VLAN from any other VLAN based on access control lists and group membership.
USMA isolated devices that do not support 802.1x and/or are not compliant with comply-to-connect policies to a distinct LAN segment(s) that provides networking as transport, including DHCP, but no other WREN-organic systems and capabilities (e.g., printing, Student Information System, etc. are not accessible from the non-supplicant LAN segment).  For non-compliant devices, the intent is to logically place the devices into a remediation zone to allow users to get their devices compliant.
USMA segregates Cadet VLANs from S&F VLANS, despite sharing the same SSID.
Enterprise Server and System Administrator VLAN(s) support only Enterprise Servers and a by-name access roster of users and devices able to connect to that VLAN. Enterprise Server admins may connect to this VLAN and the servers hosted in the VLAN from any device on any VLAN based on access control lists and group membership with devices exempted from comply-to-connect policies.  Users with access to this VLAN will not use it for routine use / operations (e.g., email processing, market research) that do not require access to this VLAN.
MADs Servers and Services will not, unless completely O&M’ed by ESB, logically reside within the Enterprise server VLAN.
VLANs supporting Payment Card Industry (PCI) Point of Sale Systems (POSS) are isolated from all other WREN VLANs.
VLANS supporting Industrial Control Systems (ICS) / Supervisory Control and Data Acquisition (SCADA) devices are isolated from all other WREN VLANs.
[bookmark: _Toc78873882][bookmark: _Toc96881867]AC-3(4) Discretionary Access Control
Individual network accounts assigned to specific groups and roles within the IdAM inherit the role-based access to control(s) for that group.  The owners of the groups and roles then have permission to allow / deny access to other WREN users through group / role permissions and group / role membership.
Empower users with DAC for those files and directories for which they have individual or shared ownership.  Each Information Owner can pass the information to other WREN individuals, copy/move directories they deem appropriate, grant privileges to other authorized WREN individuals, change access permissions as they deem appropriate, etc.
Individuals must use due diligence when assigning or approving DAC for information that is of a nature to require extra precautions (e.g., contract-sensitive information, proprietary information, personally identifiable information, personnel information).  It is the responsibility of the individual with control over the information to ensure any potential recipient has the necessarily approved need-to-know.  Where applicable the individual should identify that information where further sharing should not occur and take steps to ensure non-sharing (e.g., use USMA data rights management or data loss prevention capabilities).
[bookmark: _Toc96881868]AC-3(5) Security-relevant Information
The WREN prevents access to (at a minimum, installing and updating crypto keys) except during secure, non-operable system states.  The database team manages the data and developers manage the code.  The Data Entry role, User role, Department Admin role, and Administrator roles are managed by application teams and database managers.  Access to sensitive application resources is restricted to appropriate users. Sensitive application data is encrypted, where appropriate.
[bookmark: _Toc96881869]AC-3(7) Role-based Access Control
The networking devices use a role-based access control policy over users and controls access based upon defined roles and users authorized to assume such roles.  This Access control policy and procedures address RBAC access enforcement as well as the security plan, information system design documentation, information system configuration settings, and associated documentation. 
MS Azure capabilities and the O365 tenant also make extensive use of RBAC, tightly coupled to USMA’s IdAM capabilities. USMA’s CTO and CISO are generally the roles approving authorities for Azure and the tenant for privileged access roles. Auditing those roles are part of the privileged role auditing process.
AMS, specifically its numerous modules, also make extensive use of RBAC. Module owners (e.g., AARs, Cadet Treasure) are the approval authorities for AMS modules. Module owners have the responsibility to audit and control the membership of their roles and provide evidence of such audit(s) to USMA CIO/G6 Cyber and external auditors.
MADs that use other RBAC capabilities as part of their mission support have the responsibility to audit and control the membership of their roles and provide evidence of such audit(s) to USMA CIO/G6 Cyber and external auditors. 
[bookmark: _Toc96881870]AC-3(8) Revocation of Access Authorizations
The information system enforces the revocation of access authorizations resulting from changes to the security attributes of subjects and objects based on propagation speeds of O365 changes within AAD migrating to the various services within the O365 tenant.  Active Directory changes take place immediately for domain-joined systems.  Revocation of access rules takes place when a user or process is removed from a group.  Access may not be revoked until the next time the object (e.g., file) is opened or until the next time the subject attempts new access to the object.
[bookmark: _Toc96881871]AC-3(9) Controlled Release
The information system normally does not release information outside of the established system boundary, USMA-defined security safeguards are used to validate the appropriateness of the information designated for release. The WREN facilitates information sharing by enabling authorized users to determine whether access authorizations assigned to the sharing partner match the access restrictions on the information.  User discretion is necessary to safeguard data that should have safeguards.  See AC-21 Information Sharing for additional detail.
[bookmark: _Toc96881872]AC-3(10) Audited Override of Access Control Mechanisms
USMA defines the conditions in which it will employ an audited override of automated access control mechanisms under organization-defined conditions as defined in CCI 2185. 
3-4 [bookmark: _Toc78873886][bookmark: _Toc81302511][bookmark: _Toc81304498][bookmark: _Toc82002534][bookmark: _Toc96881873]AC-4 Information Flow Enforcement
USMA and USMA users protect the confidentiality and integrity of protected information.  This control applies to both internal and external networks and all types of IS components from which or through which information transmits (e.g., servers, mobile devices, notebook computers, printers, copiers, scanners, facsimile machines).  Systems are required to protect the confidentiality and/or integrity of CUI both at rest (e.g., Bitlocker, FileVault, LUKS) and in transit (e.g., Office 365 encryption (OEM), DoD PKI-based encryption, USMA authorized Virtual Private Network(s) (VPN)(s).
The WREN enforces approved authorizations for controlling the flow of information within the system and between interconnected systems based on interconnection agreements, contractual actions, data sharing agreements, and periodic review of actual data needed by the receiving party to accomplish USMA's stated requirements.
See also USMA 25-2-MP (Media Protection Policy). 
4. [bookmark: _Toc96881874]AC-4(1) Object Security Attributes
The WREN uses metadata and manual labeling associated with CUI to enforce Army Privacy Program protections as a basis for flow control decisions.  Signed and dated data flow diagrams exist which can be used as a basis for planning-related information flow control decisions.
4. [bookmark: _Toc96881875]AC-4(2) Processing Domains
The WREN uses protected processing domains to enforce organization-defined information flow control policies as a basis for flow control decisions.  Interfaces exist for the structured exchange of data between WREN G8 applications and outbound to external banking systems.  These systems reside on different computer hardware and do not reside in the same physical environment.  Interfaces are periodic and recurring.  Fund transfer processing is performed manually using a semi-automated process.
[bookmark: _Toc96881876]AC-4(3) Dynamic Information Flow Control
The WREN enforces dynamic information flow control based on RBAC and Data Loss Prevention technologies using meta data and document labeling.  Connectivity, including access paths and control technologies between systems and internal system resources, is documented, approved by appropriate entity management. Users obtain access to data files and software programs through one or more access paths through the networks and computer hardware and software.  Signed and dated data flow diagrams exist which can be used as a basis for planning-related information flow control decisions.
[bookmark: _Toc96881877]AC-4(4) Content Check Encrypted Information
The WREN has planned procedures or methods to be employed to prevent encrypted information from bypassing content-checking mechanisms by blocking the flow of the encrypted information and/or terminating communications sessions attempting to pass encrypted information at the network level.
[bookmark: _Toc96881878]AC-4(5) Embedded Data Types
Embedding of data types within other data types includes, for example, inserting executable files as objects within word processing files, and sees limited use on the WREN although prohibition of data type embedding is not done. Control technologies for embedding data between systems and internal system resources are documented and consistent with risk.  Networks are appropriately configured to adequately protect access paths within and between systems, using appropriate technological controls (e.g. routers, firewalls, etc.).  Details on the protection are outlined and defined in current Network Diagrams for the WREN.
[bookmark: _Toc96881879]AC-4(6) Metadata
This control is not applicable as of the date of this publication.  It remains in the policy document to maintain traceability between the policy document and the Risk Management Framework.
[bookmark: _Toc96881880]AC-4(7) One-way Flow Mechanisms
This control is not applicable as of the date of this publication.  It remains in the policy document to maintain traceability between the policy document and the Risk Management Framework.
[bookmark: _Toc96881881]AC-4(8) Security Policy Filters
The information system enforces information flow control using security policy filters as a basis for flow control decisions for information flows.  The Information Flows Paths Diagram provides the technical detail required to address each of the characteristics defined in the strategy. The Information Flows Paths Diagram documents the technology aspects of the interfaces and includes details about the type of interface, connectivity requirements, routing, logging and reporting, and data transformation requirements.
[bookmark: _Toc96881882]AC-4(9) Human Reviews
The information system enforces the use of human reviews for the release of information to the public under the following conditions, academic research publication (controlled by Dean's Memorandum and Academic Departments), website publication(s) (controlled by USMA PAO policies), and other situations where USMA needs to release information to the public.
[bookmark: _Toc96881883]AC-4(10) Enable / Disable Security Policy
[bookmark: _Toc78873888]The information system provides the capability for privileged administrators to enable/disable any security policy filter when directed by the USMA Chain of Command, specifically the CIO, AODR, or AO. 
[bookmark: _Toc96881884]AC-4(12) Data Type Identifiers
The WREN does not support the transfer of data between different security domains making this control not applicable to the WREN. Users have no authority to process CONFIDENTIAL or higher data on the WREN. 
[bookmark: _Toc96881885]AC-4(13) Decomposition into Policy-relevant Subcomponents
This control is not applicable as of the date of this publication.  It remains in the policy document to maintain traceability between the policy document and the Risk Management Framework.
[bookmark: _Toc96881886]AC-4(14) Security Policy Filter Constraints
This control is not applicable as of the date of this publication.  It remains in the policy document to maintain traceability between the policy document and the Risk Management Framework.
[bookmark: _Toc96881887]AC-4(15) Detection Of Unsanctioned Information
The WREN, when transferring information between different security domains, examines the information for the presence of and prohibits the transfer of unsanctioned information in accordance with the fact that the WREN does not process classified information.
[bookmark: _Toc96881888]AC-4(17) Domain Authentication
The WREN uniquely identifies and authenticates source and destination points for information transfers. The Cadet Pay Financial system has a complete list of all interfaces to be run and their processing schedules documented in an SOP/production control procedure that is kept current and reviewed and approved at least annually.
[bookmark: _Toc96881889]AC-4(18) Security Attribute Binding
The information system binds security attributes to information using RBAC technologies. Users obtain access to data files and software programs through one or more access paths through the networks and computer hardware and software. Accordingly, to implement an appropriate level of security the Cadet Pay financial staff and developers identify documents and controls access to the system using role-based access methods.
[bookmark: _Toc96881890]AC-4(19) Validation of Metadata
This control is not applicable as of the date of this publication.  It remains in the policy document to maintain traceability between the policy document and the Risk Management Framework.
[bookmark: _Toc96881891]AC-4(20) Approved Solutions
This control is not applicable as of the date of this publication.  It remains in the policy document to maintain traceability between the policy document and the Risk Management Framework.
[bookmark: _Toc96881892]AC-4(21) Physical / Logical Separation Of Information Flows
The information system separates information flows logically or physically using VLANs and SSIDs to accomplish the separation of activities and data flows.
[bookmark: _Toc96881893]AC-4(22) Access Only
This control is not applicable as of the date of this publication.  It remains in the policy document to maintain traceability between the policy document and the Risk Management Framework.,
3-5 [bookmark: _Toc96881894]AC-5 Separation of Duties
The ISSM ensures USMA follows, as practical, the principle of “separation of duties.”  Where possible, MADs rotate duties among elevated users to combat potential abuse of privileges and insider threats. The following duties require separation and assign to as many separate individuals as is possible within the organization (not all-inclusive):
1. domain administrator (AD, AAD)
backup administrator
server administrator
workstation administrator
cybersecurity roles such as auditor
tool administration (e.g., scanner, Assured Compliance Assessment Solution (ACAS), Microsoft Defender)
3-6 [bookmark: _Toc96881895]AC-6 Least Privilege
Least privilege is the practice of restricting a user’s account’s access, or the type of access, to the minimum necessary to perform their job.  Allowing users administrative privileges over information systems outside their appointed duties would enable unauthorized changes to systems that could weaken the site’s security posture.
CISO and CTO conduct and document a quarterly review of accounts in USMA IdAM to assist the enforcement of this policy. 
6. [bookmark: _Toc96881896]AC-6(1) Authorize Access to Security Functions
Access to functions not publicly accessible and security-relevant information not publicly available deployed in hardware, software, and firmware is a function of having a privileged account.  USMA uses RBAC to limit specific roles to specific security functions within the managed security zone.
Note: Security functions include, for example, establishing system accounts, configuring access authorizations (i.e., permissions, privileges), setting events to be audited, and setting intrusion detection parameters.  Security-relevant information includes, for example, filtering rules for routers / firewalls, cryptographic key management information, configuration parameters for security services, and access control lists.  Explicitly authorized personnel include, for example, security administrators, system and network administrators, system security officers, system maintenance personnel, system programmers, and other privileged users.
[bookmark: _Toc96881897]AC-6(2) Non-privileged Access for Non-security Functions
WREN users with privileged accounts that provide access to any privileged security function or security-relevant information are required to use their non-privileged account/role to access non-security functions.  See also Army standard Privileged Access Agreement (PAA).
Where able and appropriate, USMA will use technical controls to enforce this control. Examples of such technical controls include:
1. Application Locker on Windows Servers to block use of applications by privileged users (e.g., browsers)
1. Virtual Local Area Network (VLAN) egress filtering to prevent privileged VLANs from communicating outside the enclave except as explicitly allowed.
[bookmark: _Toc78873894][bookmark: _Toc96881898][bookmark: AC_6_5_PrivilegedAccounts]AC-6(3) Network Access to Privileged Commands
USMA authorizes network access to multiple privileged commands for compelling operational needs. The compelling operational need is that, for WREN managed servers and services, remote management is the expected and default method of management and administration. Remote management includes the use of remote desktop protocol (RDP), secure shell (SSH), and similar connections as well as on-WREN remote privileged procedure calls (RPCs).  WREN system administrators will take sufficient precaution(s) to reduce the risk of man-in-the-middle attacks (e.g., no clear text privileged user/service account passwords, shared-key authentication).
For WREN public zone, system owners may choose to configure their systems for remote management. 
Within the context of Financial Management System(s) homed on the WREN—the Financial Management Overlay added this control—remote connections will exist in accordance with the organization’s controlling documents (e.g., design document(s), standard operating procedures (SOPs)) of the system. 
For Cadet Fund management within the Academy Management System, remote management is the default method of administration of the financial modules and all the underlying infrastructure of the web-based application. USMA CIO/G6 controls privileged access to the underlying infrastructure (e.g., the database server OS (as applicable), the database system, the web server(s)/load balancer(s)) via by-name appointment orders and software controls (e.g., RBAC supported by periodic audits.
[bookmark: _Toc96881899]AC-6(4) Separate Processing Domains
The application developers provide separate processing domains to enable finer-grained allocation of user privileges using least privileged and RBAC configuration settings (e.g., distinct service accounts for applications interfaces and application databases).
[bookmark: _Toc96881900]AC-6(5) Privileged Accounts
Establish all privileged user accounts and administer IAW a role-based access scheme/control (RBAC) that organizes all system and network privileges into roles (e.g., key management, network, system administration, database administration, web-administration). The ISSM approves and tracks the Chain of Command approved privileged role assignments based on the privileged user’s assigned job function.
Define WREN privileged users by the role(s) appointed and approved by their Chain of Command and ISSM.  Membership in a privileged user role determines the authorized level and type of access to the WREN system, application, device, function, or data.
In addition to the General User requirements, Privileged Users must also adhere to the requirements described in the USMA Policy 25-2-AT (Awareness and Training policy).
[bookmark: _Toc96881901]AC-6(6) Privileged Access By Non-organization Users
The organization prohibits privileged access to the information system by non-organizational users.  Access controls and procedures addressing least privilege are in place to restrict access to data by non-organizational users. These controls are applied using SQL database and Active Directory security controls.
[bookmark: _Toc96881902]AC-6(7) Review of User Privileges
USMA and CTO review the privileges assigned to all users at a minimum annually to validate the need for their privileges.  Privileges will be reassigned or removed, as necessary, to correctly reflect mission/business requirements.  WREN will maintain an audit trail of these reviews.
[bookmark: _Toc96881903]AC-6(8) Privilege Levels for Code Execution
No software in use in the WREN managed zone, except software so noted in the baseline, is authorized to execute at higher privilege levels than users executing the software.  Enforced using Microsoft User Account Control (UAC) for Windows workstations in the managed zone, AppLocker for Windows servers in the managed zone, and applicable STIGs or SRGs that pertain to CCI 2233.
[bookmark: _Toc96881904]AC-6(9) Auditing Use of Privileged Functions
USMA enforces privileged function execution auditing in the managed zone.
[bookmark: _Toc96881905]AC-6(10) Prohibit Non-privileged Users from Executing Privileged Functions
WREN managed zone prevents non-privileged users from executing privileged functions including disabling, circumventing, or altering implemented security safeguards/countermeasures. 
3-7 [bookmark: _Toc96881906]AC-7 Unsuccessful Logon Attempts
WREN configures the IS to enforce a limit of three (3) consecutive invalid login attempts by a user during a 15-minute period; and automatically blocks the account or node and delays the next login prompt for a minimum of 5 seconds preferably with exponential backoff, when the maximum number of unsuccessful attempts is exceeded.  When applicable, systems will comply with the STIG/SRG guidance that pertains to CCI 002238 and CCI 000044.
7. [bookmark: _Toc96881907]AC-7(2) Purge/Wipe Mobile Device
This control is not applicable as of the date of this publication.  It remains in the policy document to maintain traceability between the policy document and the Risk Management Framework. 
3-8 [bookmark: _Toc96881908]AC-8 System Use Notification
WREN configures managed IS to display the Standard DoD Consent Banner IAW DoDI 8500.01, 14 Mar 2014.
WREN information systems retain the notification message or banner on the screen until users acknowledge the usage conditions and take explicit actions to log on to or further access the information system.
The DoD log-on Notice and Consent Banner is in USMA Regulation 25-2 Cybersecurity and AR 25-2.
3-9 [bookmark: _Toc96881909]AC-9 Previous Logon (access) Notification
The information system notifies the user, upon successful logon/access to the system, of the date and time of the last logon/access. 
9. [bookmark: _Toc96881910]AC-9(1) Unsuccessful Logons
The information system notifies the user, upon successful logon/access, of the number of unsuccessful logon/access attempts since the last successful logon/access.
9. [bookmark: _Toc96881911]AC-9(2) Successful / Unsuccessful Logons
This control is not applicable as of the date of this publication.  It remains in the policy document to maintain traceability between the policy document and the Risk Management Framework.
9. [bookmark: _Toc96881912]AC-9(3) Notification of Account Changes
This control is not applicable as of the date of this publication.  It remains in the policy document to maintain traceability between the policy document and the Risk Management Framework.
9. [bookmark: _Toc96881913]AC-9(4) Additional Login Information
USMA does not provide last successful logon information to users upon logon to the M365 environment or individual terminals/servers. 
USMA does not provide last successful logon information to users upon logon to the WREN VPN. 
Using the https://mysignins.microsoft.com/ capability embedded within O365, users may review all activity associated with their account and take steps to secure their account should they see anomalous activity. 
3-10 [bookmark: _Toc96881914]AC-10 Concurrent Session Control
Because of existing technical limitations within WREN supported OS, USMA currently has no limit to the number of concurrent log-on sessions for an individual.  Individuals should use their best judgment when logging onto multiple systems and leaving a screen locked as it reduces availability to users. 
3-11 [bookmark: _Toc96881915]AC-11 Session Lock
Users in the Public zone should log off their computers whenever they expect to be away from their computers.
For systems in the Managed Zone: 
1. The IS initiates a session lock after 15 minutes of inactivity. 
1. The IS retains the session lock until the user re-authenticates.
11. [bookmark: _Toc96881916]AC-11(1) Pattern-hiding Displays
For systems in the managed zone, IAW applicable Defense Information Systems Agency (DISA) STIGs/SRGs that pertain to CCI 60, when initiating a session lock the IS conceals information previously visible on the display with a publicly viewable image.
Users in the public zone should configure their system the same way.
3-12 [bookmark: _Toc96881917]AC-12 Session Termination
Users should log off their computers at the end of their duty day.  
All users should also consider rebooting their systems at the end of their day to improve the automated application of security updates.
USMA configures managed ISs to automatically terminate a user session after conditions or trigger events requiring session disconnect such as:
1. Terminate users' remote access sessions (e.g., RDP, ssh) automatically after 60 minutes of inactivity (8 hours for VPN).  WREN_SA users have a 10-hour timeout so they can complete their workday in one session.  Servers time out after 15 minutes and log off the user after 60 minutes.
1. When MS Behavior Analytics categorizes a user as ‘high risk’, USMA will automatically terminate all O365 sessions, require an automatic password reset, and invoke MFA on the user.
12. [bookmark: _Toc96881918]AC-12(1) User-initiated Logouts/Message Displays
For all resources requiring information system authentication to gain access, WREN provides a logout capability for user-initiated communications sessions.  Whenever feasible, WREN configures the information system to display an explicit logout message to users indicating the reliable termination of authenticated communications sessions.  For information system components that have applicable STIGs or SRGs, WREN ensures those components comply with the STIG/SRG guidance that pertains to CCI 002363 and CCI 002364.
3-13 [bookmark: _Toc96881919]AC-14 Permitted Actions Without Identification or Authentication
USMA has multiple operational needs met through public websites that do not require authentication. High schoolers require information about the college, its sports programs, its academic programs, and its military program. Accreditation bodies require information to be publicly available. Public Affairs Officers (PAO) require the ability to publish command messages and messaging.  The USMA Band requires the ability to advertise itself and its functions. ODIA requires the ability to recruit future athletes, advertise events for current athletes, and otherwise communicate academy messaging through its public presence. The Dean uses non-authenticated websites and pages to make known the academic programs’ requirements for graduation, the names and contact information for faculty and researchers, the names and contact information for research centers, and other information essential to the Dean’s mission.
3-14 [bookmark: _Toc96881920]AC-16 Security Attributes
Configure IS to provide the means to associate types of security attributes having security attribute values with information in storage, in process, or transmission IAW applicable STIGs or SRGs.  WREN ensures that the security attribute associations made with the information are retained with the information.
It is a user’s responsibility to clearly mark and/or label all media and files either electronically or by other means.  
USMA supports the use of security attributes for all WREN IS’s to support appropriate marking and control of CUI IAW USMA G2 and G3 guidance to implement the DoD CUI program.
Once applied it is a user’s responsibility to ensure that applied security attributes and markings remain applied throughout the life of the digital media file.
USMA will use DLP to help reduce risk(s) to CUI.
14. [bookmark: _Toc96881921]AC-16(2) Attribute Value Changes by Authorized Individuals
The information system provides authorized individuals (or processes acting on behalf of individuals) the capability to define or change the value of associated security attributes. The WREN uses a role-based access control policy over users and controls access based upon defined roles and users authorized to assume such roles.  This Access control policy and procedures address RBAC access enforcement as well as the security plan, information system design documentation, information system configuration settings, and associated documentation.
14. [bookmark: _Toc96881922]AC-16(3) Maintenance of Attribute Associations by Information System
The WREN defines and manages security attributes by document and through the information system tools.  WREN configures the IS to maintain the association and integrity of security attributes to subjects and objects IAW applicable STIGs or SRGs. All output from an output device such as printed pages from a printer or documents displayed on a monitor must have appropriate security attributes and markings applied that are human-readable.  These attributes and markings must also identify any special dissemination, handling, or distribution instructions/restrictions. 
[bookmark: _Toc96881923]AC-16(4) Association of Attributes by Authorized Individual
The information system supports the association of meta data labels with documents by authorized individuals (or processes acting on behalf of individuals). The WREN uses a role-based access control policy over users and controls access based upon defined roles and users authorized to assume such roles.  The Access control policy and procedures address RBAC access enforcement as well as the security plan, information system design documentation, information system configuration settings, and associated documentation.
14. [bookmark: _Toc96881924]AC-16(6) Maintenance of Attribute Association by Organization
USMA personnel have a personal and official responsibility to safeguard CUI to which they have access.  USMA personnel will report to their Chain of Command unauthorized disclosures of CUI.
[bookmark: _Toc96881925]AC-16(7) Consistent Attribute Interpretation
USMA has established agreements and processes to ensure that the verification of the integrity of transmitted information includes sufficient security attributes and controls.  Security attributes are explicitly associated with the interface to external systems including bank data for various systems and applications.  See control AC-4(20)for additional detail.
[bookmark: _Toc96881926]AC-16(8) Association Techniques / Technologies
The information system implements Data Loss Prevention (DLP) using MS DLP with medium assurance in associating security attributes to information.
[bookmark: _Toc96881927]AC-16(10) Attribute Configuration By Authorized Individuals
The WREN  provides authorized individuals the capability to define or change the type and value of security attributes available for association with subjects and objects. The WREN limits the ability to create or modify security attributes to authorized individuals only.  Further, logical access controls enforce the segregation of duties.
3-15 [bookmark: _Toc96881928][bookmark: RemoteAccess][bookmark: _Hlk80604532]AC-17 Remote Access
Administrators will initiate remote access to perform administrative maintenance or functions through a normal user session prior to elevating permissions and performing System Admin duties.
Remote access to the WREN will only be through the WREN approved capabilities.  At present, that is the USMA VPN, Azure Bastion Services (instead of RDP or SSH), SSH, RDP from authorized VLANs. 
USMA does not restrict outbound VPN traffic except on a by exception basis (e.g., well-known bitcoin mining or porn-dedicated VPNs).  
USMA explicitly declares specific outbound VPN traffic, as necessary. Such support is part of Interconnection Agreements when applicable or other forms of documentation.  The USMA WREN NIPRNet Federated Gateway (NFG) is one such outbound connection that is, for all intents and purposes, a VPN.
USMA expects and supports non-privileged remote access by WREN users (e.g., cadets/faculty on study abroad, personnel on TDY).  A small number of such use cases are as follows: 
1. USMA and contracted help desk personnel with an operational need to use remote access to assist users in resolving the users’ problems.  The remote access may include the accessing of security-relevant information both to fault isolate as well as to remediate the issue(s). 
1. Researchers, faculty, and students frequently access remote computing resources as part of their academic pursuits (e.g., research, developing course work, executing course work). The users’ roles may allow them, and the specific objective of the remote connection may require, access to security-relevant information. Access to such information does not necessarily connote the ability to manipulate security-relevant information.
15. [bookmark: _Toc96881929]AC-17(1) Automated Monitoring/Control
The information system monitors and controls remote access methods IAW applicable STIGs and SRGs.
15. [bookmark: _Toc96881930]AC-17(2) Protection of Confidentiality / Integrity Using Encryption
WREN implements cryptographic mechanisms to protect the confidentiality and integrity of remote access sessions IAW applicable STIGs/SRGs.  USMA configures remote access systems to enforce Federal Information Processing Standards (FIPS) 140-2 encryption requirements for remote access sessions where technically feasible.
15. [bookmark: _Toc96881931]AC-17(3) Managed Access Control Points
The IS routes all remote accesses through managed Virtual Private Network (VPN) concentrator(s) access control point(s) (i.e., vpn.westpoint.edu).  USMA CIO/G6 configures the IS to route all remote accesses through the managed network access control point, IAW applicable STIGs/SRGs. 
VPN is not used to access all data located in MS365 locations; however, some information accessible through AMS requires a connection through a VPN to access it remotely.
15. [bookmark: _Toc96881932][bookmark: _Hlk78809295]AC-17(4) Privileged Commands / Access
WREN authorizes the execution of privileged commands and access to security-relevant information via remote access to authorized System Administrators and other appropriate personnel when performed through and mediated by a secure workstation. 
15. [bookmark: _Toc96881933]AC-17(6) Protection of Information
WREN ensures that users protect information about remote access mechanisms from unauthorized use and disclosure. 
USMA’s VPN services have meaningful DNS entries (e.g., vpn.westpoint.edu). The VPN concentrators also run an https server to support users downloading up-to-date clients.  Users access the VPN using their WREN IdAM credentials.  
SAs and the USMA Help Desk may use remote connections to provide remote assistance, maintenance, and technical support to supported users. 
15. [bookmark: _Toc96881934]AC-17(9) Disconnect / Disable Access
WREN configures information systems to provide the capability to expeditiously disconnect or disable remote access to the information system immediately.
3-16 [bookmark: _Toc96881935]AC-18 Wireless Access
Wireless access to WREN information and system resources is available using Wireless Access Points (WAPs) installed and operated by CIO/G6.  Access to the wireless network follows USMA’s comply-to-connect policies for devices (see also AC-2 for general comply-to-connect policy, and Appendix D process flows in this policy). 
16. [bookmark: _Toc96881936]AC-18(1) Authentication and Encryption
Wireless access to WREN information and system resources is done through a combination of authentication and encryption using Microsoft Intune, Cisco Identity Services Engine (ISE), and AD in the local domain and the Azure stack.  ISE manages the devices while Intune manages the device’s OS and applications for managed systems.  Intune also automatically labels devices compliant/non-compliant for use by ISE. 
Manage laptops, notebooks, tablets, and smartphones container-based encryption as employed by the vendor by an enterprise solution (i.e., Microsoft Intune Mobile Device Management).  Protect CUI with Microsoft Bitlocker or other commercial cryptographic products (e.g., FileVault for MacOS, LUKS for Linux) for full disk encryption including non-Microsoft Windows Operating Systems.
WREN configures the IS to protect the authenticity of communications sessions IAW applicable STIGs/SRGs.  The system owner/administrator will select and implement protection mechanisms to ensure adequate protection of data integrity, confidentiality, and session authenticity in transmission, where technically feasible.
Additional details on system and communication protection can be found in USMA Policy 25-2-AU (Audit and Accountability policy).
16. [bookmark: _Toc96881937]AC-18(3) Disable Wireless Networking
WREN does not disable wireless networking capabilities internally embedded within information system components (e.g., laptops, notebooks, tablets, and smartphones).
16. [bookmark: _Toc96881938]AC-18(4) Restrict Configurations by Users
[bookmark: _Hlk10208027]Any USMA managed computers that have a standard or special configuration should be restricted so users cannot alter that configuration.  USMA manages these restrictions via various technical controls in the managed zone. USMA does not restrict configuration by users in the public zone.
16. [bookmark: _Toc78873924][bookmark: _Toc96881939]AC-18(5) Antennas/Transmission Power Levels
USMA documents and implements a process to select radio antennas and calibrate transmission power levels to improve the probability that WREN users have access to usable signals everywhere on campus that cadets congregate. 
USMA does not make an effort to reduce the probability that usable signals can be received outside of organization-controlled boundaries.  
See artifact WREN VLAN list.xlsx in eMASS for a listing of WREN wireless installations.
3-17 [bookmark: _Toc96881940]AC-19 Access Control for Mobile Devices
A mobile device is a computing device that: 
1. Has a small form factor such that a single individual can carry
1. Designed to operate without a physical connection (e.g., wirelessly transmit or receive information)
1. Possesses local, non-removable, or removable data storage
1. Includes a self-contained power source
1. Does not generally refer to laptops
WREN has established mobile device policy configurations using Cisco ISE, AD, and Microsoft Intune which allow connections of mobile devices to organizational resources (e.g., the network, O365 data, printers).  These connections can also be managed via Cisco ISE, AD, and Intune working interactively with one another to authorize or deny access to the enclave and WREN resources.  This includes all WREN mobile systems (e.g., laptops, notebooks, tablets, and smartphones.) 
17. [bookmark: _Toc96881941]AC-19(4) Restrictions for Classified Information
IAW Army Regulations, USMA prohibits the use of unclassified mobile devices in facilities containing information systems processing, storing, or transmitting classified information unless specifically permitted by the SIPRNet authorizing official.
USMA personnel, when operating in a classified information processing space (e.g., G3 Conference Room when Secure VTC is in effect, G2 offices, System SIPRNet Room, Center for Combatting Terrorism SIPRNet room,  Spellman Hall SIPRNet vault), will adhere to all Army security controls of those environments.
Among other prohibitions, users will not:
1. Take unclassified mobile devices, including wearable mobile devices such as Fitbits, iWatches, or other devices with radio receivers or transmitters in them, into the classified space without the permission of the Authorizing Official responsible for that space and for the systems within that space.
Connect mobile devices to classified information systems without the permission of the Authorizing Official responsible for that space and for the systems within that space.
Enabling internal or external modems or wireless networking interface(s) [using any wireless transmission protocol] on any mobile device that an AO has authorized for entry into the classified space.
Prevent or impede security officials from performing required reviews of AO authorized unclassified mobile devices 
Prevent or impede security officials from conducting classified information spillage procedures for any device upon which classified data is found.
Abide by controls within each space for connecting classified computing devices to the classified network.
17. [bookmark: _Toc96881942]AC-19(5) Full Device / Container-based Encryption
Deploy all end-user IS’s; which include computers, laptops, and smartphones, with the full device and/or container-based encryption prior to storing and processing CUI.  WREN uses DISA and Army-approved/mandated Data at Rest (DAR) software requirements for encryption (e.g., Microsoft Bitlocker technologies for Windows OS internal hard drives and external hard drives, FileVault for MacOS, LUKS for Linux)  For smartphones container-based encryption as employed by Intune and managed by USMA.
3-18 [bookmark: _Toc96881943]AC-20 Use of External Information Systems
External information systems are information systems or components of information systems that are outside of the authorization boundary established by organizations and for which organizations typically have no direct supervision and authority over the application of required security controls or the assessment of control effectiveness.
USMA supports access to O365 and other Cloud Service Offerings via web access.  USMA supports Bring Your Own Device (BYOD) (see also USMA Policy 25-2-BYOD). Access to these WREN resources are mediated through comply-to-connect and conditional access policies.
18. [bookmark: _Toc78873930][bookmark: _Toc96881944]AC-20(1) Limits on Authorized Use
When using non-GFE Government Furnished Equipment (GFE) to access, process, store, or transmit WREN CUI data, USMA users must observe the following rules:
1. Protect the confidentiality and integrity of transmitted information, especially CUI.  Do not use automated forwarding/redirecting rules or capabilities to route westpoint.edu email to email systems not approved for storing and processing CUI.  Forwarding to .mil and .gov systems is acceptable. Exceptions to this prohibition may occur when routed through the requestors’ chain of command to the USMA CIO for approval or denial.
Report any suspected or actual unauthorized release of CUI to their Chain of Command and DCO.
See also USMA Regulation 25-2 Cybersecurity for the AUP and AUP Addendum.
USMA authorizes and expects cadets to use WREN for personal use (e.g., gaming, streaming).  USMA does not authorize violations of the Joint Ethics Regulation.  USMA does not authorize, in brief, any hate, porn, gambling profit-making activities, or commercial/non-profit business use of WREN except for named exceptions.
Immediately report systems and users found to violate USMA regulations to their Chain of Command, ISSO/ISSM, or CISO/CIO for appropriate action IAW USMA and/or Army controlling documents.
18. [bookmark: _Toc78873932][bookmark: _Toc96881945]AC-20(2) Portable Storage Devices
WREN allows the use of portable storage devices on external information systems.  This includes WREN mobile systems (e.g., laptops, notebooks, tablets, and smartphones.)
[bookmark: _Toc96881946]AC-20(3) Non-organizationally Owned Systems / Components /Devices
WREN allows the use of non-DoD and/or personally owned systems, components, or devices to connect to the WREN network to process, store, or transmit organizational information.  
[bookmark: _Toc96881947]AC-20(4) Network Accessible Storage Devices
This control is not applicable as of the date of this publication.  It remains in the policy document to maintain traceability between the policy document and the Risk Management Framework.
3-19 [bookmark: _Toc96881948]AC-21 Information Sharing
The WREN facilitates information sharing by enabling authorized users to determine whether access authorizations assigned to the sharing partner match the access restrictions on the information.  User discretion is necessary to safeguard data that should have safeguards.  
USMA personnel have the responsibility to restrict the following information (e.g., privileged medical information, contract-sensitive information, proprietary information, PII, other forms of CUI).  Depending on the information-sharing circumstances, define sharing partners at the individual group, or organizational level.  Define information by content, type, security category, or special access program/compartment.
19. [bookmark: _Toc96881949]AC-21(1) Automated Decision Support
The information system enforces information-sharing decisions by authorized users based on authorizations and access restrictions on information and personnel.  Control over personnel activities includes separation of duties, formal operating procedures, and active supervision of these activities. This is especially relevant for computer operators and system administrators that have extensive access rights, so their activities are monitored closely.
[bookmark: _Toc96881950]AC-21(2) Information Search and Retrieval
The information system implements information search and retrieval services that enforce DAC and RBAC.  Enforcement mechanisms include but are not limited to Group Policy Object (GPO), Active Directory (AD), Network Access Control capabilities, and mobile device/application management capabilities.  USMA Policy 25-2-IA (Identification and Authentication Policy) includes additional information on process and documentation requirements for the secure distribution of government-issued authenticators.
3-20 [bookmark: _Toc96881951]AC-22 Publicly Accessible Content
USMA PAO policies control the release of official information.
USMA Dean policies control the release of academic and research information.
USMA public systems (accessible to general networked devices without a requirement to authenticate), System Owners, and Information Owners will comply with the applicable controlling directives.
USMA personnel with concerns about unauthorized information found on publicly accessible non-WREN systems will make a report to their Chain of Command, the USMA PAO at paoinformation@westpoint.edu, or the USMA CISO at cyber@westpoint.edu.
3-21 [bookmark: _Toc96881952]AC-23 Data Mining Protection
[bookmark: _elm000cab][bookmark: _elm000caa][bookmark: _Toc8739619][bookmark: _TocAPPENDIXA_REFERENCES]Section I Data storage objects such as databases, database records, and database fields are subject to a form of pilferage known as data mining.  Data mining is the practice of examining large databases or large portions thereof to learn about an adversary.
To combat unauthorized data mining, USMA MADs will ensure they configure all databases IAW applicable configuration guidance (e.g., DISA STIG).  Techniques that deploy within a database include the limiting of what responses received back from a database query, limiting the number of or frequency of database queries that can be performed, field-level and record-level encryption (where feasible), data reduction, data anonymization, and review of the database logs regularly looking for atypical volumes of queries from the same source (whether known or unknown).
[bookmark: _Toc10542097][bookmark: _elm000cac]All MADs personnel that manage databases will implement the above-listed techniques and remedies within mission allowance to combat data mining from the outsider or insider threat. MADs complete a Data Mining Impact Analysis (DMIA) to examine, mitigate, and justify acceptance of privacy risks associated with data mining USMA-controlled data.
3-22 [bookmark: _Toc96881953]AC-24 Access Control Decisions
To adequately control user accounts, the WREN has instituted policies and procedures for authorizing logical access to information resources and documents authorizations in USMA 25-2-AC (Access Control Policy) and the USMA Policy 25-2-IA (Identification and Authentication Policy). These policies and procedures cover the user access needed for routine operations, emergency access, and the sharing and disposition of data with individuals or groups both inside and outside the entity. Further, logical access controls enforce the segregation of duties.
22. [bookmark: _Toc96881954]AC-24(1) Transmit Access Authorization Information
The information system transmits authentication tokens using TLS-encrypted exchanges to all devices authenticating against USMA authentication sources (e.g., Active Directory, Azure Active Directory)] that enforce access control decisions.
[bookmark: _Toc96881955]AC-24(2) No User or Process Identity
This control is not applicable as of the date of this publication. It remains in the policy document to maintain traceability between the policy document and the Risk Management Framework.
3-23 [bookmark: _Toc96881956]AC-25 Reference Monitor
This control is not applicable as of the date of this publication.  It remains in the policy document to maintain traceability between the policy document and the Risk Management Framework.
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[bookmark: _Toc12616636][bookmark: _Toc68888842][bookmark: _Toc69291899][bookmark: _Toc96881960]Acronyms
	Acronym
	Meaning

	AC
	Access Control

	ACAS
	Assured Compliance Assessment Solution

	ACL
	Access Control List

	AAD
	Azure Active Directory

	AD
	Active Directory

	AMS
	Academy Management System

	AO
	Authorizing Official

	AP
	Assessment Procedures

	AR
	Army Regulation

	ASCL
	Alternate Smart Card Logon

	AT
	Awareness and Training

	ATCTS
	Army Training and Certification Tracking System

	AUP
	Acceptable Use Policy

	CAC
	Common Access Card

	CIA
	Confidentiality, Integrity, and Availability

	CSO
	Chief Security Officer

	CSWF
	Cybersecurity Workforce

	CUI
	Controlled Unclassified Information

	DAR
	Data at Rest

	DISA
	Defense Information Systems Agency

	DMIA
	Data Mining Impact Analysis

	DoD, DOD
	Department of Defense

	ESB
	Enterprise Services Branch

	FIPS
	Federal Information Processing Standards

	FOUO
	For Official Use Only

	GFE
	Government Furnished Equipment

	GPO
	Group Policy Object

	IA
	Information Assurance

	ICAN
	Inter-Campus Area Network

	ICS
	Industrial Control Systems

	ISE
	Identity Security Engine

	ID
	Identification

	IdAM
	Identity and Access Management

	IMO
	Information Management Office

	IoT
	Internet of Things

	IR
	Incident Response 

	IS
	Information System

	ISSM
	Information System Security Manager

	ISSO
	Information System Security Officer

	LES
	Law Enforcement Sensitive

	MADs
	Military Academy Directorates

	MOU
	Memorandum of Understanding 

	NFG
	NIPRNet Federated Gateway

	NIPRNet
	Non-classified Internet Protocol Router Network

	NIST
	National Institute of Standards and Technology

	NSB
	Network Services Branch

	O&M
	Operations & Maintenance

	PAO
	Public Affairs Office

	PCI
	Payment Card Industry

	PHI
	Personal Health Information

	PII
	Personally Identifiable Information

	POSS
	Point of Sale Systems

	RA
	Risk Assessment

	RBAC
	Role-Based Access Control

	RMF
	Risk Management Framework

	SA
	System Administrator

	SAAR
	System Authorization Access Request

	SCADA
	Supervisory Control and Data Acquisition

	SOP
	Standard Operating Procedure

	SRG
	Security Requirement Guide

	STIG
	Security Technical Implementation Guide

	USCC
	United States Corps of Cadets

	USMA
	United States Military Academy

	VLAN
	Virtual Local Area Network

	VPN
	Virtual Private Network

	WREN
	West Point Research and Education Network


[bookmark: _Toc8739622]

[bookmark: _Toc68888843][bookmark: _Toc69291900][bookmark: _Toc96881961]Definitions
See also NIST Computer Security Resource Center Glossary at https://csrc.nist.gov/Glossary/?term=3816 for definitions.
Terms not defined by the National Institute of Science and Technology (NIST) are below:
	Term
	Definition

	General User
	A user granted non-elevated use of Government IS and access to Government networks.  

	Privileged-Level User
	A user authorized (and therefore trusted) to perform security-relevant functions that ordinary users do not have authority to perform on systems/devices, not their own.  This user will logon to an authorized network, system, or application using a user identifier distinctive to their privileged role (see also USMA Policy 25-2-IA). 




[bookmark: _Toc96881962][bookmark: AppendixD_Diagrams]Diagrams
For the most current diagrams, refer to the G5 SharePoint site: https://usarmywestpoint.sharepoint.com/sites/g5.publications/Figures/Forms/AllItems.aspx 
[bookmark: _Toc96881963]Device Network Access Process Flow
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[bookmark: _Toc96616342]Figure 1 - Device Network Access Process Flow
[bookmark: _Toc96881964]User Data Management Process Flow
[image: ]
[bookmark: _Toc96616343]Figure 2 – User Data Management Process Flow
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