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[bookmark: _Hlk69823845][bookmark: _Toc69914488][bookmark: _Toc94088848][bookmark: _Toc96598522][bookmark: _Toc69297739][bookmark: _Hlk69813080]Introduction
[bookmark: _Toc6834599][bookmark: _Toc6837376][bookmark: _Toc94088849][bookmark: _Toc96598523]Purpose
[bookmark: _Toc6223399][bookmark: _Toc6825317][bookmark: _Toc6834600][bookmark: _Toc6837377]The purpose of this policy establishes the basis for implementing secure Awareness and Training (AT) practices for protecting information systems and data within the United States Military Academy (USMA) West Point Research and Education Network (WREN) and other USMA .edu networks as they come into existence. The policy provides both generalized guidance as well as specific practices for the implementation of Awareness and Training.
This policy adheres to the guidance identified within the NIST Special Publication 800-53A Rev 4 Awareness and Training family (see also https://nvd.nist.gov/800-53/Rev4/impact/moderate for the WREN Managed Zone and https://nvd.nist.gov/800-53/Rev4/impact/low for the WREN Public Zone).
[bookmark: _Toc94088850][bookmark: _Toc96598524]Background
[bookmark: _Toc6223400]The USMA WREN, physically located at West Point, NY and logically in one or more cloud service providers, must maintain an Information Systems (ISs) environment which empowers USMA to continue its leadership as the premier leader development institution in the world. USMA WREN will sustain and enhance the military and academic leadership opportunities for cadets, staff, faculty, visiting dignitaries, visiting and assigned foreign nationals (e.g., exchange faculty, exchange cadets, semester abroad faculty and cadets), and the general public (e.g., event attendees (e.g., conferences, forums, symposia) and sponsored guests (e.g., cadets’ parents, visiting researchers, visitors on official business).
[bookmark: _Toc6223403][bookmark: _Toc94088851][bookmark: _Toc96598525]Applicability
The Awareness and Training policy applies to all USMA Military Academy Directorates (MADs) (see also USMA Regulation 10-1 Organizations and Functions), USMA WREN users, and consumers of ISs resources connected directly or through a remote connection to the USMA WREN.  The policy supports the Risk Management Framework (RMF) through the application of AT Assessment Procedures (AP) and implementation of risk mitigation strategies for the protection of Confidentiality, Integrity and Availability (CIA).
[bookmark: _Toc96598526]Managed Zone Applicability to MADs
Substantial portions of this policy are written with an explicit focus on USMA CIO/G6 managed systems, services, and capabilities (e.g., the managed zone(s) and the public zone’s infrastructure).  Despite this explicit phrasing, the content of this policy is equally applicable to MADs that design, build, operate, maintain, and defend systems and capabilities hosted in the USMA managed zone(s). The MADs so impacted will inherit the vast majority of RMF controls from the WREN. For those systems and capabilities that do not inherit specific controls, the MAD will develop, in coordination with USMA’s CIO, a memorandum of understanding (MOU) with the Authorizing Official (AO) (i.e., Superintendent), that enumerates and makes explicit the differentiated responsibilities between USMA CIO/G6 (the system owner of the WREN) and the MAD. The MOU will address, minimally, maintainability, defensibility, sustainability, and severability. To minimize differentiated responsibilities, MADs should strongly consider tight coupling with the WREN and the capabilities it provides.
[bookmark: _Toc96598527]Public Zone Applicability to MADs
MADs that design, build, operate, maintain, and defend systems and capabilities in the public security zone accept complete responsibility for those systems and capabilities outside the formal RMF process as a function of USMA operating an .edu network enclave. 
[bookmark: _Toc96598528]Specialized Controls for Financial Management
See also the applicability questions of Figure 4 and Figure 5 of OSD Memorandum, “Enhanced Integration of Finance Management Requirements with the Risk Management Framework”, dated 21 April 2016 for determining applicability to specific systems. MADs have the affirmative obligation to coordinate with USMA CIO/G6 for technical implementation of these systems, their security, and satisfying RMF controls and Assessment Procedures applicable to these systems. Coordination will also include establishing operations and maintenance (O&M) and system life cycle responsibilities.
An example of an organization using such a system is USMA G8’s / Cadet Treasurer and their use of software modules within the Academy Management System (AMS). 
[bookmark: _Toc96598529]Specialized Controls for Facility Related Control Systems
MADs that design, build, operate, maintain, and defend facility related control systems have particular and specific controls that apply to those systems. MADs have the affirmative obligation to coordinate with USMA CIO/G6 for technical implementation of these systems as well as the coordination for the defense of these systems.
Examples of such systems include outdoor lighting systems (e.g., United States Corps of Cadets’ (USCC) Outdoor Lighting Control System), Door Control Systems (e.g., presently Garrison hosts Velocity™ on NIPRNet, but future capabilities may move to WREN), and other forms of Industrial Control Systems (ICS)/Supervisory and Data Collection Acquisition (SCADA) systems (e.g., network enabled heating/air conditioning).
[bookmark: _Toc94088852][bookmark: _Toc96598530]Roles and Responsibilities
See USMA Regulation 25-2 Cybersecurity Chapter 2 Roles and Responsibilities.
[bookmark: _Toc6834601][bookmark: _Toc6837378][bookmark: _Toc94088853][bookmark: _Toc96598531][bookmark: _Toc6825321][bookmark: _Toc6834604][bookmark: Appendix_A][bookmark: _Toc6837381]Awareness and Training Policy
1-1 [bookmark: _Toc94088854][bookmark: _Toc96598532]AT-1 Security Awareness and Training Policy and Procedures
USMA uses DoDD 8140.01 to meet the requirement for security awareness training policy and procedures.  
The personnel or roles to whom the security awareness and training policy is disseminated has been defined by DoD as organizational personnel with security awareness and training responsibilities. DoD disseminates DoDD 8140.01 organization-wide via the DoD Issuances website, http://www.dtic.mil/whs/directives/corres/dir.html. USMA deviates from this DODI when defining privileged roles as a consequence of supporting no-GFE devices on-network and the public security zone. In brief, USMA complies with the DODI for Department of the Army civilian’s (DAC) (e.g., GS2210 series) and readers should refer to USMA Reg 25-2 and the table below for other categories of users that will abide by the DODI.
The requirement to develop and document procedures to facilitate the implementation of the security awareness and training policy and associated security awareness and training controls is automatically inherited from Army policy and DoD level policy. DoD develops and documents procedures to facilitate the implementation of the security awareness and training policy and associated security awareness and training controls within DoDD 8140.01. Defense Information Systems Agency (DISA's) DoD IA awareness CBT is the DoD baseline standard. 
USMA may, from time to time, pilot or experiment with alternative forms and delivery mechanisms for security awareness training. Should USMA decide to convert from a pilot to a long-term capability, USMA will update applicable controlling documents and instructions to convey that information.
All Policies and Standard Operating Procedures (SOPs) are reviewed and revised on a yearly basis unless a more rapid revision is necessary. 
1-2 [bookmark: _Toc94088855][bookmark: _Toc96598533]AT-2 Security Awareness Training
The Army provides basic security awareness training to IS users including managers, senior executives, and contractors as part of initial training for new users; when required by IS changes; and annually thereafter.  USMA WREN is automatically compliant with this requirement and covered by DoD level policy, DoDD 8140.01.  DISA's DoD IA awareness CBT is the DoD baseline standard.  USMA’s G3 is the OPR in accordance with (IAW) USMA Reg 25-2 para 2-7.
As noted in AT-1 above, USMA may, from time to time, pilot or experiment with alternative forms and delivery mechanisms for security awareness training. Should USMA decide to convert from a pilot to a long-term capability, USMA will update applicable controlling documents and instructions to convey that information.
2. [bookmark: _Toc96598534]AT-2(1) Practical Exercises
The WREN includes practical exercises in security awareness training that simulate actual cyber-attacks.  Practical exercises include, for example, no-notice social engineering attempts to collect information, gain unauthorized access, or simulate the adverse impact of opening malicious email attachments or invoking, via spear-phishing attacks, malicious web links.
[bookmark: _Toc94088856][bookmark: _Toc96598535]AT-2 (2) Insider Threat
USMA includes security awareness training on recognizing and reporting potential indicators of insider threat as part of the annual training requirements.
The IA Awareness CBT, “Cyber Awareness Challenge,” and Virtual Training Environment (VTE) Courses: "Introduction to Insider Threat" and "Monitoring for Insider Threat" available on the IASE website meet the DoD requirement to include security awareness training on recognizing and reporting potential indicators of insider threat.
Other USMA provided training also supplements and at times replaced DoD/DA training material. 
[bookmark: _Toc94088857][bookmark: _Toc96598536][bookmark: _Hlk9003083]AT-3 Role-based Security Training
USMA CIO/G6 provides role-based security training to personnel with assigned security roles and responsibilities before authorizing access to the IS or performing assigned duties; when required by IS changes; and annually thereafter. 
DISA's DoD IA awareness CBT for privileged users is the DoD baseline standard.  Privileged user-type security-related education and training is also available through DISA IASE (e.g., VTE, Skill Soft, other professional sources) and meets the provision for role-based security training.  The USMA CIO/G6 and personnel supervisors will define specific requirements within the above-listed sources for their personnel.
The table below enumerates the training required for the various privileged users described in USMA Regulation 25-2.  Computing Environment training enumeration is in the Account Management SOP.
	Privileged User Description
	Training Required
	Training Recorded

	Staff (e.g., GS 2210, Contractors)
	DoD 8570.01M or its successor document(s), role dependent. See also USMA CIO/G6 Account Management Standard Operating Procedure for specific guidance on Computing Environment (CE) / Operating System (OS) training.
	Army Training & Certification Tracking System (ATCTS)

	Administrator of a limited-in-scope IP-based service on the WREN
	Cadet = IT/CY 105/155a


Faculty = 1-hour courseb
	Academy Management System (AMS) for cadets

ATCTS for faculty

	Administrator of an IP-based service on the WREN
	DoD 8570.01M or its successor document(s), role dependent
	ATCTS for CAC holders
On-demand by USMA CIO/G6 or USMA assessor(s) for non-CAC holders

	Any person using their issued credentials, who can perform security relevant functions on someone else’s machines using their credentials
	Cadet = IT/CY 105/155a, c

Faculty = 1-hour courseb

Club specified
	AMS

ATCTS

On-demand of Club OIC by USMA CIO/G6 or USMA assessor(s)

	A person who can perform security-relevant functions on their personally owned or their government-issued device(s)
	One of the below:
DISA’s Cyber Awareness Challenge (https://public.cyber.mil/training/cyber-awareness-challenge/) [no CAC required, no saving of work, no restarting work, no ability to generate a certificate without doing the entirety of the training]
Fort Gordon’s Cyber Awareness Training (https://cs.signal.army.mil/)
Joint Knowledge Online (JKO) (https://jko.jten.mil/).
Cyber Awareness Training from another DoD entity.
With prior approval, cyber awareness training from another USG entity (e.g., Federal Bureau of Investigation (FBI), Department of Homeland Security (DHS))
	
https://my.westpoint.edu

	A person who cannot perform security-relevant functions
	One of the below:
DISA’s Cyber Awareness Challenge (https://public.cyber.mil/training/cyber-awareness-challenge/) [no CAC required, no saving of work, no restarting work, no ability to generate a certificate without doing the entirety of the training]
Fort Gordon’s Cyber Awareness Training (https://cs.signal.army.mil/)
Joint Knowledge Online (JKO) (https://jko.jten.mil/).
Cyber Awareness Training from another DoD entity.
With prior approval, cyber awareness training from another USG entity (e.g., FBI, DHS)
	ATCTS for CAC Holders

On-demand of account sponsor/supervisor by USMA CIO/G6 or USMA assessor(s) for non-CAC holders


a Cadets will satisfactorily complete IT105 (or its successor or equivalent course) with a C- (70%) or better.  
b Faculty (Title X, Military) and Researchers (Military, Title X, Contractors) will satisfactorily complete the “Security Fundamentals: Core Security” 1-hour course on https://usarmy.skillport.com.  Course completion will automatically populate information in ATCTS 2-4 days after completion.  Users may need to register for SkillPort accounts using this https://www.atrrs.army.mil/selfdevctr/eLearningWelcome.aspx and their Common Access Card (CAC).
c Cadets participating in clubs that require privileged user roles and access (e.g., hacking clubs, robotics clubs) will establish a training and behavioral baseline approved by the Club’s sponsoring Departments’ leadership (e.g., Head, Deputy Head) who will coordinate for CIO/G6 agreement with the baseline. Clubs will implement sanctions for members who violate the clubs’ training and agreements.
Users maintain documented records of their training IAW AT-4 Security Training Records below.  
USMA CIO/G6 and MADs will audit records of privileged users on a quarterly basis using ATCTS’ built-in review capability and remediate deficiencies with users. If users no longer are or require privileged user status, the review will include revocation of that status in ATCTS and the consequent re-verification of the appropriate DCWF role.
Regular user audits will occur on, minimally, an annual basis. 
2. [bookmark: _Toc94088858][bookmark: _Toc96598537]AT-3(1) Environmental Controls
The organization provides USMA 2210s, system owners, and system administrators with initial and annual training in the employment and operation of environmental controls.  USMA does identify personnel with specific roles and responsibilities associated with environmental controls requiring specialized training. Related controls can also be found in USMA 25-2-PE (Physical and Environmental Protection Policy).
[bookmark: _Toc94088859][bookmark: _Toc96598538]AT-3(2) Physical Security Controls
USMA IAW US Army Garrison West Point (USAGWP), defines and documents the personnel or roles to whom initial and annual refresher training in the employment and operation of physical security controls.  To support this requirement, USMA and USAGWP will: 
Identify and document physical security controls that require training
Document list of personnel required to receive the training
Ensure identified personnel receive the required training
Maintain and monitor records of personnel who have received the initial and annual refresher training
USMA and USAGWP will conduct initial and annual refresher physical security controls training for defined personnel or roles.
[bookmark: _Toc94088860][bookmark: _Toc96598539]AT-3(4) Suspicious Communications and Anomalous System Behavior
WREN users should report indicators of malicious code, suspicious communications, and anomalous behavior to USMA CIO/G6 at cyber@westpoint.edu.  
USMA uses automated tools (e.g., Security information and event management (SIEM)) to help detect and other tools to protect WREN systems and users.
1-3 [bookmark: AT4_Secuirty_Training_Records][bookmark: _Toc94088861][bookmark: _Toc96598540]AT-4 Security Training Records
MADs ensure personnel document training activities to include basic security awareness training and role-based security-related training IAW DoD 8570.01M or its successor document(s), and paragraphs 3-2 and 3-3 above.  USMA CIO/G6 will monitor and audit training records in ATCTS while users are assigned to USMA.
IAW Army policy, individuals maintain their documentation of completed required training, training activities, and associated training records, including required role-based security training, in ATCTS.  Users should maintain training records in ATCTS for 5 years after completion of a specific training program.  USMA encourages individuals to maintain personal copies of training completion records. 
USMA treats ATCTS as the System of Record for maintenance of completed and final DD2875 System Access Authorization Requests (SAARs) for all users that retain a need to access NIPRNet or Citrix.  It is also the system of record for WREN SAARs until the my.westpoint.edu is capable of storing the DD2875 data and electronic signatures/verifications.  USMA encourages the use of a single SAAR for NIPRNet, Citrix, and WREN.
The ATCTS unit managers, MADs, CISO, and USMA CIO/G6 supervisors monitor and review individual training records in ATCTS to ensure compliance with training requirements.  The ISSM/ISSO will use ATCTS reporting tools to provide a periodic status of training compliance to USMA G3 and USMA CIO/G6 supervisors to assist in the monitoring process. 
[bookmark: _elm000ca8][bookmark: _elm000ca7]USMA CIO/G6 does not monitor or review individual training records for IMCOM personnel but will request documentation of individual training as required, (e.g., to support user account requests.)
USMA has coordinated with and approved access to USMA’s ATCTS hierarchy by the Regional Cyber Center personnel and local NEC personnel that need to review/audit USMA users’ data. 
USMA CIO/G6 will also make use of available “Custom Terms and Conditions” capabilities[footnoteRef:2] to periodically, and no less than once a year, require users to see and accept the DoD Standard Consent Banner, the Academy-specific AUP, the Academy specific PAA, and the Academy-Specific NDA.  USMA CIO/G6 will also use such capabilities whenever any of the above documents or their respective verbiage change. Network Enterprise Center has retained the audit role for ATCTS training records for NIPRNet and SIPRNet. See also Appendix E. [2:  As of January 2020, this capability is part of O365. CIO/G6 will combine the DoD Standard Consent Banner, the Academy Specific AUP, the Academy Specific PAA, and the Academy Specific NDA into a single PDF document. They will use O365’s “Custom Terms and Conditions” to display this combined PDF and capture users’ acceptance of the document. Should users choose to not accept the documents, they will not gain access to the O365 capabilities (e.g., Outlook Online, SharePoint Online, Teams, OneDrive).] 

[bookmark: _TocAPPENDIXA][bookmark: _elm000ca9][bookmark: _TocAPPENDIXA_REFERENCES]

Appendix A — [bookmark: _Toc69297754][bookmark: _Toc94088862][bookmark: _Toc96598541][bookmark: _elm000cab][bookmark: _elm000caa]References 
Section I — [bookmark: _Toc94088863][bookmark: _Toc96598542][bookmark: _elm000cb4][bookmark: _elm000cb5]Required Publications 
USMA Regulation 10-1
Organization and Functions, available at https://usarmywestpoint.sharepoint.com/:b:/r/sites/g5.publications/publications/USMA%20Regulation%2010-1%20Organization%20and%20Functions.pdf?csf=1&e=RHbQMa 
USMA Regulation 25-2
Cybersecurity, 30 November 2021, available at
https://usarmywestpoint.sharepoint.com/:b:/r/sites/g5.publications/publications/USMA%2025-2%20Cybersecurity.pdf?csf=1&web=1&e=fNRX38 
Section II — [bookmark: _Toc94088864][bookmark: _Toc96598543][bookmark: _elm000ede][bookmark: _elm000edd][bookmark: _elm00102f]Related Publications 
[bookmark: _TocSECTIONII_RELATEDPUBLICATIONS][bookmark: _elm000cb6]AR 25 – 1
Army Information Technology
[bookmark: OLE_LINK1][bookmark: OLE_LINK2][bookmark: OLE_LINK3][bookmark: OLE_LINK4]AR 25 – 17
Army Information Technology
WEST POINT OPORD 2019-022 (Army Training and Certification Tracking System Implementation) and FRAGO 1
https://usarmywestpoint.sharepoint.com/sites/CIOG6WRENRMF/_layouts/15/Doc.aspx?OR=teams&action=edit&sourcedoc={121B1DAD-B5E9-4D9A-8424-AF3393BA6D4B}
Section III — [bookmark: _Toc94088865][bookmark: _Toc96598544]Training Resources
Army E-learning (SkillPort) available at

https://usarmy.skillport.com/SkillPortFE/login/usarmylogin.cfm 
Army Information Technology School available at
https://cs.signal.army.mil/
Information Assurance Support Environment (IASE) Online training at
https://cyber.mil/cyber-training/training-catalog/
The Army Learning Management System (ALMS) available at
http://www.lms.army.mil/
FedVTE (The Virtual Training Environment) available at: 
https://fedvte.usalearning.gov
Center for Development of Security Excellence (CDSE)


Appendix B — [bookmark: _Toc12616636][bookmark: _Toc69297757][bookmark: _Toc94088866][bookmark: _Toc96598545]Acronyms
	Acronym
	Definition

	ALMS
	Army Learning Management System

	AMS
	Academy Management System

	AO
	Authorizing Official

	AP
	Assessment Procedures

	AR
	Army Regulation

	ATCTS
	Army Training & Certification Tracking System

	AT
	Awareness and Training

	CBT
	Computer Based Training

	CDSE
	Center for Development of Security Excellence

	CIA
	Confidentiality, Integrity and Availability

	DAC
	Department of the Army Civilians

	DHS
	Department of Homeland Security

	DISA
	Defense Information Systems Agency

	DoD, DOD
	Department of Defense

	DODD
	DOD Directive

	FBI
	Federal Bureau of Investigation

	FedVTE
	The Federal Virtual Training Environment

	FSO
	Facilities Security Officer

	IASE
	Information Assurance Support Environment

	ICS
	Industrial Control Systems

	IDS
	Intrusion Detection Systems

	IMA
	Individual Mobilization Augmentees

	IS
	Information System

	ISSM
	Information System Security Manager

	ISSO
	Information System Security Officer

	MADs
	Military Academy Directorates

	MOU
	Memorandum of Understanding

	NDA
	Non-Disclosure Agreement

	NIPRNet
	Non-classified Internet Protocol Router Network

	NIST
	National Institute of Standards and Technology

	NG
	National Guard

	O&M
	Operations & Maintenance

	RMF
	Risk Management Framework

	SCADA
	Supervisory Control and Data Acquisition

	USAGWP
	US Army Garrison West Point

	USCC
	United States Corps of Cadets

	USMA
	United States Military Academy

	VTE
	Virtual Training Environment

	WREN
	West Point Research and Education Network




Appendix C — [bookmark: _Toc69297758][bookmark: _Toc94088867][bookmark: _Toc96598546]Definitions
See also NIST Computer Security Resource Center Glossary at https://csrc.nist.gov/Glossary/?term=3816 for definitions.
Terms not defined by the National Institute of Standards and Technology (NIST) are below:


[bookmark: _Toc78884481][bookmark: _Toc78884637][bookmark: _Toc78884482][bookmark: _Toc78884638][bookmark: _Toc78884483][bookmark: _Toc78884639][bookmark: _Toc78884484][bookmark: _Toc78884640][bookmark: _Toc78884485][bookmark: _Toc78884641][bookmark: _Toc78884486][bookmark: _Toc78884642][bookmark: _Toc78884487][bookmark: _Toc78884643][bookmark: _Toc78884488][bookmark: _Toc78884644][bookmark: _Toc78884489][bookmark: _Toc78884645][bookmark: _Toc78884490][bookmark: _Toc78884646][bookmark: _Toc78884491][bookmark: _Toc78884647][bookmark: _Toc78884492][bookmark: _Toc78884648][bookmark: _Toc78884493][bookmark: _Toc78884649][bookmark: _Toc78884494][bookmark: _Toc78884650][bookmark: _Toc78884495][bookmark: _Toc78884651][bookmark: _Toc78884496][bookmark: _Toc78884652][bookmark: _Toc78884497][bookmark: _Toc78884653][bookmark: _Toc78884498][bookmark: _Toc78884654][bookmark: _Toc78884499][bookmark: _Toc78884655][bookmark: _Toc78884500][bookmark: _Toc78884656][bookmark: _Toc78884501][bookmark: _Toc78884657][bookmark: _Toc78884502][bookmark: _Toc78884658][bookmark: _Toc78884503][bookmark: _Toc78884659][bookmark: _Toc78884504][bookmark: _Toc78884660][bookmark: _Toc78884505][bookmark: _Toc78884661][bookmark: _Toc78884506][bookmark: _Toc78884662][bookmark: _Toc78884507][bookmark: _Toc78884663][bookmark: _Toc78884508][bookmark: _Toc78884664][bookmark: _Toc78884509][bookmark: _Toc78884665][bookmark: _Toc78884510][bookmark: _Toc78884666][bookmark: _Toc78884511][bookmark: _Toc78884667][bookmark: _Toc78884512][bookmark: _Toc78884668][bookmark: _Toc78884513][bookmark: _Toc78884669][bookmark: _Toc78884514][bookmark: _Toc78884670][bookmark: _Toc78884515][bookmark: _Toc78884671][bookmark: _Toc78884516][bookmark: _Toc78884672][bookmark: _Toc78884517][bookmark: _Toc78884673][bookmark: _Toc78884518][bookmark: _Toc78884674][bookmark: _Toc78884519][bookmark: _Toc78884675][bookmark: _Toc78884520][bookmark: _Toc78884676][bookmark: _Toc78884521][bookmark: _Toc78884677][bookmark: _Toc78884522][bookmark: _Toc78884678][bookmark: _Toc78884523][bookmark: _Toc78884679][bookmark: _Toc78884524][bookmark: _Toc78884680][bookmark: _Toc78884525][bookmark: _Toc78884681][bookmark: _Toc78884526][bookmark: _Toc78884682][bookmark: _Toc78884539][bookmark: _Toc78884695][bookmark: _Toc78884540][bookmark: _Toc78884696][bookmark: _Toc78884541][bookmark: _Toc78884697][bookmark: _Toc78884542][bookmark: _Toc78884698][bookmark: _Toc78884543][bookmark: _Toc78884699][bookmark: _Toc78884544][bookmark: _Toc78884700][bookmark: _Toc78884545][bookmark: _Toc78884701][bookmark: _Toc78884546][bookmark: _Toc78884702][bookmark: _Toc78884547][bookmark: _Toc78884703][bookmark: _Toc78884548][bookmark: _Toc78884704][bookmark: _Toc78884549][bookmark: _Toc78884705][bookmark: _Toc78884550][bookmark: _Toc78884706][bookmark: _Toc78884551][bookmark: _Toc78884707][bookmark: _Toc78884552][bookmark: _Toc78884708][bookmark: _Toc78884553][bookmark: _Toc78884709][bookmark: _Toc78884554][bookmark: _Toc78884710][bookmark: _Toc78884555][bookmark: _Toc78884711][bookmark: _Toc78884556][bookmark: _Toc78884712][bookmark: _Toc78884557][bookmark: _Toc78884713][bookmark: _Toc78884558][bookmark: _Toc78884714][bookmark: _Toc78884559][bookmark: _Toc78884715][bookmark: _Toc78884560][bookmark: _Toc78884716][bookmark: _Toc78884561][bookmark: _Toc78884717][bookmark: _Toc78884562][bookmark: _Toc78884718][bookmark: _Toc78884563][bookmark: _Toc78884719][bookmark: _Toc78884564][bookmark: _Toc78884720][bookmark: _Toc78884565][bookmark: _Toc78884721][bookmark: _Toc78884566][bookmark: _Toc78884722][bookmark: _Toc78884567][bookmark: _Toc78884723][bookmark: _Toc78884568][bookmark: _Toc78884724][bookmark: _Toc78884569][bookmark: _Toc78884725][bookmark: _Toc78884570][bookmark: _Toc78884726][bookmark: _Toc78884571][bookmark: _Toc78884727][bookmark: _Toc78884572][bookmark: _Toc78884728][bookmark: _Toc78884573][bookmark: _Toc78884729][bookmark: _Toc78884574][bookmark: _Toc78884730][bookmark: _Toc78884575][bookmark: _Toc78884731][bookmark: _Toc78884576][bookmark: _Toc78884732][bookmark: _Toc78884577][bookmark: _Toc78884733][bookmark: _Toc78884578][bookmark: _Toc78884734][bookmark: _Toc78884579][bookmark: _Toc78884735][bookmark: _Toc78884580][bookmark: _Toc78884736][bookmark: _Toc78884581][bookmark: _Toc78884737][bookmark: _Toc78884582][bookmark: _Toc78884738][bookmark: _Toc78884583][bookmark: _Toc78884739][bookmark: _Toc78884584][bookmark: _Toc78884740][bookmark: _Toc78884585][bookmark: _Toc78884741][bookmark: _Toc78884586][bookmark: _Toc78884742][bookmark: _Toc78884587][bookmark: _Toc78884743][bookmark: _Toc78884588][bookmark: _Toc78884744][bookmark: _Toc78884589][bookmark: _Toc78884745][bookmark: _Toc78884590][bookmark: _Toc78884746][bookmark: _Toc78884591][bookmark: _Toc78884747][bookmark: _Toc78884592][bookmark: _Toc78884748][bookmark: _Toc78884593][bookmark: _Toc78884749][bookmark: _Toc78884594][bookmark: _Toc78884750][bookmark: _Toc78884595][bookmark: _Toc78884751][bookmark: _Toc78884596][bookmark: _Toc78884752][bookmark: _Toc78884597][bookmark: _Toc78884753][bookmark: _Toc78884598][bookmark: _Toc78884754][bookmark: _Toc78884599][bookmark: _Toc78884755][bookmark: _Toc78884600][bookmark: _Toc78884756][bookmark: _Toc78884601][bookmark: _Toc78884757][bookmark: _Toc78884602][bookmark: _Toc78884758][bookmark: _Toc78884603][bookmark: _Toc78884759][bookmark: _Toc78884604][bookmark: _Toc78884760][bookmark: _Toc78884605][bookmark: _Toc78884761][bookmark: _Toc78884606][bookmark: _Toc78884762][bookmark: _Toc78884607][bookmark: _Toc78884763][bookmark: _Toc78884608][bookmark: _Toc78884764][bookmark: _Toc78884609][bookmark: _Toc78884765][bookmark: _Toc78884610][bookmark: _Toc78884766][bookmark: _Toc78884611][bookmark: _Toc78884767][bookmark: Appendix_E][bookmark: _Toc94088868][bookmark: _Toc96598547]Using ATCTS by WREN Users
Each term, USCC S6 appoints cadet company ISO's who are also ATCTS unit managers for their cadet companies. Other MADs also appoint ATCTS unit managers on an as-needed basis. ATCTS Unit Managers are responsible for:
Ensure each CAC-eligible cadet/user assigned to their company/unit/element has registered in ATCTS. This applies to CAC holders that need access to NIPRNet and privileged users as defined in USMA Regulation 25-2, not non-CAC holders.
1. Validate compliance by verifying the training and documentation requirements are complete and uploaded in ATCTS for each person in their company/unit/element that needs access to NIPRNet.
1. USMA MADs and elements that have persons that are Reservists or National Guard (NG) members ensure that for those persons:
1. The “Signal Command Unit” field in ATCTS needs to reflect their unit/element here at USMA.
1. The “Headquarters Unit” field in ATCTS needs to reflect their Reserve or NG unit. ATCTS wrongly asks users to make both fields identical.  Users should NOT make both fields identical
USMA MADs and elements with all other users, including Individual Mobilization Augmentees (IMA), ensure that:
1. The “Signal Command Unit” field in ATCTS needs to reflect their unit/element here at USMA (e.g., United States Military Academy-USMA-NY_WREN-->Office of the Superintendent-West Point-->G6-Staff-->CY)
The “Headquarters Unit” field in ATCTS needs to reflect one unit/element higher than their unit USMA (e.g., Headquarters Department of the Army-->Office of the Secretary of the Army-->United States Military Academy-USMA-NY_WREN-->Office of the Superintendent-West Point-->G6-Staff).  ATCTS wrongly asks users to make both fields identical. Users should NOT make both fields identical. 
[bookmark: _Toc94088869][bookmark: _Toc96598548]Registering New Users in ATCTS
The ATCTS Manager’s Guide is available on the ATCS help page at https://atc.us.army.mil/iastar/help.php. 
1. In your web browser, go to https://atc.us.army.mil.
2. When prompted, under the EAMS-A Single Sign-On, click CAC Login.
3. Click Login once you get to the ATCTS homepage.  EAMS-A will currently bring in the following attributes. These items are grayed out because they cannot be changed.
1. EDIPI
First Name
Middle Initial
Last Name
AKO Email Address
Enterprise Email Address
Phone Number
4. Finish selecting the following:
1. Personnel Type
1. Personnel Security Standard
1. Degree Type
1. Occupational Specialty
1. Select HQ and Signal Command (SC)/FCIO units by clicking the Search for unit option.
The ‘Signal Command’ should be the organization to which the user belongs at USMA (e.g., United States Military Academy-USMA-NY_WREN-->Office of the Superintendent-West Point-->G6-Staff-->CY).
The HQ command should be one level higher in the command hierarchy. (e.g., Headquarters Department of the Army-->Office of the Secretary of the Army-->United States Military Academy-USMA-NY_WREN-->Office of the Superintendent-West Point-->G6-Staff).  
ATCTS wrongly asks users to make both fields identical. Users should NOT make both fields identical.
5. Click Register located at the bottom of the page.
6. Once registered, users should ensure they select the appropriate AR 25-2/DoD 8570.01M and DCWF work roles. 
[bookmark: _Toc94088870][bookmark: _Toc96598549]CAC Holder ATCTS Requirements for NIPRNet 
The following are ATCTS requirements to maintain access to NIPRNet. USMA will cease using ATCTS to track WREN requirements when my.westpoint.edu comes fully online.
1. Annual Cybersecurity Awareness Challenge training hosted by Ft Gordon at https://cs.signal.army.mil/DoDIAA/default.asp.
2. Annually sign a NIPR Acceptable Use Policy (AUP) form and upload it in ATCTS.
3. As appropriate, annually sign a Non-Disclosure Agreement (NDA) form and upload it in ATCTS.
4. Upload a single DD 2875 SAAR for WREN, CONUS NAE account, and ALTESS Citrix Browser.
[bookmark: _Toc94088871][bookmark: _Toc96598550]ATCTS User and Manager Guides
The ATCTS User’s Guide is available on the ATCS help page at https://atc.us.army.mil/iastar/help.php. 
The ATCTS Manager’s Guide is available on the ATCS help page at https://atc.us.army.mil/iastar/help.php. 
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