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[bookmark: _Toc6834598][bookmark: _Toc6837375][bookmark: _Toc96884161]Introduction
[bookmark: _Toc6834599][bookmark: _Toc6837376][bookmark: _Toc96884162]Purpose
[bookmark: _Toc6223399][bookmark: _Toc6825317][bookmark: _Toc6834600][bookmark: _Toc6837377]The purpose of this policy establishes the basis for implementing secure Identification and Authentication (IA) practices for protecting information systems and data within the United States Military Academy (USMA) West Point Research and Education Network (WREN) and other USMA .edu networks as they come into existence. The policy provides both generalized guidance as well as specific practices for the implementation of IA.
[bookmark: _Hlk11397465]This policy adheres to the guidance identified within the NIST Special Publication 800-53A Rev 4 Identification and Authentication family (see also https://nvd.nist.gov/800-53/Rev4/impact/moderate for the WREN Managed Zone and https://nvd.nist.gov/800-53/Rev4/impact/low for the WREN Public Zone).
[bookmark: _Toc96884163]Background
[bookmark: _Toc6223400]The USMA WREN, physically located at West Point, NY, and logically in one or more cloud service providers, must maintain an Information Systems (IS) environment which empowers USMA to continue its leadership as the premier leader development institution in the world. USMA WREN will sustain and enhance the military and academic leadership opportunities for cadets, staff, faculty, visiting dignitaries, visiting and assigned foreign nationals (e.g., exchange faculty, exchange cadets, semester abroad faculty and cadets), and the general public (e.g., event attendees (e.g., conferences, forums, symposia) and sponsored guests (e.g., cadets’ parents, visiting researchers, visitors on official business).
[bookmark: _Toc6223403][bookmark: _Toc96884164]Applicability
The IA policy applies to all USMA Military Academy Directorates (MADs) (see also USMA Regulation 10-1 Organizations and Functions), WREN users, and consumers of information systems resources connected directly or through a remote connection to the WREN.  The policy supports the Risk Management Framework (RMF) through the application of IA Assessment Procedures (AP) and the implementation of risk mitigation strategies for the protection of Confidentiality, Integrity and Availability (CIA).
[bookmark: _Toc96884165]Managed Zone Applicability to MADs
Substantial portions of this policy are written with an explicit focus on USMA CIO/G6 managed systems, services, and capabilities (e.g., the managed zone(s) and the public zone’s infrastructure).  Despite this explicit phrasing, the content of this policy are equally applicable to MADs that design, build, operate, maintain, and defend systems and capabilities hosted in the USMA managed zone(s). The MADs so impacted will inherit the vast majority of RMF controls from the WREN. For those systems and capabilities that do not inherit specific controls, the MAD will develop, in coordination with USMA’s CIO, a memorandum of understanding (MOU) with the Authorizing Official (AO) (i.e., Superintendent), that enumerates and makes explicit the differentiated responsibilities between USMA CIO/G6 (the system owner of the WREN) and the MAD. The MOU will address, minimally, maintainability, defensibility, sustainability, and severability. To minimize differentiated responsibilities, MADs should strongly consider tight coupling with the WREN and the capabilities it provides.
[bookmark: _Toc96884166]Public Zone Applicability to MADs
MADs that design, build, operate, maintain, and defend systems and capabilities in the public security zone accept complete responsibility for those systems and capabilities outside the formal RMF process as a function of USMA operating an .edu network enclave. 
[bookmark: _Toc96512234][bookmark: _Toc96884167]Specialized Controls for Financial Management
See also the applicability questions of Figure 4 and Figure 5 of OSD Memorandum, “Enhanced Integration of Finance Management Requirements with the Risk Management Framework”, dated 21 April 2016 for determining applicability to specific systems. MADs have the affirmative obligation to coordinate with USMA CIO/G6 for technical implementation of these systems, their security, and satisfying RMF controls and Assessment Procedures applicable to these systems. Coordination will also include establishing operations and maintenance (O&M) and system life cycle responsibilities.
An example of an organization using such a system is USMA G8’s / Cadet Treasurer and their use of software modules within the Academy Management System (AMS). 
[bookmark: _Toc96512235][bookmark: _Toc96884168]Specialized Controls for Facility Related Control Systems
MADs that design, build, operate, maintain, and defend facility related control systems have particular and specific controls that apply to those systems. MADs have the affirmative obligation to coordinate with USMA CIO/G6 for technical implementation of these systems as well as the coordination for the defense of these systems.
Examples of such systems include outdoor lighting systems (e.g., United States Corps of Cadets’ (USCC) Outdoor Lighting Control System), Door Control Systems (e.g., presently Garrison hosts Velocity™ on NIPRNet, but future capabilities may move to WREN), and other forms of Industrial Control Systems (ICS)/Supervisory and Data Collection Acquisition (SCADA) systems (e.g., network enabled heating/air conditioning). 
[bookmark: _Toc79068967][bookmark: _Toc96884169]Roles and Responsibilities
See USMA Regulation 25-2 Cybersecurity Chapter 2 Roles and Responsibilities.
[bookmark: _Toc6834601][bookmark: _Toc6837378][bookmark: _Toc96884170][bookmark: _Toc6825321][bookmark: _Toc6834604][bookmark: _Toc6837381]Identification and Authentication Policy
[bookmark: _Toc96884171]IA-1 Identification and Authentication Policies and Procedures
Department of Defense (DoD) has developed and published DoDI 8520.02, Public Key Infrastructure (PKI) and Public Key (PK) Enabling, and DoDI 8520.03, Identity Authentication for Information Systems, as an identification and authentication policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance.  The policies facilitate the implementation of the identification and authentication policy and associated identification and authentication controls.
DoDI 8520.02 and DoDI 8520.03 are available via the DoD Issuances website, http://www.esd.whs.mil/DD/DoD-Issuances/.
DoD reviews and updates the identification and authentication policy (DoDI 8520.02 and DoDI 8520.03) annually and updates the policy as appropriate but at least within 10 years of the date of issuance.
USMA has developed and published USMA Regulation 25-2 Cybersecurity and this policy is an identification and authentication policy for the WREN.  See USMA Regulation 25-2 Cybersecurity.
All Policies and Standard Operating Procedures (SOPs) are reviewed and revised on a yearly basis unless a more rapid revision is necessary. 
[bookmark: _Toc96884172]IA-2 Identification and Authentication (Organizational Users)
USMA uniquely identifies and authenticates all interactive and non-interactive (e.g., service accounts) users authorized to access WREN, data, and managed systems.  For managed systems, this includes local access and remote access.  To establish clarity, this paragraph assumes the device(s) in use by the privileged account are conforming with device access control requirements enumerated in USMA Policy 25-2-AC (Access Control Policy). 
USMA does not uniquely identify users of BYOD devices, though an authorized user registers each device. USMA acknowledges that should a person borrow a BYOD device from another user, it will appear to USMA’s systems that the user of the device is the person who registered the device.
See IA-2(5) for exceptions associated with group authenticators.
0. [bookmark: _Toc96884173]IA-2(1) Network Access to Privileged Accounts
USMA configures the WREN Identity and Access Management (IdAM) service (currently Active Directory (AD) synchronized with Azure Active Directory (AAD) to require multifactor authentication (MFA) for interactive privileged accounts authenticated across the network.  This is true regardless of the security zone from which the user is connect. 
USMA does not implement MFA for the majority of privileged service accounts in use on the WREN.  As a compensatory control, USMA requires 256-character passwords for service accounts.
USMA does not yet implement MFA for remote administrative connections to servers (real or virtual, on-premises or off-premises) over Remote Desktop Protocol (RDP) or Secure Shell (ssh). See also USMA’s POA&M for this control. 
USMA does implement MFA for remote administrative connections into M365 management resources (e.g., tenant management, Azure Virtual Machine management resources) in the managed zone.  The CTO and CISO review and document, monthly, any exceptions to this paragraph. 
USMA CIO and CISO have the authority to temporarily suspend access to privileged accounts while conducting fact findings as well as in response to directives from appropriate authorities.
[bookmark: 3.4.___IA-2(2)_Network_Access_to_Non-Pri][bookmark: _bookmark15][bookmark: IA2_2_NW_Access_to_NonPrivileged_Account][bookmark: _Toc96884174]IA-2(2) Network Access to Non-Privileged Accounts
USMA CIO/G6 configures the information system to implement multifactor authentication for network access to M365 hosted IdAM accounts for users labeled as ‘medium risk’ or higher by MS Azure Behavioral Analytics. Users labeled ‘high risk’ will receive a MFA challenge, and must also immediately change their password on their next login.
USMA CIO/G6 configures and allows userid and password for low-risk users to non-privileged accounts in the managed zone.  
Interactive users who are not in the US will have to use MFA to gain access to M365 resources.
USMA does not implement MFA for the majority of non-privileged service accounts in use on the WREN.  As a compensatory control, USMA requires 256-character passwords for service accounts.
USMA blocks high-risk, as determined by relevant ad appropriate authorities, users from access to networked resources that authenticate to the WREN IdAM.
[bookmark: 3.5.___IA-2(3)_Local_Access_to_Privilege][bookmark: _bookmark16][bookmark: _Toc96884175]IA-2(3) Local Access to Privileged Accounts
USMA does not configure information systems to use multifactor authentication for local access to privileged accounts in either security zone. 
As a compensatory control, USMA does not authorize local privileged accounts on servers and endpoints in the managed security zone with the exception of emergency accounts IAW para-IA-5 below.
[bookmark: 3.6.___IA-2(4)_Local_Access_to_Non-Privi][bookmark: _bookmark17][bookmark: _Toc96884176]IA-2(4) Local Access to Non-Privileged Accounts
USMA does not configure information systems to use multifactor authentication for local access to non-privileged accounts in either security zone. 
As a compensatory control, USMA does not authorize local non-privileged accounts on servers in the managed security zone.
[bookmark: 3.7.___IA-2(5)_Group_Authentication][bookmark: _bookmark18][bookmark: _Toc96884177]IA-2(5) Group Authentication
USMA does not configure the WREN IdAM to require user authentication with an individual authenticator when a group authenticator is employed.
As a compensatory controls:
USMA allows very few group authenticators and those require a mission imperative to create and maintain. The requests will pass through the MADs’ Chain of Command to the AODR for approval with advice from the CMC.
USMA requires group owners to review and validate, in writing, the continuing mission imperative (e.g., license shortfall) for a group authentication requirement. The reviews will pass through the MADs’ Chain of Command to the AODR for approval with advice from the CMC.
[bookmark: 3.8.___IA-2(8)_Network_Access_to_Privile][bookmark: _bookmark19][bookmark: _Toc96884178]IA-2(8) Network Access to Privileged Accounts - Replay Resistant
USMA CIO/G6 configures the information system to implement replay-resistant authentication mechanisms for network access to privileged accounts in the managed zone and for the managed infrastructure in the public zone.  
Configure information systems in compliance with applicable Security Technical Implementation Guide (STIG) and Security Requirement Guide (SRG) guidance.
[bookmark: 3.9.___IA-2(9)_Network_Access_to_Non-Pri][bookmark: _bookmark20][bookmark: _Toc96884179]IA-2(9) Network Access to Non-Privileged Accounts - Replay Resistant
USMA CIO/G6 configures the information system to implement replay-resistant authentication mechanisms for network access to non-privileged accounts in the managed zone and for the managed infrastructure in the public zone.
[bookmark: 3.10.___IA-2(11)_Remote_Access_-_Separat][bookmark: _bookmark21][bookmark: _Toc96884180]IA-2(10) Single Sign-On
The WREN provides a single sign-on capability for WREN, WREN managed system and other capabilities that support integration with WREN IdAM.  Single sign-on enables users to log in once and gain access to multiple information system resources.  The WREN did consider the operational efficiencies provided by single sign-on capabilities with the increased risk from disclosures of single authenticators that provide access to multiple system resources.
[bookmark: _Toc96884181]IA-2(11) Remote Access - Separate Device
USMA implements multifactor authentication for remote access to privileged and non-privileged accounts such that one of the factors is provided by a device separate from the system gaining access and the device meets. USMA, IAW NIST guidelines, does not support the use of SMS text messages as a valid form of MFA. 
[bookmark: 3.11.___IA-2(12)_Acceptance_of_PIV_Crede][bookmark: _bookmark22][bookmark: _Toc96884182]IA-2(12) Acceptance of PIV Credentials
USMA CIO/G6 does not configure the information system to accept and electronically verify Personal Identity Verification (PIV) and Common Access Card (CAC) credentials as one form of Multi-Factor Authentication (MFA), when supported.  
This remains a design goal for the WREN while being delayed to an indeterminate date for testing.
[bookmark: 3.12.___IA-3_Device_Identification_and_A][bookmark: _bookmark23][bookmark: _Toc96884183]IA-3 Device Identification and Authentication
USMA CIO/G6 configures the network infrastructure to identify and authenticate all managed zone devices and network-connected endpoint devices (including but not limited to workstations, printers, servers (outside a datacenter), Voice over Internet Protocol (VoIP) Phones, VTC CODECs) before establishing a local, remote, or network connection.  
USMA requires device registration in the public zone (see also USMA Policy 25-2-BYOD (Bring Your Own Device Policy) except for limited duration special events (e.g., academic conferences).
0. [bookmark: _Toc96884184]IA-3(1) Cryptographic Bidirectional Authentication
WREN authenticates all managed network-connected endpoint devices (including but not limited to workstations, printers, servers (outside a datacenter), VoIP Phones, VTC, and mobile devices) before establishing a local, remote, or network connection using bidirectional authentication that is cryptographically based.  Bidirectional authentication provides stronger safeguards to validate the identity of other devices for connections that are of greater risk (e.g., remote connections).  Devices in the public zone connect IAW USMA Policy 25-2-BYOD (Bring Your Own Device policy).
[bookmark: _Toc96884185]IA-3(4) Device Attestation
The WREN ensures that device identification and authentication based on attestation is handled by Cisco ISE and MS Intune.  Patches and updates to the device are also handled securely and at the same time do not disrupt the identification and authentication to other devices.
[bookmark: _IA-4_Identifier_Management][bookmark: IA4_IdentifierManagement][bookmark: _Toc96884186]IA-4 Identifier Management
A. [bookmark: _Hlk48914422]In accordance with (IAW) USMA Policy 25-2-AC (Access Control policy) and Appendix D, USMA CIO/G6 manages information system identifiers for the managed security zone by:
1. Receiving authorization to assign an individual, group, role, or device identifier via the change management process. See USMA Policy 25-2-CM (Configuration Management policy).
Selecting an identifier that identifies an individual, group, role, or device
Assigning the identifier to the intended individual, group, role, or device
Disabling the identifier USMA Policy 25-2-AC (Access Control policy) para 3-2 Account Management when appropriate
B. [bookmark: _Hlk9003083]User Principal Names (UPN) conforms to the following while noting that USMA does not support duplicate device, user, or group identifiers. 
1. Device Identifiers
For the WREN public zone, system owners/administrators will assign device identifiers for privately owned systems. 
Government-furnished equipment (GFE) will adhere to Appendix D for UPN naming conventions.
1. WREN User Identifiers will follow the format as shown below:
WREN user e-mail addresses (firstName.lastName@westpoint.edu)
WREN user e-mail display names (e.g., John Smith, [Military Rank Abbreviation or Civilian Professional Title {e.g., Dr., Instructor}, Civilian Salutation {Mr., Ms.}, [for cadets USMA adds the class year]
If a new user has the same first and last name as an existing user, then add a unique numeric identifier to their email address (e.g., John.Smith2). Increment the numeric value for additional current collisions.
Several examples are shown in the table below:
	Email Address
	Name

	Latisha.VonName@westpoint.edu
	VonName, Latisha LTC

	Suzy.Brown@westpoint.edu
	Brown, Suzy Dr.

	Latisha.VonName2@westpoint.edu
	VonName, Latisha, Instructor

	Latisha.VonName3@westpoint.edu
	VonName, Latisha Ms.

	John.Doe@westpoint.edu
	Doe, John CDT 2019

	Note:  USMA expects and authorizes reuse of first and last name identifiers as well as reuse of numeric identifiers when there is no current collision.  
Examples include:
John.Doe was a valid user and had a user identifier of John.Doe.  That user account caused the creation of John.Doe2.  John Doe has moved and is no longer a user within the USMA IdAM system while John.Doe2 remains an active and current user.  A third John Doe has arrived at the unit.  IdAM administrators may assign this user an identifier of John.Doe, thereby reusing John.Doe identifier as the Security Identifier (SID) is not identical.  
Jane Doe was a valid user and had a user identifier of Jane.Doe.  That user account caused the creation of Jane.Doe2.  There is also a Jane.Doe3. Jane.Doe and Jane.Doe2 are no longer users within the USMA IdAM system while Jane.Doe3 remains an active and current user.  A new Jane Doe has arrived at the USMA. IdAM administrators may assign this new user an identifier of Jane.Doe, thereby reusing Jane.Doe identifier.


WREN Guest User Identifiers
WREN Guest users, when appropriately authorized and sponsored by a MAD, receive access to a sub-set of WREN resources and capabilities. At the time of this publication’s release, that subset is: 
A userID with which to authenticate in the sub-domain guest.westpoint.edu.
Microsoft Teams via the web browser
When appropriate, the Academy Management System (AMS) e.g., guest lecturers, West Point medical community users who need access to the Cadet Injury Tracking System (CITS) module. 
And other such elements of the WREN as the AODR will authorize as part of the change management process and within the AODR’s delegated authorities.
MADs establish authorization and sponsorship by:
MAD’s DCOs entering data into the https://my.westpoint.edu website
The Guest users’ sponsor is listed as the Supervisor.
The sponsor of the account uses the electronic workflow to attest to the users’ need to access the WREN.  MADs, particularly academic departments, have the responsibility to ensure sponsor information stays current and does not refer to persons who are no longer assigned to USMA. 
USMA will expire Guest accounts no later than 12 months after creation or current expiration date. Expiration date extensions are acceptable and accomplished upon the sponsor submitting a trouble ticket to USMA CIO/G6 requesting a new expiration date not to exceed 12 months per request. 
Guest User Identifiers will derive from the email address with which the DCO originally registers the user (e.g., mail.mil users will generally have fName.mInitial.lName.[civ|mil|CTR]) followed by @guest.westpoint.edu, fellow researchers might use fInitial.lName@college.edu) 
USMA will resolve any identifier collisions by adding a unique numeric identifier to their email address (e.g., John.Smith2) and increment the numeric value for additional current collisions.
Guest User Display Names will append the word GUEST for all guest users (e.g., Doe, John B. Dr. GUEST)
MADs may change a guest user to a regular WREN user by submitting a trouble ticket to USMA CIO/G6 with the rationale for the change. 
WREN Group Identifiers will be IAW Appendix E.
Service Account identifiers will have three parts:
They will have a prefix of ‘svc’ and look like svc.xy.zzzzzzzz (e.g., svc.s6.accountname) 
The next two letters come from Appendix D and represent the MAD and Sub-MAD:
the first letter comes from table Key – Major Organizations. The example depicts USMA & Special Staff. 
the second letter comes from table Department Identifiers. The example depicts USMA CIO/G6.
The final portion is the actual account name.  It must be descriptive and contain no more than 13 characters.  
The entire service account name shall not be longer than 20 characters including the three dots.
Privileged Accounts will follow the regular user convention and receive a distinctive suffix from among the options below:
.la, local administrator, on a single server or small set of servers, but not ESB managed servers or services. 
.da, domain administrator
.sa, server administrator/special administrator
The CIO will document and publish the process by which MADs may nominate a user for a privilege account(s). 
Emeritus Accounts
The Faculty Program Coordinator on the USMA Dean's staff requests emeritus accounts through my.westpoint.edu.
Upon approval for Emeritus status, the following changes shall be made to accounts:
User Manager Group:  Dean Emeritus Professors User Managers
Job Title:  Remove current and list Emeritus
Employee Status:  Set to Emeritus
Supervisor:  Dr. Blair Niece, Faculty Program Coordinator/Dean’s staff
Expected USMA Departure:  1 year from Cyber Awareness Training Certification (annual requirement)
Department:  Dean
If a department wants the Emeritus individual to be included in their “.all distro”, add the department as an Org2 or Org3.
Field Force Representatives
Directorate of Admissions (DAD) will issue identifiers for Field Force representatives, as well as develop and publish the SOPs for controlling those accounts
DAD will, on order, provide such SOPs to auditors/reviewers.
Congressional Office Representatives
DAD will issue identifiers for Congressional Office representatives, as well as develop and publish the SOPs for controlling those accounts.
DAD will, on order, provide such SOPs to auditors/reviewers.
0. [bookmark: _Toc96884187]IA-4(4) Identify User Status
USMA documents and implements a process to manage individual identifiers by uniquely identifying each interactive and non-interactive account/user.  
[bookmark: 3.16.___IA-5_Authenticator_Management][bookmark: _bookmark27][bookmark: Authenticator_Mgmt]User identifiers will not use standard DoD conventions for identifying Contractors, DoD Civilians, and Foreign Nationals except on a by-exception basis. Differentiating by user type and user country-of-origin does not serve an Academy purpose that outweighs the desire to fully integrate all members of the USMA community. 
Supervisors may, through their respective chain of command, request the inclusion of this information in the display name and/or email should the supervisor and chain of command assess the need to do so. In this event, USMA will follow DoD and DA instructions on differentiating DoD Civilian(s) and/or Foreign Nationals (FN).
[bookmark: _Toc96884188]IA-5 Authenticator Management
User Authenticators are an important aspect of computer security.  
1. Authenticators for the WREN come in the form of userid + password/personal identification number (PIN) with multi-commercial token (e.g., Microsoft Authenticator Application, YubiKey), or other USMA approved authenticator(s)).  Use of the DoD Common Access Card (CAC) is not yet feasible on the WREN for authentication.
1. Users’ (e.g., employees, cadets, cadet candidates, contractors, guests) responsibilities include:
Taking the appropriate steps to generate and secure/safeguard their credentials.  This specific requirement is also reinforced in the WREN Acceptable Use Policies.
Immediately report any compromised authenticator lost, and/or damage to the chain of command and the IT chain of support (e.g., DCO/IT Professional staff, ISSO, ISSM or TA and LRA in the case of the ASCL). 
The revoking and reissue of the authenticator may be necessary.  New CACs have new expiration dates and other data necessary to protect the WREN: users with new CACs must coordinate with their IT support to input this data into the WREN.
Individuals will follow The USMA Policy 25-2-AC (Access Control policy) to reapply for the compromised, lost, and/or damaged GFE physical authenticator (e.g., CAC, GFE Phone, YubiKey).  
The user should reset logical authenticators (e.g., authenticator apps) within the WREN capability (e.g., O365, password reset, MFA reset).
The user can modify elements of their account profile (e.g., phone number, address, and others as approved by CIO/G6) as enabled through the my.westpoint.edu site/tool.
If using a stored password manager(s) (e.g., KeyPass, 1Password), the file(s)/data stores created/used by that manager must use National Institute of Standards and Technology (NIST) certified Advanced Encryption Standard (AES) or better encryption with at least a 128-bit key.
If using a "Remember Password" feature of an application(s), have high confidence the password datastore is protected with AES or better encryption with a key length of 128 bit or better. 
Users’ Supervisor, or Contracting Officer Representative, responsibilities include:
Notify the IT support channel (e.g., DCO, ITSB, Cyber security) when a user does not require access to the WREN, WREN systems/capabilities (e.g., Office 365), or WREN data. 
Ensure the user’s expiration date in my.westpoint.edu is set to the last day of their active status (e.g., terminal leave is still considered active status, 1st day of retirement is not active status).
Ensure the user’s ATCTS profile is inactivated. Users PCS’ing to a new duty station can have their new unit transfer their ATCTS profile to the new unit and activate their user profile.
USMA’s responsibilities include:
See also USMA Policy 25-2-AC (Access Control policy) for the process and documentation requirements for the secure distribution of government-issued authenticators. 
Manage and enforce requirements to change/refresh authenticators with the use of enforcement mechanisms.  Enforcement mechanisms include but are not limited to GPO, ACL, and AD, Network Access Control capabilities, and mobile device and application management capabilities. 
Validate and enforce IS authenticators for sufficient strength of mechanism and their intended use.  Enforcement mechanisms include but are not limited to Group Object Policies (GPO), Access Control List (ACL) and Active Directory (AD), Network Access Control capabilities, and mobile device/application management capabilities. 
For lost or stolen authenticators, the Information System Security Manager (ISSM) or the Unit/Installation Security Manager determines if a lost or stolen user’s authenticator requires an investigation.  Follow the ISSM or Security Manager's guidance if an investigation is necessary.
Protect unauthorized modification of IS authenticator’s IAW with STIGs and SRGs and managed with the use of the WREN ICAN capability.  
Terminate user access within one (1) day following notification that a user no longer requires access to any IS.  User account deactivation can be time and data sensitive, in which case, close coordination is necessary to ensure departing users do not degrade USMA data or WREN functions.
Immediately change any group account authenticators for which a departing individual had access.
Authenticator Characteristics
IdAM User Principal Names (UPN) will conform with naming conventions depicted in Para 3-4, IA-4. 
IdAM interactive user passwords, IAW NIST 800-63 Digital Identity Guidelines, will not expire if they meet password security controls (see NIST Special Publication 800-53A Rev 4).
Non-interactive user accounts (e.g., service accounts) are valid for a maximum of one year.
‘Break Glass’ / Emergency user accounts
The IdAM service/server and other USMA CIO/G6 identified services/servers must have only one account configured locally for an emergency. The username and password for the emergency account shall be contained within a sealed envelope and kept in a safe.  The interface provides console access on a networked device for password authentication for administrative access. Use of such local accounts, especially over the network, will trigger auditable events to ensure USMA can identify and remediate anomalous usage. 
Device owners/operators will change all default and/or manufacturer/vendor provided passwords on all networked devices prior to placing the device onto the WREN.
Remove, change, or disable all default, system, factory-installed, guest, function-key embedded, or maintenance accounts and passwords. 
When using Simple Network Management Protocol (SNMP), change the community strings from the standard defaults such as “public,” “private”, and “system.” The passwords for the changed community strings must be different from the passwords used to log in interactively.  Use a keyed hash where available (e.g., SNMPv3) with a secure cryptographic hash.
Network Administrators (NA) ensure that any network infrastructure (e.g., router, switch) password storage uses FIP 140-2 encryption for secure data at rest storage.  
The NA ensures the configuring of the Cisco Identity Service Engine (ISE)—the WREN’s Authentication, Authorization, and Account (AAA) service includes the use of tiered authorization groups for various levels of access.  
NA’s disable network device’s auxiliary interface unless connected to a secured modem providing encryption and authentication or another secure communications path.  The network device must require authentication prior to establishing a management connection for administrative access.  The NA ensures restricted access to network devices to authorized users with individual user IDs and passwords.
0. [bookmark: _Toc70339310][bookmark: _Toc70339447][bookmark: _Toc70339515][bookmark: _Toc70431450][bookmark: _Toc73713496][bookmark: _Toc74321562][bookmark: _Toc79068986][bookmark: _Toc70339311][bookmark: _Toc70339448][bookmark: _Toc70339516][bookmark: _Toc70431451][bookmark: _Toc73713497][bookmark: _Toc74321563][bookmark: _Toc79068987][bookmark: _Toc70339312][bookmark: _Toc70339449][bookmark: _Toc70339517][bookmark: _Toc70431452][bookmark: _Toc73713498][bookmark: _Toc74321564][bookmark: _Toc79068988][bookmark: _Toc70339313][bookmark: _Toc70339450][bookmark: _Toc70339518][bookmark: _Toc70431453][bookmark: _Toc73713499][bookmark: _Toc74321565][bookmark: _Toc79068989][bookmark: _Toc70339314][bookmark: _Toc70339451][bookmark: _Toc70339519][bookmark: _Toc70431454][bookmark: _Toc73713500][bookmark: _Toc74321566][bookmark: _Toc79068990][bookmark: _Toc70339315][bookmark: _Toc70339452][bookmark: _Toc70339520][bookmark: _Toc70431455][bookmark: _Toc73713501][bookmark: _Toc74321567][bookmark: _Toc79068991][bookmark: _Toc70339316][bookmark: _Toc70339453][bookmark: _Toc70339521][bookmark: _Toc70431456][bookmark: _Toc73713502][bookmark: _Toc74321568][bookmark: _Toc79068992][bookmark: _Toc70339317][bookmark: _Toc70339454][bookmark: _Toc70339522][bookmark: _Toc70431457][bookmark: _Toc73713503][bookmark: _Toc74321569][bookmark: _Toc79068993][bookmark: _Toc70339318][bookmark: _Toc70339455][bookmark: _Toc70339523][bookmark: _Toc70431458][bookmark: _Toc73713504][bookmark: _Toc74321570][bookmark: _Toc79068994][bookmark: _Toc70339319][bookmark: _Toc70339456][bookmark: _Toc70339524][bookmark: _Toc70431459][bookmark: _Toc73713505][bookmark: _Toc74321571][bookmark: _Toc79068995][bookmark: _Toc70339320][bookmark: _Toc70339457][bookmark: _Toc70339525][bookmark: _Toc70431460][bookmark: _Toc73713506][bookmark: _Toc74321572][bookmark: _Toc79068996][bookmark: _Toc70339321][bookmark: _Toc70339458][bookmark: _Toc70339526][bookmark: _Toc70431461][bookmark: _Toc73713507][bookmark: _Toc74321573][bookmark: _Toc79068997][bookmark: _Toc70339322][bookmark: _Toc70339459][bookmark: _Toc70339527][bookmark: _Toc70431462][bookmark: _Toc73713508][bookmark: _Toc74321574][bookmark: _Toc79068998][bookmark: _Toc70339323][bookmark: _Toc70339460][bookmark: _Toc70339528][bookmark: _Toc70431463][bookmark: _Toc73713509][bookmark: _Toc74321575][bookmark: _Toc79068999][bookmark: _Toc70339324][bookmark: _Toc70339461][bookmark: _Toc70339529][bookmark: _Toc70431464][bookmark: _Toc73713510][bookmark: _Toc74321576][bookmark: _Toc79069000][bookmark: _Toc70339325][bookmark: _Toc70339462][bookmark: _Toc70339530][bookmark: _Toc70431465][bookmark: _Toc73713511][bookmark: _Toc74321577][bookmark: _Toc79069001][bookmark: _Toc70339326][bookmark: _Toc70339463][bookmark: _Toc70339531][bookmark: _Toc70431466][bookmark: _Toc73713512][bookmark: _Toc74321578][bookmark: _Toc79069002][bookmark: _Toc70339327][bookmark: _Toc70339464][bookmark: _Toc70339532][bookmark: _Toc70431467][bookmark: _Toc73713513][bookmark: _Toc74321579][bookmark: _Toc79069003][bookmark: _Toc70339328][bookmark: _Toc70339465][bookmark: _Toc70339533][bookmark: _Toc70431468][bookmark: _Toc73713514][bookmark: _Toc74321580][bookmark: _Toc79069004][bookmark: _Toc70339329][bookmark: _Toc70339466][bookmark: _Toc70339534][bookmark: _Toc70431469][bookmark: _Toc73713515][bookmark: _Toc74321581][bookmark: _Toc79069005][bookmark: _Toc70339330][bookmark: _Toc70339467][bookmark: _Toc70339535][bookmark: _Toc70431470][bookmark: _Toc73713516][bookmark: _Toc74321582][bookmark: _Toc79069006][bookmark: _Toc70339331][bookmark: _Toc70339468][bookmark: _Toc70339536][bookmark: _Toc70431471][bookmark: _Toc73713517][bookmark: _Toc74321583][bookmark: _Toc79069007][bookmark: 3.17.___IA-5(1)_Password-Based_Authentic][bookmark: _bookmark28][bookmark: _Hlk94779913][bookmark: _Toc96884189]IA-5(1) Password-Based Authentication
WREN systems and applications that use password-based authentication for privileged and non-privileged users:
1. Stores and transmits only cryptographically protected passwords.
Enforces password minimum and maximum lifetime restrictions of, as supported by the device: minimum lifetime 24 hours, maximum lifetime IAW NIST 800-63 Digital Identity Guidelines for interactive users.  Passwords are case sensitive, must not contain spaces, and must be at least 15 characters long.  Passwords must contain upper-case and lower-case letters, numbers, and special characters.  For service accounts, WREN will cause passwords to expire once per year and will use password lengths of 256 characters.
Prohibits password reuse for, as supported by the device, a minimum of 5 generations.
Allows the use of a temporary password for system logins with an immediate change to a permanent password.
Enable exponential back off IAW USMA Policy 25-2-AC (Access Control policy) para 3-7 for failed log on attempts.
0. [bookmark: 3.18.___IA-5(2)_PKI-Based_Authentication][bookmark: _bookmark29][bookmark: _Toc96884190]IA-5(2) PKI-Based Authentication
USMA configures in the WREN managed zone to validate USMA-approved PKI credentials and to perform a revocation check using Certificate Revocation Lists (CRLs) published by the certificate issuer or Online Certificate Status Protocol (OCSP) services where supportable. 
WREN uses commercial certificates in support of network access control, mobile device/application management, and publicly releasable websites. 
WREN information systems must not have access to users’ private keys.  The cryptographic container (storing the private keys e.g., smart card or software module) implements access controls and protections to ensure that only the authorized user can activate the private key.  DoD users agree to protect their PKI credentials IAW the DD-2842 agreement executed for each credential.  Remind DoD users of these responsibilities in annual IA training.  Store the private key identifying the information system in a cryptographic container that is FIPS 140-2 validated.  Only authorized information system operators should have access to activation data (e.g., password or PIN) for the private key.
When WREN integrates DoD CAC/PIV credentials
1. USMA will configure ISs, as capable, to perform DoD PKI-based authentication in addition to WREN IdAM to map the authenticated PKI credential to a corresponding network or information system account or role IAW DoDI 8520.03 and applicable STIG/SRG guidance.  Users in the Managed zone may choose to authenticate within their DoD CAC/PIV as soon as WREN can support the choice. 
Configure ISs to locally cache revocation data to support path discovery and validation in case of inability to access revocation information via the network IAW applicable STIG or SRG guidance. The information system meets this requirement by locally caching CRLs, OCSP responses, or a combination thereof. Cached revocation data must include revocation information from all PKIs serving known or anticipated users of the information system.  Refresh cached data with a frequency shorter than the life of the data (e.g., if a CRL is valid for 7 days, retrieve a new CRL and cache more frequently than every 7 days) to ensure that cached data is valid and not expired.
0. [bookmark: 3.19.___IA-5(3)_In-Person_Or_Trusted_Thi][bookmark: _bookmark30][bookmark: _Toc96884191]IA-5(3) In-Person or Trusted Third-Party Registration
The DoD PKI RA/LRA Certification Practice Statement (CPS) defines the nomination process for DoD PKI RAs. The NSS PKI DoD Registration Practice Statement (RPS) defines the nomination process for NSS PKI RAs for DoD.  The DoD components are automatically compliant with this control (covered by the DoD PKI RA-LRA CPS and NSS PKI DoD RPS. Ref: DoD 800-53 v4.)
The DoD PKI CP defines the role and responsibilities of a DoD PKI Registration Authority (RA). The NSS PKI CP defines the role and responsibilities of an NSS PKI RA. The DoD PKI Certificate Policy (CP) defines DoD PKI subscribers (entities identified as the subject of PKI certificates) and the authentication requirements for issuance of credentials to subscribers. The NSS PKI CP defines NSS PKI subscribers and the authentication requirements for the issuance of credentials to subscribers.
The DoD PKI CP requires in-person authentication of DoD PKI applicants IAW each CMA’s CPS prior to issuance of credentials.  The NSS PKI CP requires in-person authentication of NSS PKI applicants by an RA or TA prior to the issuance of credentials.
[bookmark: 3.20.___IA-5(4)_Automated_Support_for_Pa][bookmark: _bookmark31][bookmark: _Toc96884192]IA-5(4) Automated Support for Password Strength Determination
The password complexity complies with the NIST 800-63 (see Appendix A – References).  Configure WREN IdAM to provide the automated validation to ensure that password strength and complexity meet the requirements for privileged and no-privileged accounts.
[bookmark: _Toc96884193]IA-5(5) Change Authenticators Prior to Delivery
The WREN requires developers/installers of WREN components to provide unique authenticators or change default authenticators prior to delivery/installation. Unnecessary accounts (default, guest accounts) should be removed, disabled, or otherwise secured.
[bookmark: _Toc96884194]IA-5(6) Protection of Authenticators
[bookmark: 3.21.___IA-5(7)_No_Embedded_Unencrypted_][bookmark: _bookmark32]USMA protects authenticators commensurate with the security category of the information to which use of the authenticator permits access. Specifically, it uses up to date Transport Layer Security (TLS) to establish secure web communications, and secure application development libraries to establish a secure application to database communications. Any passing of CUI data requires encryption in transit and encryption at rest.
[bookmark: _Toc96884195]IA-5(7) No Embedded Unencrypted Static Authenticators
USMA prohibits automated scripts or linkage capabilities, including, but not limited to, Web site links that embed both account and authentication within an unencrypted link.
WREN ensures unencrypted static authenticators are not stored on function keys or embedded in applications. 
[bookmark: 3.22.___IA-5(8)_Multiple_Information_Sys][bookmark: _bookmark33][bookmark: _Toc96884196]IA-5(8) Multiple Information System Accounts
Advise all WREN IS users and potential users not to use the same password for any two or more IS and/or applications and/or security domains and/or privilege levels.  See also para 3-5 references to password managers.
[bookmark: _Toc96884197]IA-5(9) Cross-Organization Credential Management
The WREN coordinates with external organizations for cross-organization management of credentials.  Cross-organization management of credentials provides the capability for organizations to appropriately authenticate individuals, groups, roles, or devices when conducting cross-organization activities involving the processing, storage, or transmission of information.  Controls for protecting the confidentiality of passwords include but are not limited to the following:  sharing of an ID or password is not allowed; generic user IDs and passwords should not be used, and passwords are changed periodically. For more detail see Section IA-5(1) in this policy which has all the requirements for passwords.
[bookmark: 3.23.___IA-5(11)_Hardware_Token-Based_Au][bookmark: _bookmark34][bookmark: _Toc96884198]IA-5(11) Hardware Token-Based Authentication
DoDI 8520.03 defines types of authentication credentials that are acceptable for authentication to different systems based on the systems’ information sensitivity levels and the users’ access environments.  The definitions for credential strengths D, E, and H found in DoDI 8520.03 Enclosure 3, Section 3 specifically deals with acceptable types of hardware PKI credentials.
WREN does not yet enable hardware token-based authentication to accept DoD-approved PKI credentials IAW DoDI 8520.02 and DoDI 8520.03.  DoD-approved PKI credentials include DoD PKI credentials, External Certification Authority (ECA) PKI credentials, and DoD-approved external PKI credentials.  
WREN is enabling commercial token-based authentication tokens (e.g., Microsoft Authenticator).  Users may choose among the WREN supported MFA.  
WREN deviates from DoDI 8520.02 and 8520.03 by supporting commercial hardware authentication tokens.
[bookmark: _Toc96884199]IA-5(12) Biometric Authentication
This control is not applicable as of the date of this publication.  It remains in the policy document to maintain traceability between the policy document and the Risk Management Framework. 
[bookmark: 3.24.___IA-5(13)_Expiration_Of_Cached_Au][bookmark: _bookmark35][bookmark: _Toc96884200]IA-5(13) Expiration of Cached Authenticators
WREN defines the time period to prohibit the use of cached authenticators.  USMA policy is to allow the caching of no more than two credentials on the local machine in the managed zone.  Once cached they do not expire. This complies with the General-Purpose OS STIG.
IdAM authentication tokens supported by MFA will be valid for up to 14 days.
[bookmark: 3.25.___IA-5(14)_Managing_Content_of_PKI][bookmark: _bookmark36][bookmark: _Toc96884201]IA-5(14) Managing Content of PKI Trust Stores
The IS establishes and manages cryptographic keys for required cryptography employed within the IS IAW the requirements for cryptographic key generation, distribution, storage, access, and destruction as defined in DoDI 8520.02 Public Key Infrastructure and Public Key Enabling and DoDI 8520.03 Identity Authentication for ISs.  
USMA also uses commercial cryptographic products from commercial certificate providers (e.g., GoDaddy.com) for certain specific websites.  All devices requiring secure communications using an approved protocol (e.g., SSL, TLS, etc.) will obtain their cryptography key through the established PKI Server Certificate Registration Process as described at https://nsc.2rcc.army.mil/services/popups/pkiInfo.jsp.  Require submission for all requests for the required key, through the WREN ISSM or appointed PKI-Equipment Delegated Agents.  
[bookmark: 3.26.___IA-6_Authenticator_Feedback][bookmark: _bookmark37][bookmark: _Toc96884202]IA-6 Authenticator Feedback
WREN has configured the information system to obscure feedback of authentication information during the authentication process to protect the information from possible exploitation/use by unauthorized individuals IAW applicable STIG or SRG guidance.
[bookmark: 3.27.___IA-7_Cryptographic_Module_Authen][bookmark: _bookmark38][bookmark: _Toc96884203]IA-7 Cryptographic Module Authentication
WREN implements mechanisms for authentication to a cryptographic module that meets FIPS 140-2.  This control follows the guidance in the DoD memorandum requiring TPM 3 July 2007 and NETCOM Technical Authority (TA) for Army End- User computing Environment 19 June 2012 in the managed zone.
[bookmark: 3.28.___IA-8_Identification_And_Authenti][bookmark: _bookmark39][bookmark: _Toc96884204]IA-8 Identification and Authentication (non-organizational users)
WREN Public zone supports conference, event, and sponsored guest accounts by providing, generally, DHCP and bandwidth.
Conference users must use a conference registration ID, event ID, or sponsor-generated ID as well as confirm device registration and access via a valid email address. 
1. These users must click to accept the DoD standard banner and USMA AUP.
Non-adherence to the USMA AUP will subject these users to loss of access to any portion of WREN
Sponsored Guests’ systems must comply with WREN security controls prior to connecting to the WREN resources (e.g., M365 applications).
0. [bookmark: 3.29.___IA-8(1)_Acceptance_of_PIV_Creden][bookmark: _bookmark40][bookmark: _Toc96884205]IA-8(1) Acceptance of PIV Credentials from Other Agencies
WREN does not support the use of PIV credentials from other agencies. This remains a design goal of the WREN without a testing or fielding date. 
USMA acknowledges this is contrary to DoDI 8520.02 and DoDI 8520.03.  
[bookmark: 3.30.___IA-8(2)_Acceptance_of_Third-Part][bookmark: _bookmark41][bookmark: _Toc96884206]IA-8(2) Acceptance of Third-Party Credentials
WREN does not support the Federal Identity Credential and Access Management (FICAM). 
[bookmark: 3.31.___IA-8(3)_Use_Of_FICAM-Approved_Pr][bookmark: _bookmark42]USMA will enroll and enable .edu common IdAM services (e.g., EduRoam) to enable collaboration and IdAM exchange with subscribers of such services.
[bookmark: _Toc96884207]IA-8(3) Use Of FICAM-Approved Products
WREN does not support the use of FICAM approved products as there are no Information Systems (IS) nor use cases that require FICAM use. If this becomes a requirement, WREN will use the FICAM testing program; GSA manages the Approved Product List (APL) to acquire hardware and software.
[bookmark: 3.32.___IA-8(4)_Use_Of_FICAM-Issued_Prof][bookmark: _bookmark43][bookmark: _Toc96884208]IA-8(4) Use Of FICAM-Issued Profiles
[bookmark: _Hlk10026416]FICAM use is currently not approved for WREN information systems.  If this becomes a requirement in the future, WREN employs FICAM-approved information system components to accept third-party credentials in information systems.  FICAM guidance is available at http://www.idmanagement.gov.
[bookmark: _Toc96884209]IA-8(5) Acceptance of PIV-1 Credentials
This control is not applicable as of the date of this publication.  It remains in the policy document to maintain traceability between the policy document and the Risk Management Framework.
[bookmark: _Toc96884210]IA-9 Service Identification and Authentication
The organization identifies and authenticates AMS, network access, O365, LMS, helpdesk, and other Security Assertion Markup Language (SAML) and non-SAML configured systems using multi-factor authentication.  Users are identified and authenticated through these logical access controls which established the validity of a user's claimed identity, typically during access to a system or application (e.g., login).  The WREN also identifies and authenticates specific devices using ISE and Intune before establishing a connection.  Device authentication uses these systems as an organizational authentication solution to identify and authenticate devices on local and wide area networks.
0. [bookmark: _Toc96884211]IA-9(1) Information Exchange
The WREN ensures that service providers receive, validate, and transmit identification and authentication information.  USMA utilizes service organizations, also referred to as Service Providers, to improve efficiency and standardize business operations.  Examples of commercial Service Providers include US Financial Institutions providing Point of Sale (POS) systems and the Cadet PAY /AMS management services for use on the W.REN.  Service Providers are responsible for describing their internal controls that may affect the WREN's control environment.
[bookmark: _Toc96884212]IA-10 Adaptive Identification and Authentication
It is required that individuals accessing the WREN employ MFA at all times including administrators and all users assessed as medium risk.  USMA CIO/G6 and the WREN CSSP documents/implements processes to monitor the enclave to detect attacks, suspicious behavior, and indicators of potential attacks.  Network Services Branch (NSB) monitors the enclave to detect unauthorized network connections via port security and other mechanisms.  NSB defines and documents the techniques and methods used to identify unauthorized use of the WREN.  For more detail see Section SI-4.
[bookmark: _elm000ca8][bookmark: _elm000ca7][bookmark: _Toc96884213]IA-11 Re-authentication
USMA configures systems so that users in the managed zone re-authenticate when required with session locks. The WREN also may require re-authentication of individuals and/or devices in other situations including, for example: when authenticators change, when roles change, when security categories of information systems change, when the execution of privileged functions occurs, after a fixed period of time, or periodically. 
This is related to control: AC-11.
[bookmark: _Toc96884214]User Naming Conventions
[bookmark: Appendix_A][bookmark: Appendix_A_References]See IA-4 Identifier Management

[bookmark: _TocAPPENDIXA][bookmark: _elm000ca9][bookmark: _TocAPPENDIXA_REFERENCES][bookmark: _Toc96884215]References
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Cybersecurity, 30 November 2021, available at
https://usarmywestpoint.sharepoint.com/:b:/r/sites/g5.publications/publications/USMA%2025-2%20Cybersecurity.pdf?csf=1&web=1&e=RBdTXE
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Access Control, 30 November 2021, available at https://usarmywestpoint.sharepoint.com/:b:/r/sites/g5.publications/publications/USMA%2025-2-AC.pdf?csf=1&web=1&e=0DXCU4
USMA Regulation 25-2-BYOD
Bring Your Own Device policy, 30 November 2021, available at https://usarmywestpoint.sharepoint.com/:b:/r/sites/g5.publications/publications/USMA%2025-2-BYOD.PDF?csf=1&web=1&e=4Fi6df
USMA Regulation 25-2-CM
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[bookmark: _elm000edf][bookmark: _elm00102f][bookmark: _TocSECTIONII_RELATEDPUBLICATIONS][bookmark: _Toc96884217]Related Publications
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Army Information Technology, 25 June 2013
AR 25 – 17
Army Information Technology 
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[bookmark: _Toc96884218]Acronyms
	Acronym
	Meaning

	ACL
	Access Control List

	AD
	Active Directory

	AES
	Advanced Encryption Standard

	AMS
	Academy Management System

	AO
	Authorizing Official

	AP
	Assessment Procedures

	APL
	Approved Product List

	ATCTS
	Army Training and Certification Tracking System

	CAC
	Common Access Card

	CIA
	Confidentiality, Integrity, and Availability

	CPS
	Certification Practice Statement

	CRL
	Certification Revocation List

	CS
	Cyber Security

	DCO
	Department Computer Officer

	DoD, DOD
	Department of Defense

	FICAM
	Federal Identity Credential and Access Management

	GPO
	Group Object Policies

	IA
	Identification and Authentication

	ICS
	Industrial Control Systems

	IS
	Information System

	IdAM
	Identity and Access Management

	ISE
	Identity Services Engine

	ISSM
	Information System Security Manager

	ISO
	Information Security Officer

	ISSO
	Information System Security Officer

	LACS
	Logical Access Control Systems

	LRA
	Local Registration Authority

	MADs
	Military Academy Directorates

	MFA
	Multi-Factor Authentication

	MOU
	Memorandum of Understanding

	MPD
	Military Personnel Division

	NA
	Network Administrator

	NIPRNet
	Non-classified Internet Protocol Router Network

	NIST
	National Institute of Standards and Technology

	NSS
	Network Operations Support System (also known as Remedy)

	OCSP
	Online Certificate Status Protocol

	OIDs
	Object Identifiers

	O&M
	Operations & Maintenance

	PDA
	Personal Digital Assistants

	PINs
	Personal Identification Numbers

	PIV
	Personal Identity Verification

	PK
	Public Key

	PKI
	Public Key Infrastructure

	POS
	Point of Sale

	RMF
	Risk Management Framework

	SA
	System Administrator

	SAML
	Security Assertion Markup Language

	SCADA
	Supervisory Control and Data Acquisition

	SID
	Security Identifier

	SNMP
	Simple Network Management Protocol

	SRG
	Security Requirements Guide

	STIG
	Security Technical Implementation Guides

	TA
	Trusted Agent

	TLS
	Transport Layer Security

	TSS
	Trusted Associate Sponsoring System

	USCC
	United States Corps of Cadets

	USMA
	United States Military Academy

	VoIP
	Voice over Internet Protocol 

	WREN
	West Point Research and Education Network




[bookmark: _Toc96884219]Definitions
See also NIST Computer Security Resource Center Glossary at https://csrc.nist.gov/Glossary/?term=3816 for definitions.
Terms not defined by NIST are below:


[bookmark: Appendix_D_Naming_Conventions][bookmark: _Toc34658607][bookmark: _Toc96884220]Device Naming Conventions
	Device Name
	Activity Code
	Computer Object Primary Function Code
	Custom Identifier (EX: ESB – see also Notes 1-4)

	
	
	
	Major Org 
(See Key)
	Dept Identifier
(Optional, MADs Create, See Key)
	Staff Org Identifier
(Optional, See Note 4)
	Unique Identifier
(Up to 1-4 alphanumeric characters
	Name
(Should be 15 characters)

	Lab Notebook
	WP
	LN
	H
	6
	ESB
	XXXX
	WPLNH6ESBXXXX

	Lab Workstation
	WP
	LW
	H
	6
	ESB
	XXXX
	WPLWH6ESBXXXX

	Lab Server
	WP
	LS
	H
	6
	ESB
	XXXX
	WPLSH6ESBXXXX

	Notebook
	WP
	NB
	H
	6
	ESB
	XXXX
	WPNBH6ESBXXXX

	Workstation 
	WP
	WK
	H
	6
	ESB
	XXXX
	WPWKH6ESBXXXX

	Application Server
	WP
	A0
	H
	6
	ESB
	XXXX
	WPA0H6ESBXXXX

	Domain Controller
	WP
	A1
	H
	6
	ESB
	XXXX
	WPA1H6ESBXXXX

	Cluster Server 
	WP
	A3
	H
	6
	ESB
	XXXX
	WPA3H6ESBXXXX

	Database Server
	WP
	A4
	H
	6
	ESB
	XXXX
	WPA4H6ESBXXXX

	DHCP Server
	WP
	A5
	H
	6
	ESB
	XXXX
	WPA5H6ESBXXXX

	DNS
	WP
	A6
	H
	6
	ESB
	XXXX
	WPA6H6ESBXXXX

	File Server
	WP
	A7
	H
	6
	ESB
	XXXX
	WPA7H6ESBXXXX

	Gateway/ Bridge Server
	WP
	A8
	H
	6
	ESB
	XXXX
	WPA8H6ESBXXXX

	Mail Server
	WP
	B1
	H
	6
	ESB
	XXXX
	WPB1H6ESBXXXX

	Remote Access Server
	WP
	B4
	H
	6
	ESB
	XXXX
	WPB4H6ESBXXXX

	System management server
	WP
	B7
	H
	6
	ESB
	XXXX
	WPB7H6ESBXXXX

	Transaction server
	WP
	B8
	H
	6
	ESB
	XXXX
	WPB8H6ESBXXXX

	Webserver
	WP
	C2
	H
	6
	ESB
	XXXX
	WPC2H6ESBXXXX

	Anti-Virus Server
	WP
	C3
	H
	6
	ESB
	XXXX
	WPC3H6ESBXXXX

	HTTP Virtual Server
	WP
	C6
	H
	6
	ESB
	XXXX
	WPC6H6ESBXXXX

	SMTP Virtual Server
	WP
	C7
	H
	6
	ESB
	XXXX
	WPC7H6ESBXXXX

	Windows
	WP
	D3
	H
	6
	ESB
	XXXX
	WPD3H6ESBXXXX

	Windows cluster
	WP
	K1
	H
	6
	ESB
	XXXX
	WPK1H6ESBXXXX

	SQL cluster
	WP
	K2
	H
	6
	ESB
	XXXX
	WPK2H6ESBXXXX

	-Microsoft Defender SuperAgent Distributed Repository
	WP
	K6
	H
	6
	ESB
	XXXX
	WPK6H6ESBXXXX

	VMware ESX server
	WP
	K8
	H
	6
	ESB
	XXXX
	WPK8H6ESBXXXX

	DFS Server
	WP
	DF
	H
	6
	ESB
	XXXX
	WPDFH6ESBXXXX

	Digital Sender
	WP
	DS
	H
	6
	ESB
	XXXX
	WPDSH6ESBXXXX

	Multi-function Copier
	WP
	MC
	H
	6
	ESB
	XXXX
	WPMCH6ESBXXXX


	Network Management Server
	WP
	NM
	H
	6
	ESB
	XXXX
	WPNMH6ESBXXXX

	Plotter
	WP
	PL
	H
	6
	ESB
	XXXX
	WPPLH6ESBXXXX

	Printer
	WP
	PR
	H
	6
	ESB
	XXXX
	WPPRH6ESBXXXX

	Print server
	WP
	PS
	H
	6
	ESB
	XXXX
	WPPSH6ESBXXXX

	Tablet PC
	WP
	TB
	H
	6
	ESB
	XXXX
	WPTBH6ESBXXXX

	Scanner
	WP
	SC
	H
	6
	ESB
	XXXX
	WPSCH6ESBXXXX

	Note 1: The final Name may be up to 15 characters long. USMA CIO/G6 recommends the use of leading zeros for unique numeric identifiers. Orgs can, for individual use terminals, incorporate the user's last names (without any spaces or special characters) as the unique identifier. 

	Note 2: The Computer Object Primary Function Codes are taken from the Army Enterprise Infrastructure (AEI) Naming Convention and Standards documents dated 24 Jan 2018. This list on this sheet is not the complete list of available Computer Object Primary Function Code and you may use any applicable and accurate Computer Object Primary Function Codes contained in Annex D of the AEI Document (dated 2014 or later). You may not use any Computer Object Primary Function Codes not taken from the AEI.
https://army.deps.mil/netcom/sites/ResourceCenter/Pages/cinamingconventions.aspx

	Note 3: No Special Characters

	Note 4: See Department and Staff Identifiers below. MADs determine these identifiers. May use extended Unique Identifier instead. ESB is used in the Staff Org Identifier column as an example.



Key
	Major Organizations (see also USMA Reg 10-1)

	Name
	Identifier

	Command Group & Superintendent's Staff
	H

	USMA & Special Staff
	S

	ACI
	C

	Band
	B

	Department of Admissions (DAD)
	O

	Office of the Dean
	D

	ODIA
	W

	USCC
	U

	USMAPS
	P

	OEMA (not IAW 10-1)
	O


Department Identifiers (unique within MADs, not unique across MADs)

	Department Identifiers for Command Group and Superintendent's Staff

	Name
	Identifier

	Command Group
	Q

	Chaplain
	C

	Inspector General
	I

	SJA
	S

	PAO
	P



	Department Identifiers for USMA and Special Staff

	Name
	Identifier

	G1
	1

	G3
	3

	G4
	4

	G5
	5

	CIO/G6
	6

	G8
	8

	DAA
	D

	ODIEO
	O

	HHC
	H

	Command Historian
	O

	Protocol
	P

	Safety Office
	S

	2nd Aviation (not IAW 10-1)
	2

	SHARP
	A

	Department Identifiers for USCC

	Name
	Identifier

	Commandant
	A

	DCA
	V

	DMI
	B

	DPE
	C



	Department Identifiers for USMAPS

	Name
	Identifier

	Staff and Faculty
	S

	Cadet Candidate
	C



	Department Identifiers for the Office of the Dean

	Name
	Identifier

	AARS
	2

	BSL
	L

	Center for Junior Officers (CJO)
	X

	Center for Teaching Excellence (CTE)
	T

	CEP
	Y

	CLS
	M

	CME
	I

	DEP
	C

	DFL
	G

	EECS
	D

	GENE
	B

	History
	K

	IETD/Vice Dean for Technology (?)
	Z

	Institute for Innovation and Development
	S

	International Intellectual Development Division
	V

	Law
	E

	Library
	U

	Math
	A

	Operations Branch
	Q

	PANE
	H

	Plans and Resources Division (PRD)
	R

	SE
	F

	SOSH
	J

	Vice Dean of Academic Affairs
	O

	Vice Dean Ops
	P

	Vice Dean Resources
	N

	West Point Writing Program
	W





[bookmark: _Toc96884221][bookmark: Appendix_E]Group, and Team Naming Conventions
Teams Naming Conventions:  The Microsoft Teams naming convention is shown below. Prepend the group name to the Team Name (e.g., CIO/G6 Cybersecurity, 2AVN Ops, DMI West Point Simulations Working Group, G1 USMA PERSTAT).
The list below is an extraction of the MADs from USMA Regulation 10-1:
	MAD
	Sub-MAD
	Team Prefix

	Command Group
	Superintendent
	SUPT

	Command Group
	Secretary of the General Staff
	SGS

	Superintendent’s Staff
	Chaplain
	CHAP

	Superintendent’s Staff
	Inspector General
	IG

	Superintendent’s Staff
	Public Affairs Office
	PAO

	Superintendent’s Staff
	Office of the Staff Judge Advocate
	SJA

	General Staff
	G1 Adjutant General
	G1

	General Staff
	G3 Operations Office
	G3

	General Staff
	G3/2d AVN
	2AVN

	General Staff
	G4 Logistics Office
	G4

	General Staff
	G5 Strategic Plans and Assessments
	G5

	General Staff
	G6 Information Office
	CIO/G6

	General Staff
	G8 Resource Management Directorate
	G8

	Special Staff
	Directorate of Academy Advancement
	DAA

	Special Staff
	Office of Diversity, Inclusion, and Equal Opportunity (ODIEO)
	DIV

	Special Staff
	Headquarters and Headquarters Company
	HHC

	Special Staff
	Protocol
	Protocol

	Special Staff
	Sexual Harassment/Assault Response and Prevention 
	SHARP

	Army Cyber Institute (ACI)
	
	ACI

	USMA Band
	
	Band

	Directorate of Admissions (DAD)
	
	DAD

	Dean
	Deans Staff
	

	Dean
	Academic Affairs & Registrar Services (AARS) Division
	AARS

	Dean
	Center for Enhanced Performance (CEP)
	CEP

	Dean
	Center for Junior Officers (CJO)
	CJO

	Dean
	Faculty Learning, Innovation, Collaboration, and Research (FLICR)
	FLICR

	Dean
	Library
	Library

	Dean
	Department of Behavioral Sciences and Leadership
	BSL

	Dean
	Department of Chemistry and Life Science
	CLS

	Dean
	Department of Civil and Mechanical Engineering
	CME

	Dean
	Department of Electrical Engineering and Computer Science
	EECS

	Dean
	Department of English and Philosophy
	DEP

	Dean
	Department of Foreign Languages
	DFL

	Dean
	Department of Geography and Environmental Engineering
	GENE

	Dean
	Department of History
	HIST

	Dean
	Department of Law
	LAW

	Dean
	Department of Mathematical Sciences
	MATH

	Dean
	Department of Physics and Nuclear Engineering
	PANE

	Dean
	Department of Social Sciences
	SOC

	Dean
	Department of Systems Engineering
	SE

	Dean
	Office of Economic and Manpower Analysis (OEMA)
	OEMA

	Office of the Department of Intercollegiate Athletics
	
	ODIA

	United States Corps of Cadets (USCC)
	Commandant’s Staff
	Comms Staff

	USCC
	Department of Military Instruction (DMI)
	DMI

	USCC
	Directorate of Cadet Activities (DCA)
	DCA

	USCC
	Physical Education and Athletics Department
	DPE

	USCC
	Cadets
	Cadets

	USMA Preparatory School (USMAPS)
	
	USMAPS

	Visitors Center
	
	Visitors Center





[bookmark: _Toc96884222]Diagrams
For the most current diagrams, refer to the G5 SharePoint site: https://usarmywestpoint.sharepoint.com/sites/g5.publications/Figures/Forms/AllItems.aspx 
Identification and Authentication Process Flows
[image: ]
[bookmark: _Toc96524639]Figure 1 - Non-Interactive, Non-Interactive Privileged, and Interactive User Process Flows
[image: ]
[bookmark: _Toc96524640]Figure 2 – Privileged User Identification and Authentication – Managed Zone Process Flow
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[bookmark: _Toc96524641]Figure 3 – User Identification and Authentication – Managed Zone Process Flow
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