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[bookmark: _Toc6825313][bookmark: _Toc6834597][bookmark: _Toc6837374][bookmark: _Toc96879162][bookmark: _Toc6834598][bookmark: _Toc6837375]Introduction
[bookmark: _Toc6834599][bookmark: _Toc6837376][bookmark: _Toc96879163]Purpose
[bookmark: _Toc6223399][bookmark: _Toc6825317][bookmark: _Toc6834600][bookmark: _Toc6837377]The purpose of this policy establishes the basis for implementing secure System and Services Acquisition (SA) practices for protecting information systems and data within the United States Military Academy (USMA) West Point Research and Education Network (WREN) and other USMA .edu networks as they come into existence.  The policy provides both generalized guidance as well as specific practices for the implementation of Systems and Services Acquisition. 
This policy adheres to the guidance identified within the NIST Special Publication 800-53A Rev 4 System and Services Acquisition family (see also https://nvd.nist.gov/800-53/Rev4/impact/moderate for the WREN Managed Zone and https://nvd.nist.gov/800-53/Rev4/impact/low for the WREN Public Zone).
The Information Technology Management Reform Act (ITMRA) (Division E), and the Federal Acquisition Reform Act (FARA) (Division D) signed into law as part of the National Defense Authorization Act for Fiscal Year 1996. The ITMRA and FARA designated the Clinger-Cohen Act of 1996 (CCA), encompassing both.  This is the first time in law that Chief Information Officers established in government agencies, along with listing their roles and responsibilities. In addition, the ITMRA directs Federal agencies to focus more on the results achieved through IT investments while streamlining the Federal IT procurement process.  Specifically, the ITMRA emphasizes rigor and structure in how agencies approach the selection and management of IT projects. FARA increases the discretion of contracting officers to promote efficient competition.  FARA also permits the use of Simplified Acquisition Procedures in the acquisition of commercial items up to $5 million.
[bookmark: _Toc96879164]Background
[bookmark: _Toc6223400]The USMA WREN, physically located at West Point, NY and logically in one or more cloud service providers, must maintain an Information Systems (ISs) environment which empowers USMA to continue its leadership as the premier leadership development institution in the world. USMA WREN will sustain and enhance the military and academic leadership opportunities for cadets, staff, faculty, visiting dignitaries, visiting and assigned foreign nationals (e.g., exchange faculty, exchange cadets, semester abroad faculty and cadets), and the general public (e.g., event attendees (e.g., conferences, forums, symposia) and sponsored guests (e.g., cadets’ parents, visiting researchers, visitors on official business).
[bookmark: _Toc6223403][bookmark: _Toc96879165]Applicability
The System and Services Acquisition policy applies to all USMA Military Academy Directorates (MADs) (see also USMA Regulation 10-1 Organizations and Functions), USMA WREN users and consumers of information systems resources connected directly or through a remote connection to the USMA WREN.  The policy supports the Risk Management Framework (RMF) through the application of System and Services Acquisition, Assessment Procedures (AP), and implementation of risk mitigation strategies for the protection of Confidentiality, Integrity and Availability (CIA).
[bookmark: _Toc96879166]Managed Zone Applicability to MADs
Substantial portions of this policy are written with an explicit focus on USMA CIO/G6 managed systems, services, and capabilities (e.g., the managed zone(s) and the public zone’s infrastructure).  Despite this explicit phrasing, the content of this policy is equally applicable to MADs that design, build, operate, maintain, and defend systems and capabilities hosted in the USMA managed zone(s).  The MADs so impacted will inherit the vast majority of RMF controls from the WREN. For those systems and capabilities that do not inherit specific controls, the MAD will develop, in coordination with USMA’s CIO, a memorandum of understanding (MOU) with the Authorizing Official (AO) (i.e., Superintendent), that enumerates and makes explicit the differentiated responsibilities between USMA CIO/G6 (the system owner of the WREN) and the MAD.  The MOU will address, minimally, maintainability, defensibility, sustainability, and severability. To minimize differentiated responsibilities, MADs should strongly consider tight coupling with the WREN and the capabilities it provides.
[bookmark: _Toc96879167]Public Zone Applicability to MADs
MADs that design, build, operate, maintain, and defend systems and capabilities in the public security zone accept complete responsibility for those systems and capabilities outside the formal RMF process as a function of USMA operating an .edu network enclave. 
[bookmark: _Toc96879168]Specialized Controls for Financial Management
See also the applicability questions of Figure 4 and Figure 5 of OSD Memorandum, “Enhanced Integration of Finance Management Requirements with the Risk Management Framework”, dated 21 April 2016 for determining applicability to specific systems. MADs have the affirmative obligation to coordinate with USMA CIO/G6 for technical implementation of these systems, their security, and satisfying RMF controls and Assessment Procedures applicable to these systems. Coordination will also include establishing operations and maintenance (O&M) and system life cycle responsibilities. 
An example of an organization using such a system is USMA G8’s / Cadet Treasurer and their use of software modules within the Academy Management System (AMS).
[bookmark: _Toc96879169]Specialized Controls for Facility Related Control Systems
MADs that design, build, operate, maintain, and defend facility related control systems have particular and specific controls that apply to those systems. MADs have the affirmative obligation to coordinate with USMA CIO/G6 for technical implementation of these systems as well as the coordination for the defense of these systems. 
Examples of such systems include outdoor lighting systems (e.g., United States Corps of Cadets’ (USCC) Outdoor Lighting Control System), Door Control Systems (e.g., presently Garrison hosts Velocity™ on NIPRNet, but future capabilities may move to WREN), and other forms of Industrial Control Systems (ICS)/Supervisory and Data Collection Acquisition (SCADA) systems (e.g., network enabled heating/air conditioning).
[bookmark: _Toc96879170]Roles and Responsibilities
See USMA Regulation 25-2 Cybersecurity Chapter 2 Roles and Responsibilities.
[bookmark: _Toc6834601][bookmark: _Toc6837378][bookmark: _Toc96879171][bookmark: _Toc6825321][bookmark: _Toc6834604][bookmark: Appendix_A][bookmark: _Toc6837381]System and Services Acquisition Policy
[bookmark: _Toc96879172]SA-1 System and Services Acquisition Policy and Procedures
[bookmark: _elm000ca8][bookmark: _elm000ca7]DoDD 5000.01 “The Defense Acquisition System”, DoDI 5000.02 “Operation of the Defense Acquisition System”, and DoDI 8580.1 “Information Assurance (IA) in the Defense Acquisition System” meet the DoD requirements for system and services acquisition policy and procedures that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance.  The policy and procedures are available to all USMA CIO/G6 personnel at the DoD Issuance website: http://www.dtic.mil/whs/directives/.
See also Information Technology Request SOP.
All Policies and Standard Operating Procedures (SOPs) are reviewed and revised on a yearly basis unless a more rapid revision is necessary. 
[bookmark: _Toc96879173]SA-2 Allocation of Resources
Develop USMA policies and procedures in coordination with the IT Strategy Committee. USMA CIO/G6 determines, documents, and allocates the resources (funding, staffing, etc.) required for the IT and Cybersecurity requirements to protect the information system or information system service as part of USMA’s planning, programming, and budget process (PPBE); and identifies and establishes an individual line item for cybersecurity requirements.
[bookmark: _Toc96879174]SA-3 System Development Life Cycle
A typical System Development Life Cycle (SDLC) includes five phases. Each phase includes a minimum set of security tasks needed to effectively incorporate security in the system development process. The five phases are:
Initiation Phase: During the initiation phase, express the need for a system and document the purpose of the system. 
Development/Acquisition Phase: During this phase, design, purchase, program, develop, or otherwise construct the system. 
Implementation/Assessment Phase: During this phase, install or field the system. 
Operation/Maintenance Phase:  During this phase, the system performs its work. Modify the system by the addition of hardware, software, and by numerous other events. 
Disposal Phase: During this phase, activities conducted ensure the orderly termination of the system, safeguarding vital system information, migrating data processed by the system to a new system, or preserving it in accordance with (IAW) applicable records management regulations and policies. 
The USMA WREN primarily uses Commercial Off The Shelf (COTS) software with the exception of the Academy Management System (AMS). The Software Engineering Branch (SEB) develops and maintains the AMS in support of the Academy Mission IAW their procedures. Any subordinate organization within the USMA WREN will develop and maintain their own procedures used to manage the software and SDLC. 
USMA CIO/G6 manages the WREN network and information system using organization defined SDLC that incorporates information security considerations. Any software development done within the AMS on the USMA WREN will adhere to all DISA STIGs and SRGs pertaining to software and application development as well as any STIGs and SRGs relevant to the application platform and operating system hosting the application. Request any exceptions via the WREN change control process and approve by the USMA WREN Change Management Council (CMC).
The USMA CIO/G6 CIO follows the SDLC processes identified in NIST.SP.800-160v1 – System Security Engineering SDLC, Chapter 3. This SDLC process provides: 
1. Insight into the major activities and milestones 
Decision points or control gates 
Specified outputs that provide vital information into system design. 
Project accomplishments 
System maintenance, security, and operational considerations. 
The USMA CIO/G6 Chief Information Security Officer (CISO) is the primary role responsible for ensuring implementation of the information system security throughout the WREN’s entire lifecycle. To assist in maintaining the proper security posture throughout the SDLC, the USMA CIO/G6 CISO assigns personnel to the following roles: 
1. Information System Security Officer (ISSO) 
1. System Administrator 
1. Network Administrator 
1. Personnel assigned to these roles will meet all security and training requirements identified in the 
USMA 25-2-AT (Awareness and Training policy).
[bookmark: _Toc96879175]SA-4 Acquisition Process
USMA CIO/G6 (and MADs as applicable) ensures that the acquisition documents for information systems, information system components, and information system services include, either explicitly or by reference, security requirements that describe required test and evaluation procedures; and required documentation. This includes the following requirements, 
1. Security functional requirements
1. Security strength requirements
1. Security assurance requirements
1. Security-related documentation requirements
1. Requirements for protecting security-related documentation.
1. Description of the information system development environment and the environment in which the system intended to operate.
1. Acceptance criteria
See also Information Technology Request SOP.
0. [bookmark: _Toc96879176]SA-4(1) Functional Properties of Security Controls
USMA requires the developer of the information system, system component, or information system service to provide a description of the functional properties of the security controls to be employed. DoDI 8510.01 “Risk Management Framework (RMF) for DoD Information Technology (IT)” system categorization meets the DoD requirement for providing a description of the functional properties of the security controls to be employed.
[bookmark: _Toc96879177]SA-4(2) Design / Implementation Information for Security Controls
[bookmark: _Hlk95916122]USMA requires the developer of the information system, system component, or information system service to provide design and implementation information for the security controls to be employed that includes one or more security-relevant external system interfaces, high-level design, low-level design, source code, or hardware schematics.  
[bookmark: _Toc96879178]SA-4(5) System / Component / Service Configurations
USMA requires the developers of the information system by the applicable requirements provided from DISA STIGs and SRGs. USMA performs monthly STIG and SRG checks to continue to monitor that the requirements are being maintained.
[bookmark: _Toc96879179]SA-4(7) NIAP-approved Protection Profiles
USMA prefers DoD and Army approved IA and IA-enabled IT products when requiring such products.  
USMA does and will continue to use non-NIAP products in support of .edu focused mission, primarily as the WREN is a Non-NSS enclave and NIAP is not required for such unclassified enclaves.  
USMA CIO/G6 will maintain a current inventory of authorized hardware and software products for the managed zone.
[bookmark: _Toc96879180]SA-4(9) Functions / Ports / Protocols / Services in Use
The organization requires the developer of the information system, system component, or information system service to identify early in the system development life cycle, the functions, ports, protocols, and services intended for organizational use.
[bookmark: _Toc96879181]SA-4(10) Use of Approved PIV Products
USMA CIO/G6 employs multiple forms of authentication tokens.  These include Microsoft MFA (Oauth tokens, code generator apps), and others as added to the baseline. 
The WREN does not yet support using DoD-approved Public Key Infrastructure (PKI) tokens for identity verification for DoD system non-WREN (e.g., the DoD Common Access Card (CAC)) though it remains a design goal for the WREN.
USMA WREN users continue to use DoD-approved Public Key Infrastructure (PKI) tokens for identity verification for no-WREN DOD systems (e.g., DoD and Service websites that use CAC’s to authenticate).
[bookmark: _Toc79160064][bookmark: _Toc79587080][bookmark: _Toc96879182]SA-5 Information System Documentation
MADs and System Owners will obtain administrator documentation for the information system, system component, or information system service that describes:
1. Secure configuration, installation, and operation of the system, component, or service
Effective use and maintenance of security functions/mechanisms
Known vulnerabilities regarding configuration and use of administrative (i.e., privileged) functions.
MADs and System Owners will obtain user documentation for the information system, system component, or information system service that describes:
1. User-accessible security functions/mechanisms and how to effectively use those security functions/mechanisms.
1. Methods for user interaction, which enable individuals to use the system, component, or service in a more secure manner.
1. User responsibilities in maintaining the security of the system, component, or service. In addition, USMA CIO/G6 will:
Document attempts to obtain information system, system component, or information system service documentation when such documentation is either unavailable or nonexistent and (Assignment: organization-defined actions) in response.
Protect documentation as required, IAW the risk management strategy.
Distribute documentation to the ISSO, CISO, and Security Controls Auditor (SCA)
USMA CIO/G6 will document the actions taken in response to obtaining unavailable or nonexistent documentation for information systems, system components, or information system service and take defined actions when such a situation arises. 
[bookmark: _Toc96879183]SA-8 Security Engineering Principles
USMA CIO/G6, based on academic/business requirements and risk assessment, applies information system security engineering principles in the specification, design, development, implementation, and modification of the WREN.  Apply security engineering principles primarily to new development information systems or systems undergoing major upgrades. 
For legacy systems, organizations apply security engineering principles to system upgrades and modifications to the extent feasible, given the current state of hardware, software, and firmware within those systems. Security engineering principles include, for example, developing layered protections; establishing sound security policy, architecture, and controls as the foundation for design; incorporating security requirements into the system development life cycle; ensuring that the system developers are trained on how to build secure software; tailoring security controls to meet organizational and operational needs; performing threat modeling to identify use cases, threat agents, attack vectors, and attack patterns; and compensating controls and design patterns needed to mitigate risk.
[bookmark: _Toc96879184]SA-9 External Information System Services
USMA CIO/G6 ensures that providers of external information services (e.g., Microsoft Office 365, Azure LMSs) comply with organizational information security requirements.  MADs must have approval from USMA CIO/G6 prior to purchasing external IS Systems and/or services.
0. [bookmark: _Toc96879185]SA-9(1) Risk Assessments / Operational Approvals
Refer to SA-9 in this policy.
0. [bookmark: _Toc96879186]SA-9(2) Identification of Functions / Ports / Protocols / Services
USMA CIO/G6 requires providers of USMA CIO/G6 organization-defined external information system services to identify the functions, ports, protocols, and other services required for the use of such services. The Network Services Branch (NSB) maintains the baseline and Cyber assesses on a recurring and ad hoc basis.
[bookmark: _Toc96879187]SA-9(3) Establish / Maintain Trust Relationship with Providers
USMA CIO/G6 contracts with outside vendors for system and cloud-based services who are Federal Risk and Authorization Management Program (FedRAMP), ISO 2 7001, SOC E Type certified.  USMA accepts that such certified vendors are compliant with their respective information security requirements.
[bookmark: _Toc96879188]SA-9(4) Consistent Interests of Consumers and Providers
USMA CIO/G6 uses external service providers that coincide with the interests of USMA and the DoD.  This includes the use of vendors and capabilities not located in the United States, subject to security and legal review and the ITR process. 
[bookmark: _Toc96879189]SA-9(5) Processing Storage and Service Locations
Refer to SA-9(3) and SA-9(4) in this policy.
[bookmark: _Toc96879190]SA-10 Developer Configuration Management
USMA business application and code developers/integrators (e.g., Software Engineering Branch, others that develop business code/scripts, excluding cadets and faculty in their educator roles) shall:
1. Perform configuration management during information system design, development, implementation, and testing and deploy to operations. 
1. Manage and control changes to the information system.
1. Deploy only tested and organization-approved (e.g., via Change Management Council (CMC)) changes
1. Document approved changes to the information system
1. Track security flaws and flaw resolution
1. On order, provide the documentation referenced above to internal and external security auditors.
0. [bookmark: _Toc96879191]SA-10(1) Software / Firmware Integrity Verification
USMA CIO/G6 requires USMA-internal developers of information system(s), or information system service(s) to enable integrity verification of software and firmware components within the managed zone.
CIO/G6 requires MADs’ system owners to use integrity verification checks for software and firmware components within the managed zone.
[bookmark: _Toc96879192]SA-10(4) Trusted Generation
Refer to SA-3 in this policy and the WREN Student Information System (SIS) for SDLC methodologies and procedures used by the system developers for continuous monitoring and comparing generated versions of source and object code to previous versions.  The WREN SIS includes the Cadet Treasurer Modules.
[bookmark: _Toc96879193]SA-10(5) Mapping Integrity For Version Control
Refer to USMA 25-2-CM (Configuration Management policy).
[bookmark: _Toc96879194]SA-10(6) Trusted Distribution
Refer to USMA 25-2-CM (Configuration Management policy).
[bookmark: _Toc96879195]SA-11 Developer Security Testing and Evaluation
USMA application and code developers/integrators (e.g., Software Engineering Branch, others that develop business code/scripts, excluding cadets and faculty in their educator roles) shall:
1. Create and implement a security test and evaluation plan for development products. 
1. Implement a verifiable flaw remediation process to correct weaknesses and deficiencies identified during the security testing and evaluation process. 
1. Document the results of the security testing/evaluation and flaw remediation processes.
1. On order, provide the documents/documentation referenced above to internal and external security auditors.
0. [bookmark: _Toc96879196]SA-11(1) Static Code Analysis
USMA application and code developers/integrators employ static code analysis tools (e.g., Burp Suite, RMF toolkit) to identify common flaws and document the results of the analysis.  Refer to the WREN SIS and the SEB Application Development SOP for more information.
0. [bookmark: _Toc96879197]SA-11(2) Threat and Vulnerability Analysis
Refer to the WREN SIS, SEB Application Development Security SOP, and USMA 25-2-CM (Configuration Management policy) for more information.
[bookmark: _Toc96879198]SA-11(3) Independent Verification Of Assessment Plans / Evidence
Refer SA-12 in this policy.
[bookmark: _Toc96879199]SA-11(4) Manual Code Reviews
[bookmark: _Hlk95389559]USMA CIO/G6 requires the developer of the Academy Management System (AMS) to perform manual code reviews of the AMS System.  Refer to the  WREN SIS and the SEB Application Development Security SOP for more information.
[bookmark: _Toc96879200]SA-11(5) Penetration Testing and Analysis
[bookmark: _Hlk95918191]USMA CIO/G6 participate in tabletop exercises and perform pen testing and vulnerability assessments established in the Hack the Army and Vulnerability Disclosure Program (VDP).  Results of the testing are reviewed, and lessons learned help construct the updating to pertinent documentation and SOPs.  Vulnerabilities are addressed through helpdesk tickets to mitigate and remediate all discovered vulnerabilities during the exercise.  
[bookmark: _Toc96879201]SA-11(6) Attack Surface Reviews
Attack surfaces of information systems are exposed areas that make those systems more vulnerable to cyber-attacks.  CIO/G6 requires SEB to perform attack surface reviews.  Refer to the WREN SIS and the SEB Application Development Security SOP for more information.
[bookmark: _Toc96879202]SA-11(7) Verify Scope Of Testing / Evaluation
Refer to USMA 25-2-CM (Configuration Management policy).
[bookmark: _Toc96879203]SA-11(8) Dynamic Code Analysis
Refer to SA-11(6) in this policy.
[bookmark: _Toc96879204]SA-12 Supply Chain Protection
USMA WREN is not classified as a national security system or a covered system.  USMA conducts its supply chain risk management using its Information Technology Request (ITR) SOP.  USMA Also adheres to DoD and DA prohibited vendor lists as part of its adherence to the Defense Federal Acquisition Regulation Supplement (DFAR) (e.g., Subpart 225.7 Prohibited Sources).  USMA also incorporates the experience of contracting subject matter experts (SMEs) at the local Contracting Office and Army Contracting Command-Rock Island (ACC-RI)  See Information Technology Request SOP.
0. [bookmark: _Toc96879205]SA-12(1) Acquisition Strategies / Tools / Methods
Refer to SA-12 in this policy.
[bookmark: _Toc96879206]SA-12(2) Supplier Reviews
Refer to SA-12 in this policy.
[bookmark: _Toc96879207]SA-12(7) Assessments Prior To Selection / Acceptance / Update
Refer to SA-12 in this policy.
[bookmark: _Toc96879208]SA-12(10) Validate As Genuine And Not Altered
Refer to SA-12 in this policy.
[bookmark: _Toc96879209]SA-12(12) Inter-organizational Agreements
Refer to SA-12 in this policy.
[bookmark: _Toc96879210]SA-12(14) Identity and Traceability
Refer to SA-12 in this policy.
[bookmark: _Toc96879211]SA-12(15) Processes To Address Weaknesses Or Deficiencies
Refer to SA-12 in this policy.
[bookmark: _Toc96879212]SA-13 Trustworthiness
USMA WREN is not classified as a national security system or a covered system.  USMA conducts its supply chain risk management using its Information Technology Request SOP.  USMA also adheres to DoD and DA prohibited vendor lists as part of its adherence to the DFAR (e.g., Subpart 225.7 Prohibited Sources).  
USMA also incorporates the experience of contracting subject matter experts (SMEs) at the local contracting office and Army Contracting Command-Rock Island (ACC-RI).  See Information Technology Request SOP.
[bookmark: _Toc96879213]SA-14 Criticality Analysis
Refer to SA-12 and SA-13 in this policy.
[bookmark: _Toc96879214]SA-15 Development Process, Standards, and Tools
[bookmark: _Hlk95235481]USMA application and code developers/integrators (e.g., Software Engineering Branch, others that develop business code/scripts, excluding cadets and faculty in their educator roles), shall develop and follow a documented development process that includes:
1. Programming languages and style guides in use for the project
1. Chosen and implemented standards (e.g., Secure System Development Life Cycle (SSDLC) Standards)
1. Explicitly addresses security requirements.
1. Identifies the standards and tools used in the development process.
1. Document the specific tool options and tool configurations used in the development process.
1. Document, manage, and ensure the integrity of changes to the process and/or tools used in the development. 
1. Review the development process, standards, tools, and tool options/configurations on a periodic basis.
1. On order, provide the documents/documentation referenced above to internal and external security auditors. 
The organization requires the developer of the information system, system component, or information system service to follow a documented development process.
0. [bookmark: _Toc96879215]SA-15(1) Quality Metrics
[bookmark: _Hlk95384953]USMA CIO/G6 SEB is required to define quality metrics when starting the development process and to have meetings to address continuing to maintain the quality metrics the developers are to adhere to.  Refer to the SIS and the SEB Application Development Security SOP for more information.
[bookmark: _Toc96879216]SA-15(2) Security Tracking Tools
[bookmark: _Toc96879217]USMA CIO/G6 SEB selects and deploys tracking tools associated with the system development process.  Refer to the SEB Application Development Security SOP which details the tracking tools utilized.
SA-15(3) Criticality Analysis
Refer to SA-12 and SA-13 in this policy.
[bookmark: _Toc96879218]SA-15(4) Threat Modeling / Vulnerability Analysis
USMA requires vulnerability analysis for the WREN.  USMA is utilizing C5ISR as their CSSP performing ACAS scans weekly. Information reports are passed on to the USMA CIO/G6 Cyber team for further analysis and vulnerability remediation.
[bookmark: _Toc96879219]SA-15(5) Attack Surface Reduction
USMA CIO/G6 requires the developer of the information system to reduce attack surfaces on the WREN. Using enterprise tools and the application of configuration settings USMA CIO/G6 ensures network infrastructure devices, application servers, and services use specific Ports, Protocols, and Services (PPS) in the WREN Managed zone.
[bookmark: _Toc96879220]SA-15(6) Continuous Improvement
Refer to SA-15(2) in this policy.
[bookmark: _Toc96879221]SA-15(9) Use of Live Data
USMA application and code developers/integrators (e.g., Software Engineering Branch, others that develop business code/scripts, excluding cadets and faculty in their educator roles), shall not use live data (e.g., Personally Identifiable Information (PII) of actual persons, actual sensitive data of other varieties) during development without explicit authorization from the information owner, the CISO, or the AODR. 
The transition from test data to live data is a controlled event, with security applied to protect the live data as if the system were in production use.
[bookmark: _Toc96879222]SA-15(10) Incident Response Plan
Refer to the USMA CIO/G6 Incident Response Plan.
[bookmark: _Toc96879223]SA-15(11) Archive Information System / Component
Refer to the  WREN SIS and the SEB Application Development Security SOP for more information.
[bookmark: _Toc79160075][bookmark: _Toc79587091][bookmark: _Toc96879224]SA-16 Developer-provided Training
Refer to USMA 25-2-AT (Awareness and Training policy) for user training.  USMA CIO/G6 developers are required to take additional training for their required positions. Additional training is provided through O'Reilly, Udemy, and Learning Tree for all developers.  USMA CIO/G6 SEB Chief is responsible for recording and tracking all CIO/G6 SEB developers annually and recording additional training under the user’s record in ATCTS.
[bookmark: _Toc96879225]SA-17 Developer Security Architecture and Design 
The organization requires the developer of the information system, system component, or information system service to produce a design specification and security architecture that: 
1. Is consistent with and supportive of USMA CIO/G6 security architecture established within and is an integrated part of the organization's enterprise architecture.
1. Accurately and completely describes the required security functionality and the allocation of security controls among physical and logical components.
1. Expresses how individual security functions, mechanisms, and services work together to provide required security capabilities and a unified approach to protection.
0. [bookmark: _Toc96879226]SA-17(1) Formal Policy Module
USMA application and code developers/integrators use a formal policy model for Web Applications and design The formal policy model will need to:
1. Produce, as a part of the development process, a formal policy model while adhering to the USMA Regulation 25-2 Cybersecurity.
1. Prove the web application formal policy model is internally consistent adhering to the USMA Regulation 25-2 Cybersecurity when the model is implemented.
[bookmark: _Toc96879227]SA-17(2) Security-relevant Components
Refer to SA-5 in this policy.
[bookmark: _Toc96879228]SA-17(7) Structure For Least Privilege
The least privilege is the practice of restricting a user’s account’s access, or the type of access, to the minimum necessary to perform their job.  Allowing users administrative privileges over information systems outside their appointed duties would enable unauthorized changes to systems that could weaken the site’s security posture.  CISO and CTO conduct and document a quarterly review of accounts in USMA IdAM to assist the enforcement of this policy.
[bookmark: _Toc96879229]SA-18 Tamper Resistance and Detection
USMA CIO/G6 has imposed the following mitigations for tamper resistance and detection:
1. Firewalls on the border only allow specific traffic onto the WREN from outside.
Multifactor authentication for users gaining access to the WREN.
Isolating high priority systems through network segmentation
Only administrative users have access to high-priority systems through System Administrator (SA) accounts.
Policy and procedure of assigning least privilege access and permissions to users.
Monitoring of the enclave using ACAS scans, manual STIG checks, and system and application log monitoring.
[bookmark: _Toc96879230]SA-19 Component Authenticity
The organization: 
1. Develops and implements anti-counterfeit policy and procedures that include the means to detect and prevent counterfeit components from entering the information system; and
1. Reports counterfeit information system components to (one or more) source of counterfeit component, USMA CIO/G6 defined external reporting organizations and personnel or roles.
USMA CIO/G6 also adheres to the NETCOM, 7th SC (T), and 93d Sig Bde policy and procedures for system and services acquisition; protects against supply chain threats to the information system, system component, or information system service by employing measures of protection IAW DoDI 5200.44, "Protection of Mission Critical Functions to achieve TSN as part of a comprehensive, defense-in-breadth information security strategy. USMA CIO/G6 uses only DoD/Army approved COTS hardware and software and GOTS software.  
To prevent the use of counterfeit components, the use of unauthorized hardware and software is strictly prohibited.  Counterfeit information system components reported through command channels to the ISSO/CISO/PM and to USCYBERCOM. 
[bookmark: _Toc96879231]SA-21 Developer Screening
The organization requires that the developer of systems containing PII: 
1. Have appropriate access authorizations as determined by the assigned contracting officer and contracting officer representative, in consultation with the USMA privacy office.
1. Satisfy USMA CIO/G6 defined personnel screening criteria commensurate with increasing level of risk and responsibility for access to, or use of, different levels of PII.
0. [bookmark: _Toc96879232]SA-21(1) Validation of Screening
USMA CIO/G6 system developers are required to adhere to the required access authorizations and screening criteria for permissions and rights to USMA CIO/G6 WREN systems.  Those requirements include:
1. Sufficient background checks and clearances
1. Acknowledgment and signature on all confidentiality and connectivity agreements
1. Acknowledgment of security roles and responsibilities to keep USMA CIO/G6 system and data secure
1. Completion of security awareness training
1. Acknowledgment and completion of all Access Request forms (e.g., DD2875)
[bookmark: _Toc96879233]SA-22 Unsupported System Components
USMA CIO/G6 and MADs’ software developers of capabilities operated in the managed zone will not use outdated frameworks and/or software libraries without going through the Change Management Council (CMC) process and gaining AODR permission.  
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[bookmark: _Toc96879237]Acronyms
	Acronym
	Definition

	AMS
	Army Management System

	AO
	Authorizing Official

	AP
	Assessment Procedures

	AR
	Army Regulation

	ASCL
	Alternative Smart Card Logon

	CAC
	Common Access Card

	CAPR 
	Fort Drum Capability Request

	CCA
	Clinger-Cohen Act of 1996

	CIA
	Confidentiality, Integrity and Availability

	CISO
	Chief Information Security Officer

	CMC
	Change Management Council

	ACC-RI
	Contracting Command-Rock Island

	COTS IT
	Commercial Off-The-Shelf Information Technology

	DFAR
	Defense Federal Acquisition Regulation Supplement

	DoD, DOD
	Department of Defense

	DODD
	DOD Directive

	DODI
	Department of Defense Instructions

	FARA
	Federal Acquisition Reform Act

	GOTS
	Government Off-The-Shelf

	IA
	Information Assurance

	ICS
	Industrial Control Systems

	IS
	Information System

	ISSM
	Information System Security Manager

	ISSO
	Information System Security Officer

	IT
	Information Technology

	ITMRA
	Information Technology Management Reform Act

	ITR
	Information Technology Request

	MADs
	Military Academy Directorates 

	MOU
	Memorandum of Understanding

	NIPRNet
	Non-classified Internet Protocol Router Network

	NIST
	National Institute of Standards and Technology 

	NSB
	Network Services Branch

	PII
	Personally Identifiable Information

	PKI
	Public Key Infrastructure

	PM
	Program Manager

	PPBE
	Planning, Programming, and Budget Process

	RMF
	Risk Management Framework

	SA
	System and Services Acquisition policy

	SA
	System Administrator (account)

	SCA
	Security Controls Auditor

	SCADA
	Supervisory Control and Data Acquisition

	SDLC
	System Development Life Cycle

	SEB
	Software Engineering Branch

	SIS
	Student Information System

	SOP
	Standard Operating Procedure

	SP
	Special Publication

	SSDLC
	Secure System Development Life Cycle

	TSN
	Trusted Systems and Networks

	USCC
	United States Corps of Cadets

	USMA
	United States Military Academy

	VDP
	Vulnerability Disclosure Program

	WREN
	West Point Research and Education Network


[bookmark: _TocAPPENDIXA][bookmark: _elm000ca9][bookmark: _TocAPPENDIXA_REFERENCES]

[bookmark: _Toc96879238]Definitions
See also NIST Computer Security Resource Center Glossary at https://csrc.nist.gov/Glossary/?term=3816 for definitions. 
Terms not defined by National Institute of Standards and Technology (NIST) are below:


[bookmark: Appendix_D_ITR_SOP][bookmark: _Toc96879239]Information Technology Request SOP
The Information Technology Request (ITR) SOP is reviewed annually and available at https://usarmywestpoint.sharepoint.com/sites/g6.itr/SitePages/Home.aspx
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