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[bookmark: _Toc6834598][bookmark: _Toc6837375][bookmark: _Toc96876603]Introduction
[bookmark: _Toc6223399][bookmark: _Toc96876604]Purpose
The purpose of this policy establishes the basis for implementing secure Risk Assessments (RA) practices for protecting information systems and data within the United States Military Academy (USMA) West Point Research and Education Network (WREN) and other USMA .edu networks as they come into existence.  The policy provides both generalized guidance as well as specific practices for the implementation of Risk Assessment.  
[bookmark: _Hlk11397465][bookmark: _Toc9410457]This policy adheres to the guidance identified within the NIST Special Publication 800-53A Rev 4 Risk Assessment family (see also https://nvd.nist.gov/800-53/Rev4/impact/moderate for the WREN Managed Zone and https://nvd.nist.gov/800-53/Rev4/impact/low for the WREN Public Zone).
[bookmark: _Toc96876605]Background
[bookmark: _Toc6223400]The USMA WREN, physically located at West Point, NY and logically in one or more cloud service providers, must maintain an Information Systems (IS) environment which empowers USMA to continue its leadership as the premier leader development institution in the world.  USMA WREN will sustain and enhance the military and academic leadership opportunities for cadets, staff, faculty, visiting dignitaries, visiting and assigned foreign nationals (e.g., exchange faculty, exchange cadets, semester abroad faculty and cadets), and the public (e.g., event attendees (e.g., conferences, forums, symposia) and sponsored guests (e.g., cadets’ parents, visiting researchers, visitors on official business).
[bookmark: _Toc6223403][bookmark: _Toc9410458][bookmark: _Toc96876606]Applicability
The Risk Assessment policy applies to all USMA Military Academy Directorates (MADs) (see also USMA Regulation 10-1 Organizations and Functions), WREN users and consumers of information systems resources connected directly or through a remote connection to the WREN.  The policy supports the Risk Management Framework (RMF) through the application of Risk Assessment - Assessment Procedures (AP) and implementation of risk mitigation strategies for the protection of Confidentiality, Integrity, and Availability (CIA).
[bookmark: _Toc96876607]Managed Zone Applicability for MADs
Substantial portions of this policy are written with an explicit focus on USMA CIO/G6 managed systems, services, and capabilities (e.g., the managed zone(s) and the public zone’s infrastructure).  Despite this explicit phrasing, the content of this policy is equally applicable to MADs that design, build, operate, maintain, and defend systems and capabilities hosted in the USMA managed zone(s). The MADs so impacted will inherit the vast majority of RMF controls from the WREN. For those systems and capabilities that do not inherit specific controls, the MAD will develop, in coordination with USMA’s CIO, a memorandum of understanding (MOU) with the Authorizing Official (AO) (i.e., Superintendent), that enumerates and makes explicit the differentiated responsibilities between USMA CIO/G6 (the system owner of the WREN) and the MAD. The MOU will address, minimally, maintainability, defensibility, sustainability, and severability. To minimize differentiated responsibilities, MADs should strongly consider tight coupling with the WREN and the capabilities it provides.
[bookmark: _Toc96876608]Public Zone Applicability for MADs
MADs that design, build, operate, maintain, and defend systems and capabilities in the public security zone accept complete responsibility for those systems and capabilities outside the formal RMF process as a function of USMA operating an .edu network enclave. 
[bookmark: _Toc96876609]Specialized Controls for Financial Management
See also the applicability questions of Figure 4 and Figure 5 of OSD Memorandum, “Enhanced Integration of Finance Management Requirements with the Risk Management Framework”, dated 21 April 2016 for determining applicability to specific systems. MADs have the affirmative obligation to coordinate with USMA CIO/G6 for technical implementation of these systems, their security, and satisfying RMF controls and Assessment Procedures applicable to these systems. Coordination will also include establishing operations and maintenance (O&M) and system life cycle responsibilities.
An example of an organization using such a system is USMA G8’s / Cadet Treasurer and their use of software modules within the Academy Management System (AMS).
[bookmark: _Toc96876610]Specialized Controls for Financial Management
MADs that design, build, operate, maintain, and defend facility related control systems have particular and specific controls that apply to those systems. MADs have the affirmative obligation to coordinate with USMA CIO/G6 for technical implementation of these systems as well as the coordination for the defense of these systems. 
Examples of such systems include outdoor lighting systems (e.g., United States Corps of Cadets’ (USCC) Outdoor Lighting Control System), Door Control Systems (e.g., presently Garrison hosts Velocity™ on NIPRNet, but future capabilities may move to WREN), and other forms of Industrial Control Systems (ICS)/Supervisory and Data Collection Acquisition (SCADA) systems (e.g., network enabled heating/air conditioning).
[bookmark: _Toc79073173][bookmark: _Toc9410459][bookmark: _Toc96876611]Roles and Responsibilities
See USMA Regulation 25-2 Cybersecurity Chapter 2 Roles and Responsibilities.
[bookmark: _Toc6834601][bookmark: _Toc6837378][bookmark: _Toc96876612]Risk Assessment Policy
[bookmark: _Toc7594502][bookmark: _Toc9410461][bookmark: _Toc96876613]RA-1 Risk Assessment Policy and Procedures
[bookmark: _Toc9410462]USMA generally follows DoDI 8510.01 to manage and assess risk.  USMA has adopted NIST SP 800-30 as the guide to conducting a risk assessment.  USMA uses NIST 800-53 as noted above for assessment procedures.
All Policies and Standard Operating Procedures (SOPs) are reviewed and revised on a yearly basis unless a more rapid revision is necessary. 
[bookmark: _Toc96876614]RA-2 Security Categorization
USMA CIO/G6 ICW USMA MADs documents and implements a process to categorize information and the information system with FIPS 199 and NIST SP 800-60.  USMA education networks are Business and Administrative systems not National Security Systems (NSS), IAW Authorizing Official (AO) decision making.  
The security categorization, stored in the information system eMASS, records, and documents the categorization results (including supporting rationale).  USMA CIO/G6 ensures the review of the security categorization decision by USMA information drivers and approved by the authorizing official or authorizing official designated representative.
[bookmark: _Toc96876615]RA-3 Risk Assessment
USMA CIO/G6 and MADs conduct assessments of risk for USMA information systems and the information they process, store, or transmit that includes the likelihood and magnitude of harm from the unauthorized access, use, disclosure, disruption, modification, or destruction.  IAW DoD policy, USMA documents risk assessment results in a Risk Assessment Report.  USMA CIO/G6 maintains an audit trail of assessments in eMASS and the G6 RMF website.
USMA CIO/G6 and MADs reviews and updates risk assessment results and the Risk Assessment Report(s) upon reauthorization or whenever there are significant changes to the information system or environment of operation (including the identification of new threats and vulnerabilities) or other conditions that may impact the security state of the system.  USMA CIO/G6 maintains a record of reviews in eMASS and the G6 RMF website.
USMA CIO/G6 disseminates all risk assessment results to the Information System Security Officer (ISSO) Information System Security Manager (ISSM), Authorizing Official Designated Representative (AODR), and AO as well as the MADs.
USMA CIO/G6 documents, maintains, and disseminates via the information system eMASS record a Risk Assessment Report and Risk Assessment Summary.  USMA conducts additional risk assessments in coordination with formal and informal external system reviews (e.g., Command Cyber Readiness Inspection (CCRI) penetration testing, West Point Antiterrorism Office, Vulnerability Disclosure Program (VDP)).
[bookmark: _Toc6834603][bookmark: _Toc6837380][bookmark: _Ref9606665][bookmark: _Ref9606690][bookmark: _Ref9606705][bookmark: _Ref9606738][bookmark: _Toc96876616]RA-5 Vulnerability Management Program and Scanning
USMA CIO/G6 defines, documents, and implements procedures for vulnerability scans of the information system and hosted applications.
Every system every 30 days or as directed by an authoritative source, (e.g., Information Assurance Vulnerability Management (IAVM), CTOs, Directive Type Memo (DTMs), and Security Technical Implementation Guides (STIGs)) for the Managed zone and the professionally managed systems in the Public zone.
When identifying and reporting new vulnerabilities that potentially affect the system/applications via authoritative sources (IAVM, CTO, DTM, STIG, product vendor).
USMA CIO/G6 maintains the last 180 days of scan reports for auditing and then transfers to Army Records Information Management System. (ARIMS).
USMA CIO/G6 conducts random vulnerability scans of 10% of the managed systems per month or as otherwise directed.
USMA CIO/G6 employs the DoD Assured Compliance Assessment Solution  (ACAS) tool suite which uses the Tenable Nessus Security Center and Tenable Nessus Vulnerability Scanners.  MADs are free to use other tools to scan their systems.  Should there be a conflict in reporting, ACAS results will be the definitive results.  USMA ensures ACAS results are automatically sent to the DoD Continuous Monitoring and Risk Scoring (CMRS) system.  See Appendix D. 
USMA CIO/G6 employs automation where feasible to conduct STIG assessments (e.g., the Evaluate-STIG, or evalSTIG, tool) on the same schedule as above.
USMA CIO/G6 and MADs analyze vulnerability scan reports and security control assessment results with the intent of identifying valid vulnerabilities and the relationship between vulnerabilities and security controls.
System Owners and Administrators respond and take appropriate corrective actions on identified valid vulnerabilities in accordance with authoritative sources (IAVM, CTOs, DTMs, STIGs); response times are in accordance with authoritative sources. Maintain audit records of actions in accordance with applicable DoD, CYBERCOM, and Army policies for 180 days and then transfer to Army Records Information Management System (AIRMS).
USMA CIO/G6 and MADs share information obtained from the vulnerability scanning process and security control assessments with System Admins, Owners, and Chains of Command to help eliminate and monitor risk and mitigate similar vulnerabilities in other information systems (e.g., systemic weaknesses or deficiencies).
Figure 1 – Vulnerability Scan Example defines the overarching vulnerability scanning process.
See also Appendix D.
While it does not fall within the traditional view of vulnerability scanning, USMA performs wireless access point detection regularly because an unauthorized access point on the WREN and in USMA spaces can provide an unacceptable risk due to a lack of oversight and secure configuration. Conduct wireless access point detection using the DoD authorized Flying Squirrel tool (perform using the IAW the Flying Squirrel Master TTP), and other CIO/G6-approved capabilities.
[image: ]
[bookmark: Figure_1][bookmark: _Toc96875547][bookmark: _Toc6825321][bookmark: _Toc6834604][bookmark: Appendix_A][bookmark: _Toc6837381]Figure 1 - Vulnerability Scan Example
For the most current diagram, refer to the G5 SharePoint site: https://usarmywestpoint.sharepoint.com/sites/g5.publications/Figures/Forms/AllItems.aspx 
0. [bookmark: _Toc9410464][bookmark: _Hlk9003083][bookmark: _Toc96876617]RA-5(1) Update Tool Capability
USMA CIO/G6 employs the DoD ACAS tool suite that maintains currency with the industry-standard information system vulnerabilities to conduct scanning activities with the most up-to-date list of known vulnerabilities to include USCYBERCOM issues IAVMs.  As an augmentation to the ACAS tool suite, USMA CIO/G6 uses other available tools (e.g., Microsoft Defender for Endpoint and Microsoft Secure Score Recommendations).
[bookmark: _Toc96876618]RA-5(2) Update by Frequency / Prior to New Scan / When Identified
USMA CIO/G6 updates the list of information system vulnerabilities scanned before running scans, maintains a record of scans, including the list of vulnerabilities scanned.
[bookmark: _Toc96876619]RA-5(3) Breadth / Depth of Coverage
USMA CIO/G6 uses ACAS scans and Defense Information Systems Agency (DISA) STIG checks as part of their vulnerability scanning procedures.  USMA CIO/G6 also acquires reports from third parties (e.g., University of Texas at Austin’s Dorkbot service) as well as ongoing DoD programs (e.g., DoD’s VDP) for testing public-facing sites
[bookmark: _Toc96876620]RA-5(4) Discoverable Information
USMA CIO/G6 determines what information about the information system is discoverable by adversaries and takes or directs applicable corrective action.  MADs and their respective system owners maintain records of corrective actions for 180 days and then transfer the records to ARIMS.
[bookmark: _Toc96876621]RA-5(5) Privileged Access
USMA CIO/G6 configures Information Systems (ISs) in the WREN Managed zone and network infrastructure in the WREN Public zone to implement 100% privileged access authorization for all vulnerability scanning activities employing the ACAS tool suite.  USMA CIO/G6 must maintain privileged access to all Managed zone systems and infrastructure components in both zones to maintain this control at a very low-risk level.
MADs and System Owners will, where technically feasible, configure systems, and infrastructure to support privileged access scanning.  This ensures that each scan of wired systems includes the following ACAS plugins to determine access of WREN Managed systems with privileged credentials.  
Note:  Each host identified in the scan indicated an unsuccessful privileged scan.  The list of applicable scan plugins may change due to authorized updates.
21745 – Authentication Failure
24786 – Nessus Windows Scan Not Performed with Admin Privilege
26917 – Microsoft Windows SMB Registry: Nessus Cannot Access the Windows Registry
10919 – Open Port Re-check (Previously open ports closed)
35705 – SMB Registry: Starting the Registry Service during the scan failed
35706 – SMB Registry: Stopping the Registry Service after the scan failed 
For information system components that have applicable STIGs or Security Requirement Guides (SRGs), USMA MADs comply with the STIG/SRG unless the AO/AODR has approved deviations.
[bookmark: _Toc96876622]RA-5(6) Automated Trend Analysis
Refer to the USMA CIO/G6 Vulnerability and Patch Management SOP for how results are compared over time to determine the trends of information system vulnerabilities and remediations.
[bookmark: _Toc96876623]RA-5(8) Review Historic Audit Logs
Refer to the USMA CIO/G6 Vulnerability and Patch Management SOP for how results are compared over time to determine if vulnerabilities had been previously exploited or remediated.
[bookmark: _Toc96876624]RA-5(10) Correlate Scanning Information
Refer to the USMA CIO/G6 Vulnerability and Patch Management SOP for how results from ACAS scans and STIG checks are used together to compare and determine the presence of multi-vulnerability / multi-hop attack vectors.
[bookmark: _Toc96876625]RA-6 Technical Surveillance Countermeasures Survey
The organization employs a technical surveillance countermeasure survey at no specific location when and where I&W indicates we should do so.


[bookmark: _TocAPPENDIXA][bookmark: _elm000ca9][bookmark: _TocAPPENDIXA_REFERENCES][bookmark: _Toc96876626]References
[bookmark: _elm000cac]Required Publications
[bookmark: _elm000cb4][bookmark: _elm000cb5]USMA Regulation 10-1
Organization and Functions, available at https://usarmywestpoint.sharepoint.com/:b:/r/sites/g5.publications/publications/USMA%20Regulation%2010-1%20Organization%20and%20Functions.pdf?csf=1&e=RHbQMa 
USMA Regulation 25-2
Cybersecurity, 30 November 2021, available at
https://usarmywestpoint.sharepoint.com/:b:/r/sites/g5.publications/publications/USMA%2025-2%20Cybersecurity.pdf?csf=1&web=1&e=RBdTXE 
[bookmark: _elm000edf]Related Publications
[bookmark: _Toc8739621]NIST SP 800-30


[bookmark: _Toc96876627]Acronyms
	Acronym
	Meaning

	ACAS
	Assured Compliance Assessment Solution

	AMS
	Academy Management System

	AO
	Authorizing Official

	AODR
	Authorizing Official Designated Representative

	AP
	Assessment Procedures

	AR
	Army Regulation

	ARIMS
	Army Records Information Management System 

	CIA
	Confidentiality, Integrity, and Availability

	CMRS
	Continuous Monitoring and Risk Scoring

	CTO
	Communication Tasking Orders

	CVE
	Common Vulnerability and Exposure

	DISA
	Defense Information Systems Agency

	DoD, DOD
	Department of Defense

	DODD
	DOD Directive

	DODI
	Department of Defense Instructions

	DTM
	Directive Type Memorandums

	eMASS
	Enterprise Mission Assurance Support Service

	IAVA
	Information Assurance Vulnerability Alerts

	IAVB
	Information Assurance Vulnerability Bulletins

	IAVM
	Information Assurance Vulnerability Management

	IAVT
	Information Assurance Vulnerability Tech-Tip

	ICAN
	Installation Campus Area Networks

	ICS
	Industrial Control Systems 

	IMO
	Information Management Office

	IS
	Information System

	ISSM
	Information System Security Manager

	ISSO
	Information System Security Officer

	MADs
	Military Academy Directorates

	MOU
	Memorandum of Understanding

	NETCOM
	Network Enterprise Technology Command

	NIPRNet
	Non-classified Internet Protocol Router Network

	NIST
	National Institute of Standards and Technology

	NSS
	National Security Systems

	O&M
	Operations and Maintenance

	PM
	Program Manager

	POA&M
	Plan of Action & Milestones

	RMF
	Risk Management Framework

	SA
	System Administrator

	SCADA
	Supervisory Control and Data Acquisition

	SCAP
	Security Content Automation Protocol

	SCC
	SCAP Compliance Checker

	SOPs
	Standard Operating Procedures

	SOs
	Security Officers

	SRG
	Security Requirement Guide

	STIG
	Security Technical Implementation Guides

	USCC
	United States Corps of Cadets

	USMA
	United States Military Academy

	VDP
	Vulnerability Disclosure Program

	WREN
	West Point Research and Education Network


[bookmark: _Toc8739622]

[bookmark: _Toc96876628]Definitions
See also NIST Computer Security Resource Center Glossary at https://csrc.nist.gov/Glossary/?term=3816 for definitions.
Terms not defined by the National Institute of Standards and Technology (NIST) are below.


[bookmark: Appendix_D][bookmark: _Toc96876629]USMA CIO/G6 Vulnerability Scanning
Vulnerability Scanning Tools
Vulnerabilities in network-capable devices are discovered daily, by a global community of public and private sector companies and individuals dedicated to securing information systems and information networks.  MITRE assigns the vulnerabilities a Common Vulnerability and Exposure (CVE) identifier and releases the information as public information. For detailed information about CVE’s access https://cve.mitre.org. 
USMA detects vulnerabilities in network-enabled products through the DoD ACAS tool suite which uses the Tenable Nessus Security Center and Tenable Nessus Vulnerability Scanners. The Security Center serves as the management point and data repository while the scanners perform the evaluation and send the results to the Security Center for review. 
DISA reviews CVE information (based on various factors) assigns identifiers to some of these vulnerabilities each week and notifies the DoD IT community every Thursday. 
The DoD identifiers are IAVs and can be IAVAs, IAVBs, or an IAVTs.  Each IAV has a suspense date for reporting and another for remediation based on factors such as the ease of exploitation, the type of exploitation, and the approximate number of DoD systems affected by the vulnerability.  Critical to USMA .edu operations, USMA System Administrators (SAs), and Security Officers (SOs) must evaluate DoD remediations for impacts specific to their MAD’s operations and MAD chains of command.  Those evaluations and coordination with CIO/G6 may lead to delayed implementation or other forms of risk acceptance or mitigation than DISA contemplated.  IAVA vulnerabilities are more critical than IAVB vulnerabilities (considered more critical than IAVT vulnerabilities).  MADs remediate all non-IAV vulnerabilities based on the severity level assigned within the ACAS tool suite.
DISA also releases STIGs on a quarterly basis.  The STIGs are the configuration standards for DOD network-enabled devices/systems. The STIGs contain technical guidance to "lockdown" information systems/software that might otherwise be vulnerable to a malicious computer attack. Review the STIG requirements in various operating systems and applications via automated mechanisms (published in STIG benchmarks files).  Use these benchmarks in specialized scanning tools to perform automated analysis on local or network systems to determine their compliance with the requirements.  Review STIGs requirements that do not have automated mechanisms or STIGs that do not have benchmark files associated with them manually.  
Automated STIG scanning can use the ACAS tool suite, the DoD authorized Security Content Automation Protocol (SCAP) SCAP Compliance Checker (SCC), or other USMA GIO/G6 approved capability.  DISA releases benchmark files to use for systems that are not compatible with the ACAS tool suite. DISA assigns individual STIG requirements a severity level to determine the remediation priority of any findings.
Share all scans IAW para 3-4 – Vulnerability Scanning.
[bookmark: 3.10.2_Regularly_Scheduled_Scans]Regularly Scheduled Scans
See para 3-4 – Vulnerability Scanning.
Discovery Scans
USMA CIO/G6 uses the ACAS tool suite to perform network discovery.  Refer to the Vulnerability and Patch Management SOP.
CIO/G6 will use these scans to assist in maintaining the security of both zones.  The scan results when compared to ISE logs, can help establish the known hardware list.
[bookmark: 3.10.3_Out_of_Cycle_Scans]Out of Cycle Scans
USMA CIO/G6 may initiate out of cycle scans due to a directive or through the chain of command.  This type of scan is typically short or no notice to the affected user community.  CIO/G6 will make a best effort to contact USMA’s MADs and the user community before scan initiation.  USMA CIO/G6 documents the scan IAW Section 3-4 - RA-5 Vulnerability Management Program and Scanning.  
System administrators, system owners, or other authorized requestors may request out of cycle scans as part of a new system build, inspection, or similar reporting event.  CIO/G6 will perform out of cycle scans at the earliest convenience but will not preempt regularly scheduled scans without permission of the USMA CISO or higher member of USMA CIO/G6.  MADs/SAs may do their own ACAS scans.
The USMA CIO/G6 ISSM may do an out of cycle scan if discovering a system on the network not included in the regular schedule of scans. A lack of vulnerability/compliance data on any systems on the network increases the risk to the Installation Campus Area Networks (ICAN) and an out of cycle scan may provide further information than is available through traditional investigative procedures. USMA CIO/G6 reserves the right to detect and scan any device on the WREN Managed zone, and WREN Public security zone. 
[bookmark: 3.10.4_High_Risk_IAVA_Vulnerability_Scan]High-Risk IAVA Vulnerability Scanning and Remediation
After DISA has published weekly IAV vulnerabilities, USMA CIO/G6 reviews High-Risk IAVs and may accelerate the suspense date for completion of specific IAVs on the WREN.  The “High Risk” designation has two categories: Category A (CAT A) and Category B (CAT B). The differences between these two designators derive from the current active exploits (CAT B) or if there are current active exploits targeted against the Army (CAT A).
USMA CIO/G6 suspense dates for Accelerated IAVAs take precedence over the normal implementation priority established by DISA, Army, and MAD SOPs. Typical suspense dates are two weeks from release but can be less based on known compromises of DoD assets. 
High-Risk IAVAs receive CAT A or CAT B designations.  Refer to the “Summary of Vulnerability and Patch Management” table in the Vulnerability and Patch Management SOP.
The following considerations and timelines in the table below, apply only to High-Risk IAVAs:
	[bookmark: _bookmark24]Designator
	Initial Suspense
	POA&M Allowed
	Fix Action Plan Requirement by MAD

	CAT A 
High Risk
	USMA CIO/G6
assigned (typically 4 weeks)
	Yes, ETP for POA&M extension with concurrence by CMC
	Mitigate by USMA CIO/G6 assigned suspense date.
If finding a network asset after the suspense date, mitigate or quarantine within 24 hours,

	CAT B
High Risk
	USMA CIO/G6
assigned (typically 2 weeks)
	Yes, with concurrence by CMC
	Mitigate by USMA CIO/G6 assigned suspense date.
If a network asset does not comply, USMA CIO/G6 ISSM must submit a consolidated activity POA&M through USMA CIO/G6 to the AO, 2 days before the initial suspense date expiration.
If a USMA CIO/G6 network asset is not in compliance after both the initial suspense date has passed and covered by a CMC ETP, then mitigate or quarantine the system within 24 hours.


[bookmark: 3.10.5_Information/Vulnerability_Sharing]Information/Vulnerability Sharing
If a vulnerability or similar finding results in a non-compliant status across many systems, the USMA CIO/G6 who discovers this finding may elevate it to the USMA CIO/G6 ISSM for guidance.
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