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[bookmark: _Toc69297739][bookmark: _Toc69297744][bookmark: _Toc96598745][bookmark: _Toc6223399][bookmark: _Toc6825317][bookmark: _Toc6834600][bookmark: _Toc6837377]Introduction
[bookmark: _Toc96598746]Purpose
The purpose of this policy establish the basis for implementing secure Audit and Accountability (AU) practices for protecting information systems and data within the United States Military Academy (USMA) West Point Research and Education Network (WREN) and other USMA .edu networks as they come into existence. The policy provides both generalized guidance as well as specific practices for the implementation of AU.
[bookmark: _Hlk11397465]This policy adheres to the guidance identified within the NIST Special Publication 800-53A Rev 4 Identification and Authentication family (see also https://nvd.nist.gov/800-53/Rev4/impact/moderate for the WREN Managed Zone and https://nvd.nist.gov/800-53/Rev4/impact/low for the WREN Public Zone).
[bookmark: _Toc96598747][bookmark: _Toc6223400]Background
The USMA WREN, physically located at West Point, NY and logically in one or more cloud service providers, must maintain an Information Systems (IS) environment which empowers USMA to continue its leadership as the premier leader development institution in the world. USMA WREN will sustain and enhance the military and academic leadership opportunities for cadets, staff, faculty, visiting dignitaries, visiting and assigned foreign nationals (e.g., exchange faculty, exchange cadets, semester abroad faculty, and cadets), and the general public (e.g., event attendees, conferences, forums, symposia) and sponsored guests (e.g., cadets’ parents, visiting researchers, visitors on official business).
[bookmark: _Toc6223403][bookmark: _Toc96598748]Applicability
The Audit and Accountability policy applies to all USMA Military Academy Directorates (MADs) (see also USMA Regulation 10-1 Organizations and Functions), WREN users and consumers of information systems resources connected directly or through a remote connection to the WREN.  The policy supports the Risk Management Framework (RMF) through the application of AU Assessment Procedures (AP) and implementation of risk mitigation strategies for the protection of Confidentiality, Integrity and Availability (CIA).
[bookmark: _Toc96598749]Managed Zone Applicability to MADs
Substantial portions of this policy are written with an explicit focus on USMA CIO/G6 managed systems, services, and capabilities (e.g., the managed zone(s) and the public zone’s infrastructure).  Despite this explicit phrasing, the content of this policy is equally applicable to MADs that design, build, operate, maintain, and defend systems and capabilities hosted in the USMA managed zone(s). The MADs so impacted will inherit the vast majority of RMF controls from the WREN. For those systems and capabilities that do not inherit specific controls, the MAD will develop, in coordination with USMA’s CIO, a memorandum of understanding (MOU) with the Authorizing Official (AO) (i.e., Superintendent), that enumerates and makes explicit the differentiated responsibilities between USMA CIO/G6 (the system owner of the WREN) and the MAD. The MOU will address, minimally, maintainability, defensibility, sustainability, and severability. To minimize differentiated responsibilities, MADs should strongly consider tight coupling with the WREN and the capabilities it provides.
[bookmark: _Toc96598750]Public Zone Applicability to MADs
MADs that design, build, operate, maintain, and defend systems and capabilities in the public security zone accept complete responsibility for those systems and capabilities outside the formal RMF process as a function of USMA operating an .edu network enclave. 
[bookmark: _Toc96598751]Specialized Controls for Financial Management
See also the applicability questions of Figure 4 and Figure 5 of OSD Memorandum, “Enhanced Integration of Finance Management Requirements with the Risk Management Framework”, dated 21 April 2016 for determining applicability to specific systems. MADs have the affirmative obligation to coordinate with USMA CIO/G6 for technical implementation of these systems, their security, and satisfying RMF controls and Assessment Procedures applicable to these systems. Coordination will also include establishing operations and maintenance (O&M) and system life cycle responsibilities.
An example of an organization using such a system is USMA G8’s / Cadet Treasurer and their use of software modules within the Academy Management System (AMS).
[bookmark: _Toc96512235][bookmark: _Toc96598752]Specialized Controls for Facility Related Control Systems
MADs that design, build, operate, maintain, and defend facility related control systems have particular and specific controls that apply to those systems. MADs have the affirmative obligation to coordinate with USMA CIO/G6 for technical implementation of these systems as well as the coordination for the defense of these systems.
Examples of such systems include outdoor lighting systems (e.g., United States Corps of Cadets’ (USCC) Outdoor Lighting Control System), Door Control Systems (e.g., presently Garrison hosts Velocity™ on NIPRNet, but future capabilities may move to WREN), and other forms of Industrial Control Systems (ICS)/Supervisory and Data Collection Acquisition (SCADA) systems (e.g., network enabled heating/air conditioning).
[bookmark: _Toc79067637][bookmark: _Toc79159289][bookmark: _Toc96598753]Roles and Responsibilities
See USMA Regulation 25-2 Cybersecurity Chapter 2 Roles and Responsibilities.
[bookmark: _Toc96598754][bookmark: _Toc6834601][bookmark: _Toc6837378]Audit and Accountability Policy
[bookmark: _Toc96598755][bookmark: _Toc6825321][bookmark: _Toc6834604][bookmark: Appendix_A][bookmark: _Toc6837381]AU-1 Audit and Accountability Policy and Procedures
USMA CIO/G6 has developed, documented, and disseminated to the Information System Security Officers (ISSOs), MADs, and System Administrators this audit and accountability policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and procedures to facilitate the implementation of the audit and accountability policy and associated audit and accountability controls. 
All Policies and Standard Operating Procedures (SOPs) are reviewed and revised on a yearly basis unless a more rapid revision is necessary. 
[bookmark: _Toc96598756][bookmark: AU2_Audit_Events]AU-2 Audit Events
USMA CIO/G6 will document, maintain, monitor, and analyze security audit logs as STIGs require or as necessary to protect information systems and critical data. The USMA Change Management Council (CMC) (see also USMA Policy 25-2-CM) is the recommending body for a list of auditable events for which system owners will abide.  Without appropriate audit logging, an attacker's activities can go unnoticed, and evidence of whether or not the attack led to a breach can be inconclusive. Regular log collection is critical to understanding the nature of security incidents during an active investigation and postmortem analysis. Logs are also useful for establishing baselines, identifying operational trends, and supporting the organization’s internal investigations, including audit and forensic analysis. In some cases, an effective audit logging program can be the difference between a low impact security incident detected before covered data is stolen or a severe data breach where attackers download large volumes of covered data over a prolonged period of time.
USMA CIO/G6 will ensure that applicable information systems are capable and implementing logging and recording to a remote log collection and analysis system(s):
Unsuccessful and successful login attempts, to System of Records, IS (e.g., AMS, other PII repositories), privileged accounts, privilege escalation for professionally managed systems, and other systems or accounts as directed.
Servers in the managed zone and all network infrastructure event logs, security logs, and others as directed. 
Successful and unsuccessful attempts to create, read, write, modify, and/or delete extracts containing PIAs directed from a database/data repository by all users and processed (e.g., regular users, privileged users, service accounts.)
All programs (e.g., executable file) start and restart events.
See also USMA CIO/G6 for Minimum Logging on the WREN Memo
All managed systems will send logs to either on-premises Security Information and Event Management (SIEM) or log collector (for further movement use USMA Cloud SIEM for event correlation, alerting, analysis, and remediation as appropriate).
All USMA System Administrators (SA) and System Owners will ensure that systems for which they are responsible are compliant with applicable STIG requirements as well as the USMA-specific list of auditable events discussed above. When required, USMA CIO/G6 will coordinate via Memorandum of Understanding (MOU) and/or Memorandum of Agreement (MOA) the security audit function with other organizational entities (e.g., CSSP, Counterintelligence) requiring audit-related information to enhance mutual support and to help guide the selection of auditable events.
0. [bookmark: _Toc96598757][bookmark: _Hlk9003083]AU-2(3) Reviews and Updates
MADs, generally delegated to System Owners, System Administrators, and Application Administrators are responsible for meeting the current DISA STIG/SRG event monitoring requirements for their system, devices, and applications for which they are responsible. 
USMA CIO/G6 reviews and updates, in coordination with the CMC, the required audited events throughout this document annually and when warranted by situational awareness of threats and vulnerabilities.  
[bookmark: AU3_Content_of_Audit_Records][bookmark: _Toc96598758]AU-3 Content of Audit Records
USMA CIO/G6 will configure all information systems to generate audit records containing the following required content/information:
1. What type of event occurred?
1. When the event occurred in Coordinated Universal Time (UTC) time
1. The event system name where the event occurred
1. The source of the event (e.g., IP address, userid of initiating user/process owner)
1. The outcome of the event (e.g., successful, failed, outcome code(s))
1. [bookmark: 3.5.___AU-3(1)_Additional_Audit_Informat][bookmark: _bookmark16]The identity of any individuals or processes/accounts associated with the event
0. [bookmark: _Toc96598759]AU-3(1) Additional Audit Information
USMA CIO/G6 will define, and document additional, more detailed information included in the audit records.  
Generally, additional information should provide sufficient detail to reconstruct events to determine the cause of compromise/event and the magnitude of the effect (e.g., destruction, denial, degradation disruption, loss of CIA).
0. [bookmark: _Toc96598760]AU-3(2) Centralized Management Of Planned Audit Record Content
For the managed zone non-client endpoints (e.g., servers, services, infrastructure), the WREN provides centralized management and configuration of the content to be captured in audit records generated by information systems and network components.
For the unmanaged zone’s infrastructure, the WREN provides centralized management and configuration of the content to be captured in audit records generated by all network components.
USMA does not provide audit record service(s) to other devices or systems in the public security zone.
[bookmark: _Toc96598761]AU-4 Audit Storage Capacity
USMA CIO/G6 allocates and configures the information system to allocate on system audit record storage capacity in accordance with (IAW) audit record storage requirements as documented in the CMC process.  See also AU-11 Audit Record Retention.
For cloud-based audit log storage, USMA CIO/G6 assures sufficient capacity through contracting actions to provision and pay for sufficient storage requirements, subject to external budget constraints.  See also AU-11 Audit Record Retention.
0. [bookmark: _Toc96598762][bookmark: Transfer_to_Alternate_Storage]AU-4(1) Transfer to Alternate Storage
Off-loading is a process designed to preserve the confidentiality and integrity of audit records by moving the records from the primary information system to a secondary or alternate system.
[bookmark: _elm000ca8][bookmark: _elm000ca7]USMA MADs will ensure their information systems off-load audit records to USMA’s SIEM, at a minimum, as they occur for interconnected systems (e.g., through the use of MS Monitoring Agent, Syslog, or another appropriate mechanism) and weekly for stand-alone systems.
USMA Application developers (for applications with MAD-wide or wider reach) will ensure their applications off-load audit records to USMA’s SIEM, at a minimum, as they occur for interconnected systems (e.g., through the use of MS Monitoring Agent, Syslog, or another appropriate mechanism).
[bookmark: _Toc96598763]AU-5 Response to Audit Processing Failure
USMA MADs will configure information systems to alert, at a minimum, the SA, ISO, and ISO’s Chain of Command in the event of an audit processing failure; and will configure the information system to take SO preapproved appropriate additional actions, (e.g., shut down information system, overwrite oldest audit records.) 
USMA MADs will consider trade-offs between the need for system availability and audit integrity when defining the additional actions.  The default action will be to overwrite the oldest logs: this policy is mitigated by the use of remote log collection IAW AU-4(1) Transfer to Alternate Storage.
0. [bookmark: _Toc96598764]AU-5(1) Audit Storage Capacity
Information systems will provide an immediate warning to (at a minimum) the SA, ISO, and ISO’s Chain of Command when allocated audit record storage volume reaches 75 percent of repository maximum audit record storage capacity.  Use a SIEM to monitor.
0. [bookmark: _Toc96598765]AU-5(2) Real-Time Alerts
WREN provides an immediate alert to, at a minimum, the SCA and ISSO when any audit failure events of managed systems occur. The alert(s) may be to an automated system/queue the ISSO(s) and USMA Cybersecurity monitors.
0. [bookmark: _Toc96598766]AU-5(4) Shutdown on Failure
The WREN managed zone dictates its systems invoke a degraded operational mode with limited mission/business functionality available in the event of specific audit failures for managed systems. The list of auditable events discussed in AU-2 will also include those events for which a fail close/degraded state will occur.
0. [bookmark: _Toc96598767][bookmark: _Hlk96429858]AU-5(6) Central Review and Analysis
The WREN managed zone provides the capability to centrally review and analyze audit records from multiple components within the managed zone. 
Central review occurs primarily through the WREN Security Information and Event Management (SIEM) for application and endpoint records. Central review of application logging occurs by SEB. Central review of network logging occurs primarily through Cisco Prime.
[bookmark: 3.10.___AU-6_Audit_Review,_Analysis,_And][bookmark: _bookmark21][bookmark: _Toc96598768]AU-6 Audit Review, Analysis, And Reporting
USMA CIO/G6 reviews and analyzes information system audit records on a weekly basis, or more frequently if required by an alarm event or anomaly, for indications of inappropriate or unusual activity (e.g., malware, large quantities of file deletions, large quantities of file downloads, impossible travel, infrequent country usage, changes to privileged role groups) and reports the findings to the ISSO and Information System Security Manager (ISSM).  MADs will do the same for the systems they manage.
0. [bookmark: 3.11.___AU-6(1)_Process_Integration][bookmark: _bookmark22][bookmark: _Toc96598769]AU-6(1) Process Integration
USMA CIO/G6 will employ automated mechanisms to integrate audit review, analysis, and reporting processes to support organizational processes for investigation and response to suspicious activities.
0. [bookmark: 3.12.___AU-6(3)_Correlate_Audit_Response][bookmark: _bookmark23][bookmark: _Toc96598770]AU-6(3) Correlate Audit Responses
USMA CIO/G6 and MADs analyze and correlate audit records across different sources to gain organization-wide situational awareness.
0. [bookmark: 3.13.___AU-6(4)_Central_Review_And_Analy][bookmark: _bookmark24][bookmark: _Toc96598771]AU-6(4) Central Review and Analysis
USMA CIO/G6 will configure managed information systems to provide the capability to centrally review and analyze audit records from multiple components within the application.  The preferred method of doing so is using the central SIEM.
USMA CIO/G6 will configure developed applications to provide the capability to centrally review and analyze audit records from multiple components within the application. Unless explicitly exempted, the application will use USMA’s centralized logging capability(ies).
USMA MADs will configure their information systems to use the USMA SIEM to provide the capability to centrally review and analyze audit records from multiple components within the system. They may, at their choice, additionally use their own central review capability. 
[bookmark: _Toc96598772]AU-6(5) Integration / Scanning And Monitoring Capabilities
The WREN integrates analysis of audit records with analysis of system monitoring information.  The USMA CIO/G6 strongly encourages all MADS to integrate their servers and services with USMA’s use of Azure Log Analytics—a cloud-based and centralized storage system for log and event data.  This also enables USMA’s use of Azure Sentinel to develop automated alerts that can be queried based on the content of the logs.
0. [bookmark: 3.14.___AU-6(10)_Audit_Level_Adjustment][bookmark: _bookmark25][bookmark: _Toc96598773]AU-6(6) Correlation with Physical Monitoring
In order, USMA and West Point Garrison will correlate physical access logging with indicators of compromise from WREN logging. The West Point Garrison is the responsible entity for physical access logs (of the installation and CAC-controlled buildings/facilities).  
In the context of Financial Management System(s) hosted on the WREN—this control is the result of applying the Financial Management Overlay—physical access logging will occur IAW the system(s) design documents controlled by the System Owner(s). On order, USMA and West Point Garrison will correlate physical access logging with indicators of compromise from WREN logging. The West Point Garrison is the responsible entity for physical access logs (of the installation and CAC-controlled buildings/facilities). 
For systems located within one or more cloud service offerings, physical access logging will have to be requested from the vendor through their established procedures or with the assistance of appropriate law enforcement action(s).  
0. [bookmark: _Toc96598774]AU-6(7) Permitted Actions
The WREN specifies the permitted actions for each role associated with the review, analysis, and reporting of audit information.  The WREN also identifies the specific user or class of users authorized to obtain direct access to each resource for which they are responsible. Access is limited to individuals with a valid business purpose (least privilege). Unnecessary accounts (i.e., default, guest accounts) are removed, disabled, or otherwise secured.
0. [bookmark: _Toc96598775]AU-6(8) Full Text Analysis Of Privileged Commands
USMA’s goal is to perform full text analysis of audited privileged commands in a physically distinct component or subsystem of the information system, or another information system that is dedicated to that analysis.  Once unauthorized, unusual, or sensitive access activity on the WREN is identified, it is reviewed, and apparent or suspected violations investigated.  If it is determined that a security violation has occurred, appropriate action is taken to identify and remedy the control weaknesses that allowed the violation to occur, repair any damage that has been done, and determine and discipline the perpetrator.  
G8 who is the owner of the Cadet Pay financial system works in conjunction with the SEB team to audit and enforce the revocation of access authorizations as needed.  The G8 financial team needs the SEB team’s approval to add and remove users.
0. [bookmark: _Toc96598776]AU-6(9) Correlation with Information from Nontechnical Sources
The WREN correlates information from nontechnical sources with audit information to enhance organization-wide situational awareness.  Security violations and activities including failed access attempts and inappropriate access to sensitive data are reported and investigated.  Due to the sensitive nature of the information available from nontechnical sources, organizations limit access to such information to minimize the potential for the inadvertent release of privacy-related information to individuals that do not need to know.  Correlation of information from nontechnical sources includes the G8 financial team who manage the Cadet Pay Financial System along with the SEB development team for technical issues.
0. [bookmark: _Toc96598777]AU-6(10) Audit Level Adjustment
USMA CIO/G6 will adjust the level of audit review, analysis, and reporting within the WREN when there is a change in risk based on law enforcement information, intelligence information, or other credible sources of information (e.g., Information Operations Condition (INFOCON)). 
USMA CIO/G6 will ensure that affected MAD Chains of Command and System/Application Administrators are informed when levels of audit review, analysis, and reporting must be adjusted.  See USMA Policy 25-2-CM (Configuration Management policy).
[bookmark: _Toc96598778]AU-7 Audit Reduction and Report Generation
USMA CIO/G6 will employ information systems that provide an audit reduction capability that supports on-demand audit review, analysis, and reporting requirements and after-the-fact investigations of security incidents (either natively or through the use of third-party tools). The information system employed must not alter the original content or time ordering of audit records.

0. [bookmark: 3.16.___AU-7(1)_Automatic_Processing][bookmark: _bookmark27][bookmark: _Toc96598779]AU-7(1) Automatic Processing
[bookmark: 3.17.___AU-8_Time_Stamps][bookmark: _bookmark28]The WREN managed zone provides the capability to process audit records for events of interest based on all collected fields with the use of a central collection point(s).
0. [bookmark: _Toc96598780]AU-7(2) Automatic Sort and Search
The WREN provides the capability to sort and search audit records for events of interest based on the content of all collected fields with the use of a central collection point(s).
[bookmark: _Toc96598781]AU-8 Timestamps
USMA configures information systems, networked devices, and all NSB network infrastructure in the managed zone, when technically capable, to:
1. Use internal system clocks to generate timestamps for audit records accurate to the second.
Generate timestamps in UTC.
USMA configures enterprise managed applications, when creating audit records, to use:
1. Use internal system clocks to generate timestamps for audit records accurate to the second.
1. Generate timestamps in UTC.
0. [bookmark: 3.18.___AU-8(1)_Synchronization_with_Aut][bookmark: _bookmark29][bookmark: _Toc96598782]AU-8(1) Synchronization with Authoritative Time Source
To provide uniformity of timestamps for information systems with multiple system clocks and systems connected over the USMA CIO/G6 network, the information system will:
1. Compare the internal information system clocks every 24 hours for networked systems with an authoritative time server which is synchronized with the Windows time service at time.microsoft.com  as designated for the WREN.
1. [bookmark: 3.19.___AU-9_Protection_Of_Audit_Informa][bookmark: _bookmark30]Synchronize the internal system clocks to the authoritative time source when the time difference is greater than one second.
0. [bookmark: _Toc96598783]AU-8(2) Secondary Authoritative Time Source
The WREN managed zone uses NIST time servers as a secondary authoritative time source.
[bookmark: _Toc96598784]AU-9 Protection of Audit Information
Information Systems will be configured to protect audit information and audit tools from unauthorized access, modification, and deletion IAW applicable STIGs.  USMA CIO/G6 will ensure that only assigned and appropriate personnel can access the centralized audit records and tools for all information systems.  It is particularly important to ensure the integrity of audit trail data against modification.
USMA CIO/G6 will create and maintain a separate Auditor Group permissions group for the WREN.  The USMA CIO/G6 CISO, as the P-ISSM, will designate and assign appropriate cybersecurity personnel to fulfill the privileged account role as auditors. 
USMA CIO/G6 will ensure that Information Systems are configured to disallow unauthorized access to audit log information by denying “full access” to all except for members of the Auditor Group.  System Administrators and users may have read-only access to audit logs.  Auditors may delete audit logs IAW AU-11 Audit Record Retention.
0. [bookmark: _Toc96598785]AU-9(2) Audit Backup on Separate Physical Systems/Components
The WREN managed zone backs up audit records every seven days onto a physically different system or system component than the system or component being audited.  As noted below in Figure 1 – Log Collection on WREN below.  USMA relies on off-site log recording and processing. This off-site capability satisfies this security control.
0. [bookmark: _Toc96598786]AU-9(3) Cryptographic Protection
The WREN managed zone implements cryptographic mechanisms to protect the integrity of audit information in transit and audit tools. Log data stored in the Azure log analytics workspace is automatically encrypted with the tenant’s cryptographic key to protect against no-tenant users accessing the data.
0. [bookmark: _Toc96598787]AU-9(4) Access by Subset of Privileged Users
Individuals with privileged access to an information system and who are also the subject of an audit by that system may affect the reliability of audit information by inhibiting audit activities or modifying audit records.  USMA CIO/G6 will ensure that privileged access for audit-related privileges and other privileges is such that the users with other privileges cannot interfere with audits.
USMA CIO/G6 will use remote SIEM with appropriate RBAC to mitigate the risks.
[bookmark: 3.21.___AU-10_Non-repudiation][bookmark: _bookmark32][bookmark: _Toc96598788]AU-10 Non-repudiation
USMA CIO/G6 will configure managed information system to protect against an individual (or process acting on behalf of an individual) falsely denying having performed actions to be covered by non-repudiation defined in DoDI 8520.02 “Public Key Infrastructure (PKI) and Public Key (PK) Enabling” and DoDI 8520.03 “Identity Authentication for Information Systems”.  The use of CAC within the WREN to establish non-repudiation is dominated by digital signatures on documents and by digital signatures on email.  CAC-based email encryption is also available and also supports this control.
IAW USMA 25-2-AC (Access Control policy), all personnel who have authorized privileged access to managed information systems must use MFA (e.g., MS MFA, OAuth 2 tokens) for the accounts so enabled. 
USMA CIO/G6 will configure enterprise applications (e.g., Academy Management System, Enterprise controlled databases) to protect against an individual (or process acting on behalf of an individual) falsely denying having performed actions. This is one of the reasons why group accounts comply with USMA Policy 25-2-AC and USMA Policy 25-2-IA.
0. [bookmark: 3.22.___AU-11_Audit_Record_Retention][bookmark: _bookmark33][bookmark: _Toc96598789][bookmark: Audit_Record_Retention]AU-10(1) Association Of Identities
The WREN binds the identity of the information producer with the information IAW USMA 25-2-AC (Access Control policy). All personnel who have authorized privileged access to managed WRENs must use MFA (e.g., MS MFA, OAuth 2 tokens). The WREN also provides the means for authorized individuals to determine the identity of the producer of the information.
See also AU-11 Audit Record Retention for the association of identities to activities (e.g., DHCP logs). 
0. [bookmark: _Toc96598790]AU-10(2) Validate Binding of Information Producer Identity
The WREN managed validates the binding of the information producer identity to the information according to the tool's capability frequency and forbids access in the event of a validation error.
WREN requires users to reauthenticate on a 14-day basis unless there are other indicators and warnings to trigger a more frequently reauthentication (e.g., a user earning a ‘High Risk’ score from the Blackbox User Behavior Analytics engine provided by MS will be required to immediately change their password and reauthenticate using MFA, users OCONUS will always authenticate using MFA).
0. [bookmark: _Toc96598791]AU-10(3) Chain of Custody
The WREN maintains reviewer and releaser identity and credentials within the established chain of custody for all information reviewed or released.  Audit records are retained long enough to provide support for after-the-fact investigations of security incidents and to meet regulatory and organizational information retention requirements.  Therefore, the WREN allocates sufficient audit record storage capacity and configures auditing to prevent the storage capacity from being exceeded.
[bookmark: AU11_Audit_Record_Retention][bookmark: _Toc96598792]AU-11 Audit Record Retention
The audit events list generated as part of AU-2 and processed through the CMC and change management process will also include retention periods for the logs with the data informed by technical feasibility and budget constraints. 
0. [bookmark: _Toc69992556][bookmark: _Toc69992611][bookmark: _Toc69992671][bookmark: _Toc70001777][bookmark: _Toc70002196][bookmark: 3.23.___AU-11(1)_Long-Term_Retrieval_Cap][bookmark: _bookmark34][bookmark: _Toc96598793]AU-11(1) Long-Term Retrieval Capability
USMA CIO/G6 will define, document, and employ measures to ensure that long-term audit records (e.g., SoR based PII distribution, see USMA Policy 25-2-AR) generated by the information system can be retrieved.  
USMA’s Directorate of Admissions is the data owner for applicants’ data while the USMA Registrar is the data owner for cadets who enrolled in academic classes.  Access to these long-term records and their consequent data access requirements will be IAW each data owner’s processes and procedures.
[bookmark: 3.24.___AU-12_Audit_Generation][bookmark: _bookmark35][bookmark: _Toc96598794]AU-12 Audit Generation
[bookmark: 3.25.___AU-12(1)_System-Wide_/_Time-Corr][bookmark: _bookmark36]USMA CIO/G6 will ensure the WREN provides audit record generation capability for the auditable events defined for all enterprise servers and services, Active Directory joined systems, and network components in the managed zone. The information system will allow the ISSM, or individuals appointed by the ISSM to select which auditable events audited by specific components of the information system and will generate audit records for the events (see also 
AU-2.)
0. [bookmark: _Toc96598795]AU-12(1) System-Wide / Time-Correlated Audit Trail
USMA CIO/G6 and MADs will configure all managed servers and services, Active Directory joined systems, and network components in the managed zone to compile audit records into a system-wide (logical or physical) audit trail that is time-correlated to within acceptable levels of tolerance (1 second) for the relationship between timestamps of individual records in the audit trail (see also para 3-4-1, 3-8, and 3-8-1.)
0. [bookmark: 3.26.___AU-12(3)_Changes_by_Authorized_I][bookmark: _bookmark37][bookmark: _Toc96598796]AU-12(2) Standardized Formats
The WREN managed zone produces a system-wide (logical or physical) audit trail composed of audit records in a standardized format, following the criteria laid out by Common Event Expressions (CEE).  Also see Figure 1 – Log Collection on WREN under AU-9(2) above.
0. [bookmark: _Toc96598797]AU-12(3) Changes by Authorized Individuals
The information systems, services, and network infrastructure in the managed zone will provide the capability for the ISSM, or individuals appointed by the ISSM, to change the auditing to be performed on information components identified by the ISSM, or another authoritative source, based on identified threat situations within 12 hours.
The network infrastructure in the public zone will provide the capability for the ISSM, or individuals appointed by the ISSM, to change the auditing to be performed on information components identified by the ISSM, or another authoritative source, based on identified threat situations within 12 hours.
Enterprise developed applications (e.g., AMS, candidate portal) will provide the capability for the ISSM, or individuals appointed by the ISSM, to change the auditing to be performed by the application based on identified threat situations within 12 hours.
[bookmark: _Toc69992562][bookmark: _Toc69992617][bookmark: _Toc69992677][bookmark: _Toc70001783][bookmark: _Toc70002202][bookmark: 3.27.___AU-14_Session_Audit][bookmark: _bookmark38][bookmark: _Toc96598798]AU-14 Session Audit
Information systems in the managed zone will provide, where technically capable, the capability for authorized users to select a user session to capture/record or view/hear. Session audits include, for example, monitoring keystrokes, tracking websites visited, and recording information and/or file transfers. 
0. [bookmark: 3.28.___AU-14(1)_System_Start-Up][bookmark: _bookmark39][bookmark: _Toc96598799]AU-14(1) System Start-Up
USMA CIO/G6 and MADs configure the managed information systems and applications, where technically capable, to initiate session audits at system start-up.
0. [bookmark: 3.29.___AU-14(2)_Capture/Record_And_Log_][bookmark: _bookmark40][bookmark: _Toc96598800]AU-14(2) Capture/Record and Log Content
USMA CIO/G6 possesses the capability to manually record WREN user sessions via packet capturing through the firewalls.  System and network logs sourced from user systems possess non-repudiation due to collection via security and information event management tools (SIEM).  
Current log capabilities are defined in the “Logging Path Diagram” below.  For the most current diagram, refer to the G5 SharePoint site: https://usarmywestpoint.sharepoint.com/sites/g5.publications/Figures/Forms/AllItems.aspx?OR=Teams%2DHL&CT=1629920282645
[image: Diagram
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[bookmark: _Toc96943918][bookmark: _Hlk82008925]Figure 1 – Logging Path Diagram
0. [bookmark: 3.30.___AU-14(3)_Remote_Viewing_/_Listen][bookmark: _bookmark41][bookmark: _Toc96598801]AU-14(3) Remote Viewing / Listening
Configure the information system to provide the capability for authorized users to remotely view/hear all content related to an established user session in real-time.
Appendix A — [bookmark: _Toc69297754][bookmark: _Toc96598802][bookmark: _TocAPPENDIXA_REFERENCES][bookmark: _elm000cab][bookmark: _elm000caa]References 
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Appendix B — [bookmark: _Toc96598805]Acronyms
	Acronym
	Definition

	AMS
	Academy Management System

	AO
	Authorizing Official

	AR
	Army Regulation

	AU
	Audit and Accountability Policy

	CEE
	Common Event Expressions

	CMC
	Change Management Council

	DISA
	Defense Information Systems Agency

	DoD, DOD
	Department of Defense

	DODD
	DOD Directive

	DODI
	Department of Defense Instructions

	GMT
	Greenwich Mean Time

	IAW
	In Accordance With

	ICS
	Industrial Control Systems

	INFOCON
	Information Operations Condition

	ISSM
	Information System Security Manager

	ISO
	Information System Owner

	ISSO
	Information System Security Officer

	MADs
	Military Academy Directorates

	MOU
	Memorandum of Understanding 

	MOA
	Memorandum of Agreement

	NIPRNet
	Non-classified Internet Protocol Router Network

	NIST
	National Institute of Standards and Technology

	O&M
	Operations and Maintenance

	PII
	Personal Identification Information

	PK
	Public Key

	PKI
	Public Key Infrastructure

	RMF
	Risk Management Framework

	SA
	System Administrator

	SCA
	Security Controls Assessor

	SCADA
	Supervisory Control and Data Acquisition

	SIEM
	Security Information and Event Management

	SOR
	System of Record

	SP
	Special Publication

	SRG
	Security Requirements Guide

	SSP
	Site Security Plan

	STIG
	Security Technical Implementation Guides

	USCC
	United States Corps of Cadets

	USMA
	United States Military Academy

	USNO
	United States Naval Observatory

	UTC
	Coordinated Universal Time 

	WREN
	West Point Research and Education Network




Appendix C — [bookmark: _Toc96598806]Definitions
See also NIST Computer Security Resource Center Glossary at https://csrc.nist.gov/Glossary/?term=3816 for definitions.
Terms not defined by National Institute of Standards and Technology (NIST) are below:
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