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[bookmark: _Toc6834598][bookmark: _Toc6837375][bookmark: _Toc96885024]Introduction
[bookmark: _Toc6834599][bookmark: _Toc6837376][bookmark: _Toc96885025]Purpose
[bookmark: _Toc6223399][bookmark: _Toc6825317][bookmark: _Toc6834600][bookmark: _Toc6837377]The purpose of this policy establishes the basis for implementing secure Personnel Security (PS) practices for protecting information systems and data within the United States Military Academy (USMA) West Point Research and Education Network (WREN) and other USMA .edu networks as they come into existence.  The policy provides both generalized guidance as well as specific practices for the implementation of PS.
[bookmark: _Hlk11397465]This policy adheres to the guidance identified within the NIST Special Publication 800-53A Rev 4 Personnel Security family (see also https://nvd.nist.gov/800-53/Rev4/impact/moderate for the WREN Managed Zone and https://nvd.nist.gov/800-53/Rev4/impact/low for the WREN Public Zone).
[bookmark: _Toc96885026]Background
[bookmark: _Toc6223400]The USMA WREN, physically located at West Point, NY and logically in one or more cloud service providers, must maintain an Information Systems (IS) environment which empowers USMA to continue its leadership as the premier leader development institution in the world.  USMA WREN will sustain and enhance the military and academic leadership opportunities for cadets, staff, faculty, visiting dignitaries, visiting, and assigned foreign nationals (e.g., exchange faculty, exchange cadets, semester abroad faculty and cadets), and the general public (e.g., event attendees (e.g., conferences, forums, symposia) and sponsored guests (e.g., cadets’ parents, visiting researchers, visitors on official business).
[bookmark: _Toc6223403][bookmark: _Toc96885027]Applicability
The Personnel Security policy applies to all USMA Military Academy Directorates (MADs) (see also USMA Regulation 10-1 Organizations and Functions), WREN users and consumers of information systems resources connected directly or through a remote connection to the WREN.  The policy supports the Risk Management Framework (RMF) through the application of Personnel Security Assessment Procedures (AP) and implementation of risk mitigation strategies for the protection of Confidentiality, Integrity and Availability (CIA).
[bookmark: _Toc96885028]Managed Zone Applicability
Substantial portions of this policy are written with an explicit focus on USMA CIO/G6 managed systems, services, and capabilities (e.g., the managed zone(s) and the public zone’s infrastructure).  Despite this explicit phrasing, the content of this policy are equally applicable to MADs that design, build, operate, maintain, and defend systems and capabilities hosted in the USMA managed zone(s). The MADs so impacted will inherit the vast majority of RMF controls from the WREN. For those systems and capabilities that do not inherit specific controls, the MAD will develop, in coordination with USMA’s CIO, a memorandum of understanding (MOU) with the Authorizing Official (AO) (i.e., Superintendent), that enumerates and makes explicit the differentiated responsibilities between USMA CIO/G6 (the system owner of the WREN) and the MAD. The MOU will address, minimally, maintainability, defensibility, sustainability, and severability. To minimize differentiated responsibilities, MADs should strongly consider tight coupling with the WREN and the capabilities it provides.
[bookmark: _Toc96885029]Public Zone Applicability
MADs that design, build, operate, maintain, and defend systems and capabilities in the public security zone accept complete responsibility for those systems and capabilities outside the formal RMF process as a function of USMA operating an .edu network enclave. 
[bookmark: _Toc96885030]Specialized Controls for Financial Management
See also the applicability questions of Figure 4 and Figure 5 of OSD Memorandum, “Enhanced Integration of Finance Management Requirements with the Risk Management Framework”, dated 21 April 2016 for determining applicability to specific systems. MADs have the affirmative obligation to coordinate with USMA CIO/G6 for technical implementation of these systems, their security, and satisfying RMF controls and Assessment Procedures applicable to these systems. Coordination will also include establishing operations and maintenance (O&M) and system life cycle responsibilities. 
An example of an organization using such a system is USMA G8’s / Cadet Treasurer and their use of software modules within the Academy Management System (AMS).  

[bookmark: _Toc96885031]Specialized Controls for Facility Related Control Systems
MADs that design, build, operate, maintain, and defend facility related control systems have particular and specific controls that apply to those systems. MADs have the affirmative obligation to coordinate with USMA CIO/G6 for technical implementation of these systems as well as the coordination for the defense of these systems. 
Examples of such systems include outdoor lighting systems (e.g., United States Corps of Cadets’ (USCC) Outdoor Lighting Control System), Door Control Systems (e.g., presently Garrison hosts Velocity™ on NIPRNet, but future capabilities may move to WREN), and other forms of Industrial Control Systems (ICS)/Supervisory and Data Collection Acquisition (SCADA) systems (e.g., network enabled heating/air conditioning).
[bookmark: _Toc79073288][bookmark: _Toc96885032]Roles and Responsibilities
See USMA Regulation 25-2 Cybersecurity Chapter 2 Roles and Responsibilities.
[bookmark: _Toc6834601][bookmark: _Toc6837378][bookmark: _Toc96885033][bookmark: _Toc6825321][bookmark: _Toc6834604][bookmark: Appendix_A][bookmark: _Toc6837381]Personnel Security Policy
[bookmark: _Toc96885034]PS-1 Personnel Security Policy and Procedures
The requirements for this control are inherited from DoD Policy as reflected in the RMF Army Policy Record.  DoD has developed, documents, and disseminates to all personnel, including personnel with access control responsibilities, a personnel security policy, DOD Manual (DODM) 5200.02 (Procedures for The DOD Personnel Security Program (PSP)), that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance.  DODM 5200.02 provides procedures to facilitate the implementation of the personnel security policy and associated personnel security controls.  USMA reviews and updates this document every 5 years.  USMA reviews and updates personnel security procedures annually.
DoD disseminates DODM 5200.02 via the DoD Issuances site: http://www.esd.whs.mil/DD/.
All Policies and Standard Operating Procedures (SOPs) are reviewed and revised on a yearly basis unless a more rapid revision is necessary. 
[bookmark: _Toc96885035]PS-2 Position Risk Designation
USMA CIO/G6 designates and documents all organizational positions, to include government and contract positions, with the appropriate risk level, in accordance with (IAW) 5 CFR § 731.106 (Designation of public trust positions and investigative requirements) and DODM 5200.02.  The appropriate risk level, including ADP/IT level designations, is determined and documented in each Army Position Description (APD) prepared and posted to the Army Civilian Personnel On-Line (CPOL) Fully Automated System for Classification (FASCLASS) portal (https://acpol2.army.mil/ako/fasclass/inbox/text_menu.asp) and will also be maintained locally.
The requirements for establishing screening criteria for individuals filling organizational positions are inherited from DoD policy (DODM 5200.02) as reflected in the RMF Army Policy Record.  DoD has defined the frequency as annually to review and update position risk designations.  USMA CIO/G6 reviews position risk designations annually and revises designations as required based on the reviews.  Following a review, the action is documented locally by the USMA CIO/G6 reviewer, and changes are reported to the CPAC for USMA IT personnel.
[bookmark: _Toc96885036]PS-3 Personnel Screening
USMA MADs and CIO/G6 screens individuals as part of authorizing access to the information system.  All account requests require the use of DD 2875 (fillable pdf, pdf, paper, or digital flow) which is reviewed by designated Cyber Security Division (CSD) personnel during the account creation process.  A Security Manager from U.S. Army Garrison West Point, Director of Plans, Training, Mobilization, and Security (DPTMS), Security Office is required to identify the user's ADP/IT level on this form.  Army Training and Certification Tracking System (ATCTS) is also reviewed by CSD personnel to ensure the requested individual has fulfilled all requirements.  After review and approval from CSD, the AD team creates the actual account.  Account permissions are assigned based on guidance from CSD personnel.
USMA CIO/G6 rescreens individuals with authorized access to the information system IAW DoD and Army regulations and as deemed necessary by USMA CIO/G6 (such as violation of the Acceptable Use Policy (AUP)). 
For both screening and rescreening, the DPTMS Security Manager must validate the user’s security level through the Joint Personnel Adjudication System (JPAS), and complete and digitally sign Part III of the DD 2875.  If a background check has not been completed for the requesting user, a request will be submitted to the Security Manager to initiate the proper Background Investigation (BI)/clearance request on the user.  If no derogatory information is determined, initiation of the BI documentation, a designation of interim or Local Records Check may be applied and accepted for the creation of a local domain account and access to government ISs.
0. [bookmark: _Toc96885037]PS-3(3) Information with Special Protection Measures
Not applicable.  USMA does not run any special access programs on the WREN.
[bookmark: _Toc96885038]PS-4 Personnel Termination
All accounts are disabled, and authenticators/certificates are terminated/revoked immediately upon the termination of an individual.  DoD has defined the time-period as immediately.  All security-related USMA CIO/G6 information systems-related property shall be retrieved, inspected and an assessment completed ensuring all property has been retrieved.  An audit trail of account termination actions must be retained IAW security policy and procedures. 
Chains of command will retain access to USMA information (On/Offline Work to include emails) and information systems (any hardware) property formerly controlled by the terminated individual IAW USMA security policy and procedures.  USMA information systems formerly controlled by a terminated individual generally refers to issued hardware (e.g., laptops, blackberry’s, PEDs, removable media, etc.).  Chains of command, upon the termination of individual employment, conduct exit interviews that include a discussion of information security topics including but not limited to:
Return of all Government-issued privileged access ASCL tokens and, if applicable, SIPR PKI tokens
Return of all Government hardware, software, digital media, digital and hard-copy documentation, miscellaneous equipment, etc.  This includes items that are Government-issued and/or Government property acquired over time.
Dissemination of information, both digitally and via hard copy
Non-disclosure responsibilities and the safeguarding of sensitive Government information, including Controlled Unclassified Information (CUI)
Other topics deemed appropriate based on USMA CIO/G6 security manager guidance
Individuals with Secret access or higher will review and sign Standard Form (SF) 312 Classified Nondisclosure Agreement (NDA) as part of the exit interview/briefing.  Contractor personnel is debriefed by their respective company security officer.
The USMA CIO/G6 ISSO or ISSM must be notified immediately or within 24 hours upon the termination of individual employment.  DoD has defined the personnel or roles as at a minimum to the ISSO and personnel responsible for revoking credentials.  DoD has defined the time-period as immediately or within 24 hours.  
USMA MAD personnel creates a Service Desk ticket for account termination.  ISSOs or Management will notify the USMA CIO/G6 ISSM immediately if the termination is a result of adverse action.
0. [bookmark: _Toc96885039]PS-4(1) Post-employment Requirements
USMA MADs will notify the terminated individual of applicable, legally binding post-employment requirements for the protection of organizational information; and requires terminated individuals to sign an acknowledgment of post-employment requirements as part of the organizational termination process.  Some positions may require the individual to sign a Non-Disclosure Agreement (NDA); the NDA outlines legal requirements and timeframes regarding the organization’s information.  Individuals should consult with their Supervisor and or Legal upon departure from the organization.  An audit trail of account termination actions must be retained IAW security policy and procedures. 
[bookmark: _Toc96885040]PS-4(2) Automated Notification
USMA MADs will notify CIO/G6 Chief Information Security Officer (CISO) and the Cyber team via email regarding the termination of the individual.  Once the CISO and Cyber teams have been notified, a Helpdesk ticket will be created and assigned to the appropriate teams to disable the terminated user’s account and their permissions to files and folder shares on the WREN.  In the event of a two-week (or any timeframe) notice of resignation of a position, notification will also be sent to the USMA CISO and Cyber team for processing.
[bookmark: _Toc96885041]PS-5 Personnel Transfer
Logical and physical access authorizations to information systems/facilities, when individuals are reassigned or transferred to other positions within the organization will be terminated or reviewed to determine continued access. A service request should be submitted to Account Management when logical access is no longer required.  Physical Access to a room or building will be reported to the USMA CIO/G6 Security Manager. 
USMA CIO/G6 initiates transfer or reassignment procedures to ensure all system accesses no longer required are removed and actions to ensure all system accesses required due to the individual's new position are granted immediately when personnel are reassigned or transferred to other positions.  DoD defines transfer or reassignment actions as actions to ensure all system accesses no longer required are removed.  DoD defines the time-period as immediately to initiate transfer or reassignment actions, following the formal personnel transfer action. 
Chains of Command notifies at a minimum, the Information Technology Services Branch (ITSB) and personnel responsible for transferring credentials immediately when individuals are transferred or reassigned to other positions within the organization.  DoD has defined the personnel or roles as at a minimum, the ISSO, and personnel responsible for transferring credentials.  DoD has defined the time-period as immediately.
[bookmark: _Toc96885042]PS-6 Access Agreements
USMA CIO/G6 ensures that individuals requiring access to organizational information and information systems sign appropriate access agreements prior to being granted access.  Personnel is required to sign access agreements for organizational information systems prior to access being granted and must be signed annually.  
USMA CIO/G6 also requires that individuals re-sign access agreements to maintain access to organizational information systems when access agreements have been updated or when there is a change to the user's level of access.  DoD has defined the frequency as when there is a change to the user's level of access.  The DD2875 (fillable pdf, pdf, paper, digital workflow) will be utilized when requesting access to a USMA CIO/G6 network or system.  DD Form 2875 is the accepted DoD methodology of requesting and granting access to information and information systems.  
USMA CIO/G6 reviews/updates the access agreements annually of employees who have signed access agreements.  DoD has defined the frequency as annually to review and update the access agreements.  Instructions are outlined in USMA Policy 25-2-AC (Access Control policy) and USMA Policy 25-2-PL (Planning policy).
0. [bookmark: _Toc96885043]PS-6(3) Post-employment Requirements
USMA MADs notifies and requires individuals to sign an acknowledgment of applicable, legally binding post-employment requirements for the protection of USMA CIO/G6/government information IAW AR 380-5 para 6-5.  See AR 380-5 para 6-5: The SF 312s and DA Form 2962s are kept on file with the West Point Security Office, DPTMS, for a period of two years. 
[bookmark: _Toc96885044]PS-7 Third-party Personnel Security
DoD 5220.22-M, DoD 5220.22-R, DODM 5200.02, DoD 8570.01-M, and DoDI 3020.41 meet the DoD personnel security requirements including security roles and responsibilities for third-party providers.
The third-party vendor is required to comply with personnel security policies/procedures and must meet all clearance requirements IAW AR 25-2.  Third-party providers must notify at a minimum, the ISSO, and personnel responsible for transferring credentials of any personnel transfers or terminations of third-party personnel who possess organizational credentials and/or badges, or who have information system privileges immediately.  DoD has defined the personnel or roles as at a minimum, the ISSO, and personnel responsible for transferring credentials.  DoD has defined the time-period as immediately.  
USMA MADs and CIO/G6 will monitor third-party compliance with personnel security requirements; USMA CIO/G6 will maintain evidence of such monitoring.  Cloud Service Organizations (CSO) employees also have personnel security policies.  See their documentation for further details.
[bookmark: _Toc96885045]PS-8 Personnel Sanctions
Users who are routinely disabled for inappropriate use of credentials may be disciplined IAW USMA Policy 25-2-AC (Access Control policy), USMA personnel policies, and USAG WP agreement with the local unions. 
Additional sanctions are imposed for security, policy, or regulatory violations in coordination with the user’s chain of command and other relevant stakeholders (e.g., MAD leadership, supervisor(s), CPAC, SJA).  Most disciplinary actions beyond the revocation of network/system access are at the discretion of the chain of command.  All security violations should be reported to the US Army Garrison West Point Security Manager and ISSM.  
USMA MADs notifies at a minimum, the ISSO, ISSM, and Security Manager immediately when a formal employee sanctions process is initiated, identifying the individual sanctioned and the reason for the sanction.  DoD has defined the personnel or roles as at a minimum, the ISSO.  DoD has defined the time-period as immediately to notify the organization-defined personnel or roles when a formal employee sanctions process is initiated.


[bookmark: _TocAPPENDIXA][bookmark: _elm000ca9][bookmark: _TocAPPENDIXA_REFERENCES][bookmark: _Toc96885046]References
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[bookmark: _Toc96885047]Acronyms
	Acronym
	Meaning

	AMS
	Academy Management System

	AO
	Authorizing Official

	AP
	Assessment Procedures

	AR
	Army Regulation

	ATCTS
	Army Training and Certification Tracking System

	AUP
	Acceptable Use Policy

	BI
	Background Investigation

	CIA
	Confidentiality, Integrity, and Availability

	CISO
	Chief Information Security Officer

	CUI
	Controlled Unclassified Information 

	CPAC
	Civilian Personnel Advisory Center

	CPOL
	Army Civilian Personnel On-Line

	CSD
	Cyber Security Division

	DoD, DOD
	Department of Defense

	DODI
	DOD Instructions

	DPTMS
	Training, Mobilization and Security

	FASCLASS
	Fully Automated System for Classification

	ICS
	Industrial Control Systems

	IR
	Incident Response

	IS
	Information System

	ISSM 
	ISSM Information System Security Manager

	ISSO 
	ISSO Information System Security Officer

	JPAS
	Joint Personnel Adjudication System

	LRC
	Local Records Check

	MAD
	Military Academy Directorates

	MOU
	Memorandum of Understanding

	NIPRNet
	Non-classified Internet Protocol Router Network

	NIST
	National Institute of Standards and Technology

	O&M
	Operations & Maintenance

	PKI
	Public Key Infrastructure

	PS
	Personnel Security policy

	RA
	Risk Assessment

	RMF
	Risk Management Framework

	SCADA
	Supervisory Control and Data Acquisition

	SJA
	Strategy Justification and Approval

	SOP
	Standard Operating Procedure

	SP
	Special Publication

	USCC
	United States Corps of Cadets

	USMA
	United States Military Academy

	WREN
	West Point Research and Education Network




[bookmark: _Toc96885048]Definitions
See also NIST Computer Security Resource Center Glossary at https://csrc.nist.gov/Glossary/?term=3816 for definitions.
Terms not defined by National Institute of Standards and Technology (NIST) are below:
ii	USMA CIO/G6 25–2-CM • 30 April 2019	
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