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Chapter 1 — [bookmark: _Toc69297739][bookmark: _Toc96883626][bookmark: _Hlk69993463][bookmark: _Toc6834599][bookmark: _Toc6837376][bookmark: _Toc8035371]Introduction
1-1 [bookmark: _Toc96883627]Purpose
The purpose of this policy establishes the basis for implementing Configuration Management (CM) practices for protecting information systems and data within the United States Military Academy (USMA) West Point Research and Education Network (WREN) and other USMA .edu networks as they come into existence. This policy provides both generalized guidance as well as specific practices for the implementation of CM.
This policy adheres to the guidance identified within the NIST Special Publication 800-53A Rev 4 Configuration Management family (see also https://nvd.nist.gov/800-53/Rev4/impact/moderate for the WREN Managed Zone and https://nvd.nist.gov/800-53/Rev4/impact/low for the WREN Public Zone).
1-2 [bookmark: _2.3_Document_Purpose][bookmark: _2.4_Scope][bookmark: _Toc96883628][bookmark: _Toc6825317][bookmark: _Toc6834600][bookmark: _Toc6837377]Background
[bookmark: _Toc6223400]The USMA WREN, physically located at West Point, NY and logically in one or more cloud service providers, must maintain an Information Systems (IS) environment which empowers USMA to continue its leadership as the premier leader development institution in the world. USMA WREN will sustain and enhance the military and academic leadership opportunities for cadets, staff, faculty, visiting dignitaries, visiting, and assigned foreign nationals (e.g., exchange faculty, exchange cadets, semester abroad faculty and cadets), and the public (e.g., event attendees (conferences, forums, symposia) and sponsored guests (e.g., cadets’ parents, visiting researchers, visitors on official business).
1-3 [bookmark: _Toc96883629]Applicability
The CM policy applies to all USMA Military Academy Directorates (MADs) (see also USMA Regulation 10-1 Organizations and Functions), WREN users and consumers of ISs resources connected directly or through a remote connection to the WREN.  The policy supports the Risk Management Framework (RMF) through the application of Configuration Management Assessment Procedures (AP) and the implementation of risk mitigation strategies for the protection of Confidentiality, Integrity, and Availability (CIA).
[bookmark: _Toc96597719][bookmark: _Toc96883630][bookmark: _Toc6834601][bookmark: _Toc6837378]1-3-1	Managed Zone Applicability to MADs
Substantial portions of this policy are written with an explicit focus on USMA CIO/G6 managed systems, services, and capabilities (e.g., the managed zone(s) and the public zone’s infrastructure).  Despite this explicit phrasing, the content of this policy is equally applicable to MADs that design, build, operate, maintain, and defend systems and capabilities hosted in the USMA managed zone(s). The MADs so impacted will inherit the vast majority of RMF controls from the WREN. For those systems and capabilities that do not inherit specific controls, the MAD will develop, in coordination with USMA’s CIO, a memorandum of understanding (MOU) with the Authorizing Official (AO) (i.e., Superintendent), that enumerates and makes explicit the differentiated responsibilities between USMA CIO/G6 (the system owner of the WREN) and the MAD. The MOU will address, minimally, maintainability, defensibility, sustainability, and severability. To minimize differentiated responsibilities, MADs should strongly consider tight coupling with the WREN and the capabilities it provides.
[bookmark: _Toc96883631][bookmark: _Toc96597720]1-3-2	Public Zone Applicability to MADs
MADs that design, build, operate, maintain, and defend systems and capabilities in the public security zone accept complete responsibility for those systems and capabilities outside the formal RMF process as a function of USMA operating an .edu network enclave.
[bookmark: _Toc96597721][bookmark: _Toc96883632]1-3-2	Specialized Controls for Financial Management
See also the applicability questions of Figure 4 and Figure 5 of OSD Memorandum, “Enhanced Integration of Finance Management Requirements with the Risk Management Framework”, dated 21 April 2016 for determining applicability to specific systems. MADs have the affirmative obligation to coordinate with USMA CIO/G6 for technical implementation of these systems, their security, and satisfying RMF controls and Assessment Procedures applicable to these systems. Coordination will also include establishing operations and maintenance (O&M) and system life cycle responsibilities. 
An example of an organization using such a system is USMA G8’s / Cadet Treasurer and their use of software modules within the Academy Management System (AMS).  
[bookmark: _Toc96597722][bookmark: _Toc96883633]1-3-4	Specialized Controls for Facility Related Control Systems
MADs that design, build, operate, maintain, and defend facility-related control systems have particular and specific controls that apply to those systems. MADs have the affirmative obligation to coordinate with USMA CIO/G6 for technical implementation of these systems as well as the coordination for the defense of these systems. 
Examples of such systems include outdoor lighting systems (e.g., United States Corps of Cadets’ (USCC) Outdoor Lighting Control System), Door Control Systems (e.g., presently Garrison hosts Velocity™ on NIPRNet, but future capabilities may move to WREN), and other forms of Industrial Control Systems (ICS)/Supervisory and Data Collection Acquisition (SCADA) systems (e.g., network-enabled heating/air conditioning).
Chapter 2 — [bookmark: _Toc96883634]Roles and Responsibilities
[bookmark: _3.4_Cryptographic_Mechanisms][bookmark: _Toc6825321][bookmark: _Toc6834604][bookmark: Appendix_A][bookmark: _Toc6837381]See USMA Regulation 25-2 Cybersecurity Chapter 2 Roles and Responsibilities.
Chapter 3 — [bookmark: _Toc96883635]Configuration Management Policy
3-1 [bookmark: _Toc70002164][bookmark: _Toc96883636]CM-1 Configuration Management Policy and Procedures
USMA CIO/G6 has developed and documented this CM policy to address purpose, scope, roles and responsibilities, management commitment, coordination among organizational entities and compliance, and procedures to facilitate the implementation of the configuration management policy and associated configuration management controls.
USMA CIO/G6 will ensure that:
CM policy disseminates to all stakeholders in the CM process.
The policy is available to all USMA West Point personnel via the organization’s SharePoint portal.
Review the policy and update annually, document each occurrence of the reviews, and update actions as an audit trail.
[bookmark: _Ref9443966][bookmark: _Ref9443974]All Policies and Standard Operating Procedures (SOPs) are reviewed and revised on a yearly basis unless a more rapid revision is necessary. 
3-2 [bookmark: _Toc96883637]CM-2 Baseline Configuration
USMA CIO/G6 develops, documents, and maintains a baseline configuration for the WREN Managed zone and the infrastructure in the public zone.  The information contained in the Information System Security Manager (ISSM) approved hardware and software lists and network diagram(s) for each zone make up the baseline configuration.  
A. Workstation and Server Baselines
On the WREN Managed zone, the only approved workstation and server baselines are those currently supported by the CIO/G6. As a rule of thumb, operating systems that have reached their vendor declared end-of-life date may not operate in the WREN managed zone. USMA frequently uses vendors’ extended support licenses, which have different EOL than other versions of the same OS.  USMA CIO/G6 coordinates with CMC to periodically update the minimal OS versions of OS supported in the managed zone and enforces those versions for devices that seek to connect to USMA data stores in the M365 environment. 
1. For Servers, USMA uses the Windows Server commercial image(s) provided by Microsoft and selects other vendors (e.g., Red Hat). USMA does not use the Army Gold Master as its baseline image for managed Windows servers. 
1. The Chief Technology Officer’s (CTO) Enterprise Services Branch is the custodian of the  Standard Operating Procedure(s) used to build the ESB managed servers.  ESB managed servers will IAW USMA-25-2-CA and USMA Reg 25-2 meet STIG/SRG requirements unless specific deviations have AODR authorization. 
1. ITSB is the custodian of the Standard Operating Procedures(s) for imposing comply to connect and other end-point device policies on network enabled devices that access USMA data.
1. MADs are the custodian(s) of the SOPs they use and follow to build their managed servers.  STIG compliance varies for MADs based on the scope of availability of the service.
B. [bookmark: _Toc8215841]For workstations, USMA uses the Windows Professional commercial image provided by Microsoft for Windows systems.  USMA also uses the vendor provided images for managed macOS and Linux/*nix systems.  
1. For endpoints (e.g., phones, tablets, workstations) in the public zone, USMA requires no particular baseline version of operating systems. However, USMA does impose comply to connect policies for devices and users seeking access to USMA data stores in the M365 environment.
1. USMA imposes various comply to connect policies on all of these various devices if the user(s) of the device(s) desires to access M365 resources with mobile device management (MDM) capabilities (e.g., Intune), Group Policy Objects (GPOs), as applicable, and other capabilities. 
1. USMA does not maintain a baseline image for devices in the public zone.
C. Network Configuration Baselines
The Chief Technology Officer’s (CTO) Network Services Branch is the custodian of the current baseline(s) for network infrastructure and the Standard Operating Procedure(s) used to build the baseline(s). The NSB stores copies of its baseline configuration (e.g., Cisco Prime configuration and backups thereof) in a secure manner.  NSB devices will IAW USMA Reg 25-2 and USMA 25-2-CA meet STIG/SRG requirements unless specific deviations have AODR authorization.
USMA manages the USMA network using a two-tiered CM model.
1. At the first tier, centralize the baseline control at the Configuration Management Council (CMC). The CMC will baseline a basic network architecture, (e.g., Fiber Distributed Data Interface (FDDI) backbone, Ethernet, Cisco routers, etc.) baseline series, cloud governance, configurations, and other changes that have USMA wide impacts.  The CMC must consider and approve any changes to that architecture (e.g., deploying a new router.)  This prevents performing significant enclave changes before informing all affected organizations that have provided their input.
1. At the second-tier, baseline control will be more decentralized.  Establish a component baseline for each USMA CIO/G6 network component that will capture the operational parameters to evaluate and deploy that component. Any changes to this baseline, e.g., updating the routing parameters, are routine. Typically, these changes will not require CMC approval, but periodic configuration reviews will enable the CMC to monitor component level changes and refine the process if necessary. 
[bookmark: _Toc70003465][bookmark: 3.3.___CM-2(1)_Reviews_And_Updates][bookmark: _bookmark14][bookmark: _Toc96883638]CM-2(1) Reviews and Updates
USMA CMC/G6 will:
1. Review and update the baseline configuration of the IS annually.
1. Review and update the baseline configuration of the IS when required due to baseline configuration changes or as events dictate such as changes due to USCYBERCOM and/or ARCYBER tactical orders, directives, or cyber-attacks.
1. Review and update the baseline configuration of the IS as an integral part of IS component installations.
1. Review and update the baseline configuration of the IS as an integral part of IS component upgrades.
1. Document each occurrence of the reviews and update actions as an audit trail.
[bookmark: _Toc70003467][bookmark: _Toc70003468][bookmark: 3.4.___CM-2(3)_Retention_of_Previous_Con][bookmark: _bookmark15][bookmark: _Toc96883639]CM-2(2) Automation Support for Accuracy / Currency
For the WREN Managed Zone, USMA will work toward automated solution(s) to ensure systems and services baselines remain up-to-date, complete, and accurate. ACAS and STIG automated checks of systems contribute to meeting this control, but do not, by themselves, assure continued adherence to as-designed baseline settings. USMA will use cloud service offerings’ role based access control (RBAC) automated checks, where available, to check baseline permissions within the offerings.
For the WREN Public Zone, USMA will work toward automated solution(s) to ensure the network infrastructure baseline(s) remain up-to-date, complete, and accurate. System owners may employ automated checks as their resources and security posture dictate.
USMA will, minimally, configure its 802.1x checks to confirm an up-to-date operating system (supporting the current Original Equipment Manufacturer (OEM) version (major & minor build), one older minor build, and one newer major build (e.g., beta testers). Further, it will ensure devices seeking to connect to the WREN have current anti-virus products installed and running.
In the context of Financial Management Systems—the application of the Financial Management overlay triggered this control’s applicability—USMA will maintain a baseline of application source code and supporting infrastructure for the financial management modules of AMS. Other financial management system owners who host their capability on the WREN will maintain their baselines in accordance with their system design documentation. 
[bookmark: _Toc96883640]CM-2(3) Retention of Previous Configurations
USMA CIO/G6 will retain the previously approved baseline configuration of IS components for a minimum of 3 months and will document baseline configuration to support rollback.  The goal is to verify that the IS can roll back components to previous versions.
MADs operating their own systems and services will retain the previously approved baseline configuration of IS components for a minimum of 3 months and will document baseline configuration to support rollback.  The goal is to verify that the IS can roll back components to previous versions.
Retaining previous versions of baseline configurations to support rollback may include, for example, hardware, software, firmware, configuration files, and configuration records.
[bookmark: 3.5.___CM-2(7)_Configure_Systems,_Compon][bookmark: _bookmark16][bookmark: _Toc96883641]CM-2(6) Configuration Settings
The organization does the following:
1. Establishes and documents configuration settings for information technology products employed within the information system using DoD Security configuration or implementation guidance (e.g. STIGs, SRGs, NSA configuration guides, CTOs, DTMs, etc.) consistent with operational requirements and achieving residual risk assessment of medium or lower.
1. Implements the configuration settings.
1. Identifies, documents, and approves any deviations from established configuration settings for all configurable information system components based on educational mission requires as the priority; and
1. Monitors and controls change to the configuration settings IAW organizational policies and procedures.
[bookmark: _Toc96883642]CM-2(7) Configure Systems, Components, or Devices for High-Risk Areas
Systems used in high-risk areas (e.g., overseas location of competitor nation-states) may require additional configurations to protect and ensure the integrity of the system and the information processed.  To protect the USMA CIO/G6 networks when systems return from the high-risk areas, the systems may require additional configurations.
At a minimum, all managed systems that travel away from the West Point installation, whether going to a high-risk area or not, must have an approved data-at-rest solution.  Implemented owners of personal systems should use data-at-rest protection.
Upon the return to USMA West Point, CIO/G6 will review any managed system connected to a network that was not under USMAs control to ensure its baseline configuration is still valid.  The system’s owner(s) and/or administrator should check for tampering of the system, and that they receive all its required updates while away, etc. In extreme circumstances or if CIO/G6 cannot determine the status of the system, reimage with the latest known good baseline obtained from the USMA CIO/G6.
At a minimum, scan all systems for compliance using approved enterprise tools such as the ACAS, Microsoft System Center Configuration Manager (SCCM), End Point Protection (e.g., Microsoft Defender), and Security Content Automation Protocol (SCAP).
[bookmark: 3.6.___CM-3_Configuration_Change_Control][bookmark: _bookmark17][bookmark: _Toc96883643]CM-3 Configuration Change Control
The USMA CIO/G6 CMC is the organizational element that has the mission to recommend and, in some cases, approve changes to the USMA CIO/G6 network.
See Appendix D – Change Management Council (CMC) Charter for the established frequency that the CMC meets and for those conditions that may require an out-of-cycle or emergency meeting.
After careful consideration of the impact on the security of the networks, the CMC recommends approval / disapproval or approves / disapproves requests for change sent to the CMC. The CMC Secretariat documents all approvals and/or disapprovals and makes those decisions available for audit. The CMC Secretariat prepares and posts minutes for all CMC meetings and documents required approvals, disapprovals, and any CMC caveats.
In accordance with (IAW) this policy, USMA performs a post-implementation review after deploying a change(s). The post-implementation review should address any unresolved issues and document these issues.  USMA documents the post-implementation review on the Change Management Record (CCF).
USMA maintains all documents related to requested changes for a minimum of three years based on the three-year RMF authorization cycle, Command Cyber Readiness Inspections (CCRI), and other regulatory inspections. This ensures ample configuration and change management records will be available for auditing. At the end of 3 years, records will move into the Army Records Information Management System (ARIMS) for ARIMS-based archiving and storage.
A well-defined configuration change control process is fundamental to any CM program.  Configuration change control ensures a request is made for WREN configuration changes and the changes are evaluated for their security impact, tested for effectiveness, and approved before implementation.
The WREN uses the below overarching process to control change.
For the most current diagram, refer to the G5 SharePoint site: https://usarmywestpoint.sharepoint.com/sites/g5.publications/Figures/Forms/AllItems.aspx 
[image: ]
[bookmark: _Toc95921492]Figure 1 – CMC Change Request Process Flow
2. [bookmark: 3.7.___CM-3(2)_Test_/_Validate_/_Documen][bookmark: _bookmark18][bookmark: _Toc96883644]CM-3(1) Automated Document / Notification / Prohibition of Changes
The organization employs automated mechanisms to do the following:
1. Document proposed changes to the information system.
Notify organized-defined approval authorities of proposed changes to the information system and request change approval.
Highlight proposed changes to the information system that have not been approved or disapproved by the organization-defined time period.
Prohibit changes to the information system until designated approvals are received.
Document all changes to the information system.
Notify organization-defined personnel when approved changes to the information system are completed.
2. [bookmark: _Toc96883645]CM-3(2) Test / Validate / Document Changes
USMA tests and validates, to the degree feasible given available resources, all non-standard changes prior to implementation.  USMA documents the testing and validation and ensures it is in an electronically searchable form available to the CM community and the CMC upon request.  All changes must contain a submitted Implementation Plan and undergo appropriate testing.  As a component of that Implementation Plan, identify the nature of any testing and roll back plans.
Document the change request, testing, and validation results.  The testing documentation does not have a mandated format (e.g., email, automated report, Memorandum for Record (MFR)) that clearly identifies testing and the testing results are complete as identified within the Implementation Plan.  The CMC may require further testing as a condition of implementation of approved changes.
[bookmark: _Toc96883646]CM-3(3) Automated Change Implementation
The organization employs automated mechanisms to implement changes to the Financial Management systems’ baseline(s) and deploys the updated baseline across the installed base.  To ensure that approved software programs such as the Cadet Pay/AMS application are protected from unauthorized changes, multiple copies are maintained in carefully controlled libraries by the Software Engineering Branch (SEB).  Different versions are identified, and copies are maintained in carefully controlled libraries. 
Adequately controlled software libraries help ensure that there is: 
1. A copy of the officially approved version of a program is available in case the integrity of an installed version is called into question and
A permanent historical record of old program versions.
[bookmark: 3.8.___CM-3(4)_Security_Representative][bookmark: _bookmark19][bookmark: _Toc96883647][bookmark: _Hlk24537052]CM-3(4) Security Representative
See Appendix D – Change Management Council (CMC) Charter for required board representation.
[bookmark: _Toc96883648]CM-3(5) Automated Security Response
[bookmark: _Toc24538249][bookmark: _Toc24538507][bookmark: _Toc25246687][bookmark: _Toc24538250][bookmark: _Toc24538508][bookmark: _Toc25246688][bookmark: _Toc24538251][bookmark: _Toc24538509][bookmark: _Toc25246689][bookmark: _Toc24538252][bookmark: _Toc24538510][bookmark: _Toc25246690][bookmark: _Toc24538253][bookmark: _Toc24538511][bookmark: _Toc25246691][bookmark: _Toc24538254][bookmark: _Toc24538512][bookmark: _Toc25246692][bookmark: 3.9.___CM-3(6)_Cryptography_Management][bookmark: _bookmark20]USMA CIO/G6 uses various tools/capabilities to implements a fact finding inquiry automatically if baseline configurations are changed in an unauthorized manner. File Integrity Monitoring (FIM) capabilities are the preferred method of implementation, with multiple technologies supported (e.g., Azure Security Center, Tripwire).
[bookmark: _Toc96883649]CM-3(6) Cryptography Management
The USMA CIO/G6 ensures that cryptographic mechanisms used to provide security safeguards are under configuration management. See the USMA CIO/G6 Communications Security (COMSEC) policy for overall control of COMSEC items within USMA CIO/G6, USMA Control and manages all COMSEC IAW applicable federal, DoD, and Army directives, regulations, policies, standards, and guidance.
[bookmark: 3.10.___CM-4_Security_Impact_Analysis][bookmark: _bookmark21][bookmark: _Toc96883650]CM-4 Security Impact Analysis
CMC must review, assess, and address all requested changes to provide recommendations to ensure mitigation of risks to the USMA CIO/G6 networks and any mitigations and/or corrective measures. Annotate all reviews from the ISSM within the CMC minutes and/or documented within the change request record.
2. [bookmark: 3.11.___CM-4(1)_Separate_Test_Environmen][bookmark: _bookmark22][bookmark: _Toc96883651]CM-4(1) Separate Test Environments
Complete all testing and development in a segregated environment and not on the production network, when feasible.  To ensure adequate protection of the production environment, the logical separation of the test environment is acceptable.  Use development or testing environments for all initial building and testing of changes.
System owners and developers must use sanitized data for development and test unless they have production equivalent security in place to protect unsanitized data. 
[bookmark: _Toc96883652]CM-4(2) Verification of Security Functions
The organization, after the IS changes, checks the security functions to verify that the implementation of functions is correct, operating as intended, and producing the desired outcome regarding meeting the security requirements for the system.
[bookmark: _Toc96883653]CM-5 Access Restrictions for Change
All individuals authorized to make changes to or otherwise configure CMC controlled items require proper training and certification where applicable.  The CIO/G6 uses the principle of least privilege where feasible and applicable. CIO/G6 restricts both physical and logical access to the network where feasible and acceptable.  
USMA inherits the physical access controls to the Spellman Hall data center from the NEC.
USMA inherits the physical access controls to the Taylor Hall node from the NEC and the Taylor Hall Building Commandant.
Most wiring closets within USMA are multi-purposed rooms and are not uniformly under the control of CIO/G6. 
Where otherwise feasible, USMA CIO/G6 and MADs grant only those individuals with a required need physical access to the CIO/G6 network infrastructure and other CMC controlled items.  The same applies to logical access to the CIO/G6 network infrastructure and other CMC controlled items through configured security groups and other deployed mechanisms (e.g., RADIUS).
2. [bookmark: 3.13.___CM-5(1)_Automated_Access_Enforce][bookmark: _bookmark24][bookmark: _Toc96883654]CM-5(1) Automated Access Enforcement / Auditing
IAW CM-5 Access Restrictions for Change, restrict physical and logical access to CIO/G6 network infrastructure to authorized personnel only.  Log all logical access to the CIO/G6 network infrastructure IAW USMA Policy 25-2-AU.
[bookmark: 3.14.___CM-5(2)_Review_System_Changes][bookmark: 3.14.1_Configuration_Reviews][bookmark: _bookmark25]Where feasible, log physical access to CIO/G6 buildings/rooms/facilities, etc. (e.g., electronic badge logs, paper rosters).  Log, where technology is not available, additional access with a paper sign-in roster for all individuals requiring escorted access to CIO/G6 network infrastructure in a secure and/or sensitive area.
For software (e.g., Adobe Acrobat, SQL Server) in use on managed devices in the managed zone, USMA will use automation (e.g., Group Policy Objects (GPO)) to the maximum extent possible.
For managed devices in both zones USMA will use automation (e.g., Group Policy Objects (GPO), Azure Security Center, Intune) to the maximum extent possible.
[bookmark: _Toc96883655]CM-5(2) Review System Changes
A. Configuration Reviews
1. Perform configuration reviews at least every 180 days for configuration items assigned a risk rating of moderate or higher and at least annually for systems assigned a rating of low to determine whether unauthorized changes have occurred and to verify the correctness of the configuration status accounting information.  The goal of a configuration review is to verify and identify network components and that all network changes have been properly managed.  Periodic configuration reviews also assess the effectiveness of the CIO/G6 CM process and identify potential modifications.  Proper configuration reviews answer the following questions:
1. Are the configuration status accounting records accurate and complete?
Does our configuration management process work effectively?
The major activities of a configuration review are: 
Identify the information to review and perform the review
Documenting and analyzing the results of the review.
2. The baseline configuration (may require) updating due to required baseline configuration changes or as events may dictate.  Some events that may require an update include an update to the published CIO/G6 baseline; the release of United States Cyber Command (USCYBERCOM) tactical orders or directives applicable to USMA’s .edu environment; cyber-attacks; or other incidents.  Review document changes implemented as part of the standard audit trail accordingly.
3. Require an audit trail and document all configuration reviews.  The documentation should annotate at a minimum the date of the review and any discrepancies identified during the review.
B. [bookmark: 3.14.2_Perform_Configuration_Review]Perform Configuration Review: Periodically, complete a review of the configuration status information to verify its accuracy and completeness. The CIO/G6 CMC identifies the configuration reviews to complete.  The following is a preliminary list of configuration reviews:
C. Physical Network Review: The Physical Network Review will analyze and note any discrepancies between the configuration status information and the physical CIO/G6 networks.  This is a detailed review that compares the data in the repository with the actual physical configuration of the deployed network components. This review is roughly equivalent to the Physical Configuration Audit in traditional CM.
D. System Baseline Review: The System Baseline Review will analyze and note any discrepancies between the approved baseline and reviewed system configuration.  This review will include:
1. Patch status report – review to determine Information Vulnerability Alert Management (IAVM) compliance
1. Software installations – review to determine if other than approved software is installed
1. Application version status – review to determine that the most current applications are installed
1. Document the results of the configuration review and make them available to the CIO/G6 CMC team.  The CMC will use the findings to identify and correct discrepancies in the configuration status information.  In addition, the CIO/G6 CMC should analyze inefficiencies and problems identified in the CIO/G6 CM process and undertake to resolve them.
[bookmark: 3.15.___CM-5(5)_Limit_Production_/_Opera][bookmark: _bookmark26][bookmark: _Toc96883656]CM-5(3) Signed Components
USMA, for the managed zone, requires operators and maintainers of enterprise systems to use vendor provided digitally signed software or firmware components with digital signatures provided by trusted 3rd party certificate authorities whenever those are available.
[bookmark: _Toc96883657]CM-5(4) Dual Authorization
The organization enforces dual authorization for implementing changes to the Financial Management System.  This is to ensure that any changes to selected information system components and information cannot occur unless two qualified individuals implement such changes.  The two individuals possess sufficient skills/expertise to determine if the proposed changes are correct implementations of approved changes.  For example, change requests must be approved by both the Cadet Pay/AMS (G8) staff and IT who properly authorize, test, approve, and track all configuration changes. USMA’s  CTP and supporting SOPs generally support dual authorizations prior to updating CTO-controlled resources.
USMA’s CTO and supporting SOPs generally support dual authorization prior to updating CTO controlled resources. 
[bookmark: _Toc96883658]CM-5(5) Limit Production / Operational Privileges
USMA restricts the ability for personnel to make enterprise changes IAW CM-5 Access Restrictions for Change.  IAW the CIO/G6 Insider Threat policy conduct and document an annual review of individual’s assignment orders.  Additionally, IAW USMA 25-2-PS (Personnel Security policy) complete additional reviews of logical and physical access based on defined parameters.
[bookmark: 3.16.___CM-5(6)_Limit_Library_Privileges][bookmark: _bookmark27][bookmark: _Toc96883659]CM-5(6) Limit Library Privileges
USMA restricts the ability of personnel to access the NSB Baseline Image(s) and of SEB’s source code repositories CM-5 Access Restrictions for Change.  
[bookmark: 3.17.___CM-6_Configuration_Settings][bookmark: _bookmark28][bookmark: _Ref48906353][bookmark: _Toc96883660]CM-6 Configuration Settings
Information technology products for which configuration settings can be applied include but are not limited to servers (e.g., database, authentication, web, proxy, file, domain name, and SharePoint), workstations, input/output devices (e.g., scanners, multi-function devices, and printers), network components (e.g., firewalls, routers, gateways, voice and data switches, wireless access points, network appliances, sensors, etc.), operating systems, middleware, and applications.  Security-related configuration settings can include but are not limited to, registry settings; account/file/directory permission settings; and settings for functions, ports, protocols, services, and remote connections.
The requirements in CM-2 Baseline Configuration apply to all managed devices operating in the WREN Managed zone and the WREN Public infrastructure.  USMA uses the appropriate Defense Information Systems Agency (DISA) Security Technical Implementation Guide (STIGs) for managed devices with such STIGs located at https://public.cyber.mil/stigs/.
USMA employs additional configuration settings as appropriate, and IAW National Institute of Standards and Technology (NIST) publications, Communications Tasking Orders (CTO), Directive-Type Memorandums (DTM), Tasking Orders (TASKORD), and Operations Orders (OPORD), etc. 
Using enterprise tools such as DISA’s SCAP Scanner and Assured Compliance and Assessment System (ACAS), workstation administrators can verify and validate compliance with required configuration settings. Where an automated tool does not exist to verify and validate the compliance system and workstation, administrators need to manually verify the required configuration settings.  The STIG and SCAP Tactics, Techniques, and Procedures (TTP) outline the process to use the SCAP and STIG tools and followed as applicable.
The CIO/G6 Cybersecurity Branch regularly conducts automated ACAS and SCAP scans to verify, validate, and apply required configuration settings through existing automated means (e.g., Group Policy) or manually by the system or workstation administrator for the Managed zone.  System owners are responsible for their systems in the Public zone.
Deviations from required configuration settings for Managed systems require approval from the WREN Authorizing Official (AO) or Authorizing Official Designed Representative (AODR).  Deviation requests must flow through the requesting entity’s chain of command to the CMC and Change Process. 
2. [bookmark: 3.18.___CM-6(1)_Automated_Central_Manage][bookmark: _bookmark29][bookmark: _Toc96883661]CM-6(1) Automated Central Management / Application / Verification
To centrally control the application of configuration settings USMA CIO/G6 uses multiple tools (e.g., Microsoft Active Directory and Domain Level Group Policy, Microsoft SCCM, Azure’s various security services, Mobile Device Management.)
USMA uses other deployed capabilities for network infrastructure and non-Windows systems in the WREN Managed zone.
[bookmark: 3.19.___CM-7_Least_Functionality][bookmark: _bookmark30][bookmark: _Toc96883662]CM-6(2) Respond to Unauthorized Changes
USMA will employ multiple capabilities (e.g., SIEM, CASB, Network Management Console) to identify and respond to unauthorized changes to security related configuration settings.
In the context of Financial Management Systems—the application of the Financial Management overlay triggered this control’s applicability—USMA will identify and respond to unauthorized changes to the behavior of the financial management system(s) (e.g., Academy Management System’s Cadet Fund modules). Other financial management system owners who host their capability on the WREN will also identify and respond to unauthorized changes to their system in accordance with their CM and Incident Response and Contingency plans. 
Enumeration of all the monitored alerts is infeasible and changes based on external factors (e.g., threat warnings, Army Cyber directives, INFOCON). USMA CIO/G6 Cybersecurity branch is the lead for controlling and using the security tools. USMA System Owners in the Managed Zone will have monitoring rights for their systems and services. 
USMA Cyber will also monitor the WREN public zone for unauthorized uses, which can also be indicators of unauthorized changes to endpoints.
[bookmark: _Toc96883663]CM-7 Least Functionality
Using enterprise tools and the application of configuration settings USMA CIO/G6 ensures network infrastructure devices, application servers, and services use specific Ports, Protocols, and Services (PPS) in the WREN Managed zone. 
Organizations or users that require the use of other PPS in the WREN Managed zone will submit an appropriate change request IAW Appendix D – Change Management Council (CMC) Charter).
2. [bookmark: 3.20.___CM-7(1)_Periodic_Review][bookmark: _bookmark31][bookmark: _Toc96883664]CM-7(1) Periodic Review
With exceptions for research, USMA restricts PPS that represent security and reputational risks (e.g., Bitcoin mining, SMTP open relays) in the Public Zone while otherwise exercising a very lite touch in the Public Zone.
USMA CIO/G6 implements approved changes to PPS and at a minimum, reviews approved PPS changes semi-annually to ensure implementation.  USMA annotates the review of approved PPS as part of the regularly scheduled CMC meetings and annotated within the CMC minutes as an auditable requirement.
In the Public zone, USMA maintains visibility and controls PPS that represent an unacceptable risk to the WREN (i.e., hate, porn, gambling, and other forms of risk).
2. [bookmark: 3.21.___CM-7(2)_Prevent_Program_Executio][bookmark: _bookmark32][bookmark: _Toc96883665]CM-7(2) Prevent Program Execution
USMA CIO/G6 has deployed required enterprise tools to all USMA CIO/G6 managed servers to prevent the execution of unauthorized program code and applications.
Using an End Point Protection system (e.g., Microsoft Defender ATP, MS Firewall application locker), USMA prevents unauthorized execution of code and applications.
2. [bookmark: 3.22.___CM-7(3)_Registration_Compliance][bookmark: _bookmark33][bookmark: _Toc96883666]CM-7(3) Registration Compliance
CIO/G6 will maintain a documented listing of PPS in use, and periodically reviews a sampling of the PPS to ensure CIO/G6 is compliant with DoDI 8551.01 or document the deviations thereof. 
2. [bookmark: 3.23.___CM-7(5)_Authorized_Software_/_Wh][bookmark: _bookmark34][bookmark: _Toc96883667]CM-7(5) Authorized Software / Whitelisting
USMA CIO/G6 identifies software programs authorized to execute using the Information Technology Request (ITR) process (see also USMA Policy 25-2-SA). 
Approval within the ITR Process will usually obviate the requirement to go before the CMC and submit a request for change.  ITR Approvers have the option to require a CMC review/approval prior to or in parallel to approving an ITR.
[bookmark: 3.24.___CM-8_Information_System_Componen][bookmark: _bookmark35][bookmark: _Toc96883668]CM-8 Information System Component Inventory
USMA CIO/G6 develops and documents an inventory of WREN managed systems that:
Accurately reflects the current managed zone
1. Includes all devices (e.g., servers, network infrastructure, multi-function devices) operating within the authorization boundary of the managed zone, and as feasible in the public zone
Is at the level of granularity deemed necessary for tracking and reporting
Includes hardware inventory specifications as noted in Enterprise Mission Assurance Support Service (eMASS) tracking sheets
The inventory can be, and is, in multiple locations, with not all data migrated to eMASS. Specifically, the ESB maintains its own list of managed servers (and data helpful to the O&M of those servers) and other managed systems (e.g., copiers/MFDs, printers) while NSB maintains their hardware list through management tool(s) (e.g., Cisco Prime). 
USMA CIO/G6 reviews and updates the IS component inventory when necessary and/or, at a minimum, annually. ESB, NSB, MADs, and other entities operating hardware in the managed zone will, on order, provide their hardware list to internal and external assessors. 
2. [bookmark: 3.25.___CM-8(1)_Updates_During_Installat][bookmark: _bookmark36][bookmark: _Toc96883669]CM-8(1) Updates During Installations / Removals
USMA CIO/G6 updates the inventory of IS components as an integral part of component installations, removals, and information system updates. As noted in para 3-8 above, the location data and other potentially volatile data (e.g., dynamically allocated IP addresses) will not migrate to eMASS.
2. [bookmark: 3.26.___CM-8(2)_Automated_Maintenance][bookmark: _bookmark37][bookmark: _Toc96883670]CM-8(2) Automated Maintenance
USMA CIO/G6 employs automated mechanisms to help maintain an up-to-date, complete, accurate, and readily available inventory of IS components, automated means include Azure Management tools, ACAS, Microsoft Defender, Cisco Prime, CISCO ISE, and other capabilities as fielded.
USMA CIO/G6 Cyber branch will run periodic discovery scans in both managed and unmanaged zones to detect unrecorded and/or rouge systems and services.
2. [bookmark: 3.27.___CM-8(3)_Automated_Unauthorized_C][bookmark: _bookmark38][bookmark: _Toc96883671]CM-8(3) Automated Unauthorized Component Detection
USMA CIO/G6 employs automated mechanisms (e.g., 802.1X) continuously to detect the presence of unauthorized hardware, software, and firmware components within the WREN Managed management zone; and takes the following actions to detect unauthorized components:
1. Disables network access by such components
Isolates the components
Notifies, at a minimum, the Information System Security Officer (ISSO) and ISSM
Notifies the chain of command, if identifiable, responsible for the device
2. [bookmark: 3.28.___CM-8(5)_No_Duplicate_Accounting_][bookmark: _bookmark39][bookmark: _Toc96883672]CM-8(4) Accountability Information
The organization includes in the information system component inventory information, a means for identifying by one or more individuals (name, position, role) responsible/accountable for administering those components.  USMA senior management and information resource management have ultimate responsibility for providing direction and ensuring that information security responsibilities are assigned and carried out as intended.  Security plans such as the System Security Plan (SSP) and USMA Regulation 25-2 Cybersecurity establish who owns and manages the various computer resources and what the responsibilities of ownership are.
2. [bookmark: _Toc96883673]CM-8(5) No Duplicate Accounting of Components
USMA CIO/G6/ISSM/ISSO verifies there is no duplication in all components within the authorization boundary of the WREN in other WREN inventories.
2. [bookmark: _Toc96883674]CM-8(6) Assessed Configurations/Approved Decisions
The organization includes assessed component configurations and any approved deviations to currently deployed configurations in the information system component inventory of WREN Financial Management Systems.  USMA CIO/G6 develops, documents, and maintains a baseline configuration for the WREN Managed zone and the infrastructure in the public zone.  The information contained in the ISSM approved hardware and software lists and network diagram(s) for each zone make up the baseline configuration.  See section CM-2 in this policy for more information.
2. [bookmark: _Toc96883675]CM-8(8) Automated Location Tracking
The organization employs automated mechanisms to support the tracking of information system components by geographic location.  Where technically feasible, the WREN maintains current configuration information in a formal configuration baseline that contains the configuration information.  Configuration baselines, plus approved changes from those baselines, constitute the current configuration information.  There is a current and comprehensive baseline inventory of hardware, software, and firmware, which is routinely validated for accuracy.  There are also information system diagrams and documentation on the set up of routers, switches, guards, and firewalls which are all stored as eMASS artifacts.
2. [bookmark: _Toc96883676]CM-8(9) Assignment of Components to Systems
USMA CIO/G6 determines, documents, and allocates the resources (funding, staffing, etc.) required for the IT and Cybersecurity requirements USMA CIO/G6 (and MADs as applicable) provide the acquisition documents for information systems, information system components, and information system service.  Related control: SA-4.
The organization also does the following:
1. Assigns systems connected to the WREN, by department, to an information system.
 Receives an acknowledgment from the information system owner of this assignment.
[bookmark: 3.29.___CM-9_Configuration_Management_Pl][bookmark: _bookmark40][bookmark: _Toc96883677]CM-9 Configuration Management Plan
This document serves as the Configuration Management Plan for USMA.
2. [bookmark: _Toc96883678]CM-9(1) Assignment of Responsibility
USMA senior management and information resource management have the responsibility to manage the various computer resources in the managed zone.  In addition, they also assign responsibility for developing the configuration management process for organizational personnel that is not directly involved in information system development.  Security plans such as the SSP and USMA Regulation 25-2 Cybersecurity establish who owns and manages the various computer resources and what the responsibilities of ownership are.
Configuration management plans include the following:
1. Responsibilities 
Activities to be performed 
Required coordination of activities 
Resources required 
Maintenance plan
[bookmark: 3.30.___CM-10_Software_Usage_Restriction][bookmark: _bookmark41][bookmark: _Toc96883679]CM-10 Software Usage Restrictions
USMA CIO/G6 uses software and associated documentation IAW contract agreements and copyright laws and tracks the use of software and associated documentation protected by quantity licenses to control copying and distribution.  USMA CIO/G6 also controls and documents the use of peer-to-peer file-sharing technology to ensure no unauthorized distribution, display, performance, or reproduction of copyrighted information.
2. [bookmark: 3.31.___CM-10(1)_Open_Source_Software][bookmark: _bookmark42][bookmark: _Toc96883680]CM-10(1) Open Source Software
The restrictions to be followed on the use of open-source software are defined in DoD Memorandum "Clarifying Guidance Regarding Open Source Software (OSS)" 16 Oct 2009: http://dodcio.defense.gov/Home/Issuances/DoDCIOMemorandums.aspx for the WREN Managed management zone.
Free and or Open Source Software (FOSS) necessary for operation in the managed zone will go through the CM process.
USMA personnel will be using FOSS in the WREN Public management zone.
[bookmark: 3.32.___CM-11_User-Installed_Software][bookmark: _bookmark43][bookmark: _Toc96883681]CM-11 User Installed Software
CIO/G6 establishes policies governing the installation of software by users in the Managed management zone; enforces software installation policies; and monitors policy compliance at least quarterly.
CIO/G6 integrates end point protection (e.g., MS Defender) to generally preclude the installation and running of known malicious software outside of an academic or official research requirement. Installation and running of known malicious software for an academic or official (e.g., chain of command sanctioned) requirement will require coordination with CIO/G6 to preclude inaccurate reporting.
2. [bookmark: 3.33.___CM-11(2)_Prohibit_Installation_w][bookmark: _bookmark44][bookmark: _Toc96883682]CM-11(2) Prohibit Installation without Privileged Status
CIO/G6 prohibits the user installation of software without explicit privileged status in the WREN Managed management zone.  USMA expects user installation of software in the WREN Public zone
[bookmark: 3.1.___CM-1_Configuration_Management_Pol][bookmark: _bookmark12][bookmark: 3.2.1_Workstation_and_Server_Baselines][bookmark: 3.2.2_Network_Configuration_Baselines][bookmark: _Toc6223444][bookmark: _elm000ca8][bookmark: _elm000ca7][bookmark: _Toc9410468][bookmark: _Hlk9439548]Configure all USMA CIO/G6 IS in the WREN Managed management zone to prevent the installation of software by non-privileged users.  For IS components that have applicable STIGs or Security Requirements Guides (SRGs), they must comply with the STIG/SRG guidance that pertains to CCI 1812.
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Appendix B — [bookmark: _Toc96883686]Acronyms
	Acronym
	Meaning

	[bookmark: _bookmark47]ACAS
	Assured Compliance Assessment Solution

	AMS
	Academy Management System

	AO
	Authorizing Official

	AODR
	Authorizing Official Designated Representative

	AP
	Assessment Procedure

	AR
	Army Regulation

	ARC
	Academic Research Council

	ARIMS
	Army Records Information Management System

	AWPAD
	Army West Point Athletic Department

	CCF
	Change Management Record

	CCRI
	Command Cyber Readiness Inspections

	CIA
	Confidentiality, Integrity, and Availability

	CM
	Configuration Management

	COMSEC
	Communications Security

	CMC
	Change Management Council

	CRF
	Change Request Form

	CTO
	Communications Tasking Orders

	D/EECS
	Electrical Engineering and Computer Science

	D/SE
	Department of Systems Engineering

	DAD
	Department of Admissions

	DAPE
	Deny All Permit by Exception

	DISA
	Defense Information Systems Agency

	DoD, DOD
	Department of Defense

	DODI
	Department of Defense Instructions

	DREN
	Defense Research Engineering Network

	DTM
	Directive Type Memorandums

	eMASS
	Enterprise Mission Assurance Support Service

	EMET
	Enhanced Mitigation Experience Toolkit

	ESB
	Enterprise Services Branch

	FDDI
	Fiber Distributed Data Interface

	FOSS
	Free and or Open Source Software

	GRS
	General Records Schedule

	G-Staff
	USMA Staff

	IAVM
	Information Vulnerability Alert Management

	ICS
	Industrial Control Systems 

	IS
	Information System

	ISSM
	Information System Security Manager

	ISSO
	Information System Security Officer

	KMO
	Knowledge Management Officer

	MADs
	Military Academy Directorates

	MOU
	Memorandum of Understanding

	MFR
	Memorandum for Record

	NARA
	National Archives and Records Administration

	NIPRNet
	Non-classified Internet Protocol Router Network

	NIST
	National Institute of Standards and Technology

	NSB
	Network Services Branch

	O&M
	Operations & Maintenance

	ODIA
	Office of the Department of Intercollegiate Athletics

	OEMA
	Office of Economic and Manpower Analysis

	OPORD
	Operations Orders

	PPS
	Ports, Protocols, and Services

	RMF
	Risk Management Framework

	SCADA
	Supervisory and Data Collection Acquisition

	SCAP
	Security Content Automation Protocol

	SCCM
	System Center for Configuration Manager

	SEB
	Software Engineering Branch

	SGS
	Secretary General Staff

	SIEM
	Security Information and Event Management

	SRG
	Security Requirements Guide

	STIG
	Security Technical Implementation Guide

	TASKORD
	Tasking Order

	TTP
	Tactics, Techniques, and Procedures

	USCC
	United States Corps of Cadets

	USCYBERCOM
	United States Cyber Command

	USMA
	United States Military Academy

	USMAPS
	United States Academy Prep School

	WREN
	West Point Research and Education Network




[bookmark: _Toc9410472][bookmark: _Toc96883687]Definitions
See also NIST Computer Security Resource Center Glossary at https://csrc.nist.gov/Glossary/?term=3816 for definitions.
Terms not defined by NIST are below:


[bookmark: _Ref9443200][bookmark: _Ref9443456][bookmark: _Toc96883688]Change Management Council (CMC) Charter
1. [bookmark: _Toc96883689]Introduction
The CMC advises and assists the AO and AODR with configuration management of the DREN enclave, the build-out of the WREN, and other systems the AO decided to subsume with the WREN. It also assists major activities in keeping the AO/AODR informed of the various risks and missions their special purpose sub-systems represent and support. The CMC also recommends approvals/disapprovals of the procedures and processes in use by USMA organizations managing their own systems (e.g., Department of Systems Engineering (D/SE), Library, D/Electrical Engineering, and Computer Science (D/EECS)).
The CMC Charter defines and describes the functions of the CMC. The Charter documents the processes by which the CMC will evaluate proposed changes to USMA’s .edu networks, oversee implementation of AO-approved changes, and enumerates the roles and responsibilities of participants. 
[bookmark: _Toc163019877][bookmark: _Toc529123151][bookmark: _Toc96883690]Configuration Management Council Process Overview
A goal of the CMC is to promote smooth and harmonious modifications (e.g., new builds, enhancements, end-of-life decommissioning) of the USMA network infrastructure within an informed risk-based decision-making framework. The CMC will review change requests, review requestor performed impact analyses of proposed changes, strive for consensus-based recommendations, and communicate their recommendations to the AO and requestors. In keeping with the academic mission, the CMC will strive for approval or approval with modifications to the proposed implementation plan as their starting position. 
Requests should include enough information (see also Change Request Form) to allow CMC members to evaluate the request’s requirement/need, impact, cost, benefits, and risks of the proposed change. The assessment will also include lifecycle requirements and plan(s) for the implementation of the proposed change. 
Specified tasks, culminating with documented AO or AODR approval, or disapproval of the CMC recommendation include:
1. Represent the interests of all Military Academy Directorates (MADs) major activities and their subordinate elements affected by proposed changes to USMA’s .edu networks.
Identify and establish baselines for CIO/G6 and USMA managed systems.  Identify and record baselines for other major activities (e.g., D/EECS, Library, PAO).  Baselines in this context include baseline operating system images, baseline hardware lists, baseline software lists, baseline settings and configurations to operating systems and software, standard operating procedures (SOPs), standardized processes, and others as the CMC and AO deem appropriate. 
Receive proposed changes to the baselines of USMA’s .edu networks, evaluate and make recommendations about the proposed changes (e.g., approval, disapproval, return for further information/action).  Coordinate and integrate sub-systems’ changes into the documentation of USMA’s overall network security and risk management posture. 
Recommend changes to the baselines of USMA’s .edu networks
Evaluate and make recommendations for new USMA SOPs, processes, and the documentation thereof that affect the O&M of USMA’s .edu networks
Recommend sanctions for organizations that arrogate network and IT risk decisions.  Examples include making changes to baselines without AO approval or AO-delegation of approval, not executing AO-approved changes, not performing risk management in an AO approved manner.
Delegate specific operational functions to subordinate boards under the direction of the CMC.  The CIO will be the approval authority for any standing subordinate boards, with the Co-Chairs the approval authority for ad-hoc or project-specific subordinate boards. 
[bookmark: _Toc96883691][bookmark: _Toc529123152][bookmark: _Toc40432457]Membership
CMC Membership Voting membership is shown below:
1. USMA Chief Information Security Officer (CISO), Co-Chair
30. USMA Deputy CISO can vote in the absence of the USMA CISO.
1. USMA Chief Technology Officer (CTO), Co-Chair
1. The USMA Deputy CTO can vote in the absence of the USMA CTO.
1. The USCC Deputy Commandant is a voting member and represents cadet users.
1. Voting Members, a duly authorized representative from each MAD or their duly authorized alternate.
	Command Group 2
	Superintendent’s Staff 2
	USMA Staff (G-Staff) 4

	Special Staff 4
	ACI
	USMA Band

	Department of Admissions (DAD)
	Office of the Dean of the Academic Board (DEAN)
	Army West Point Athletic Department (AWPAD) Office of the Department of Intercollegiate Athletics (ODIA)

	Office of Economic and Manpower Analysis (OEMA)
	United States Corps of Cadets (USCC)
	USMA Preparatory School (USMAPS)


	Table 1 - MADs and Major Activities
Notes pertaining to Table 1:  
2The Secretary General Staff (SGS), in coordination with the specific staff, may choose to consolidate representation with a single person 
4The Chief of Staff, in coordination with the specific staff, may choose to consolidate representation with a single person 


Non-voting advisory members or their duly authorized alternates
1. Every system every 30 days or as directed by an authoritative source, (e.g., Information Assurance Vulnerability Management (IAVM), CTOs, Directive Type Memo (DTMs), and Security Technical Implementation Guides (STIGs)) for the Managed zone and the professionally managed systems in the Public zone.
1. Branch Chiefs, CIO/G6 (e.g., Client Services, Cyber, Enterprise Services Branch (ESB), Network Services Branch (NSB), Operations, Software Engineering Branch (SEB).  The Cyber branch will provide secretariat functions to the CMC.
USMA Knowledge Management Officer (KMO)
Head Librarian, USMA
Member, Academic Research Council (ARC) (in coordination with Chair, ARC)
Director, West Point Network Enterprise Center
Other Attendees
1. Organizations’ representative and their advisor(s) making change requests.  An organization can choose to have their voting member be the change request advocate
Open Seating—CMC meetings are open to members of the USMA community though there are a small number of seats.  Seating for open seating is first-come, first-served.  Virtual attendance through MS Teams is also supported.
[bookmark: _Toc402956119][bookmark: _Toc529123153]Voting Member Responsibilities
CMC members are responsible to prepare for, attend, and participate in scheduled meetings. If primary representatives are not available, MAD, and major activities should have an alternate attend to ensure representation.
Specified responsibilities include:
1. Gain and maintain an understanding of their directorates’ operations, their directorates’ missions, and their directorates’ IT requirements
Gain and maintain an understanding of USMA’s .edu networks to accurately assess the impacts of proposed changes
Review and vote on change requests.  Review in this context includes
Assess the requirement/need, impact, cost, benefits, and risks of the proposed change
Assess the lifecycle requirements and plan(s) for implementation of the proposed change
Review and Assess Implementation of Changes
Review and vote on negative assessments
Review and vote on recommended sanctions, if any, for the organization that earned the negative assessment
[bookmark: _Toc529123154]Non-Voting Advisory Member Responsibilities
Non-voting advisory CMC members are responsible to prepare for, attend, and participate in scheduled meetings. 
If primary representatives are not available, members should have an alternate attend to ensure representation.
Specified responsibilities include:
1. Gain and maintain an understanding of their areas of expertise.
Gain and maintain an understanding of USMA’s .edu networks to assess the impacts of proposed changes more accurately.
Opine on change requests.  Opine in this context includes:
Assess the requirement/need, impact, cost, benefits, and risks of the proposed change. 
Identify concerns with the proposed change and its implementation plan. 
Make suggestions for mitigating identified concerns.  An outcome can be, “No Concerns.”
Opine on the quality of implementation of changes
Assess the implementation of past change requests that have not reached state.
Identify concerns with the implementation of the change request(s)
Make suggestions for mitigating the identified concerns.  An outcome can be, “No Concerns.”
[bookmark: _Toc529123155][bookmark: _Toc96883692]CMC Activities
Management is the deliberate modification of the baselines established through the CMC. Baselines in this context are much more than standardized operating system images.  It includes the documented processes of how USMA builds, operates, maintains, and defends its enclaves and systems. 
Any user of USMA’s .edu networks can submit change requests and/or report defects to systems, services, or capabilities.  Change requests with endorsement by the MAD chain of command will generally receive more weight and priority than individual requests.
The CMC will perform the following activities:
The Co-Chairs will do the following:
1. Schedule and convene biweekly CMC meetings.  Meetings will support remote presence when feasible. Members unable to attend or have alternates attend will have asynchronous approval/disapproval/request information opportunities via CMC workflow(s) to note their input.
Establish meeting agenda items and set meeting priorities
Approve CMC minutes
The CMC Secretariat will do the following:
1. Receive change requests and check for face-value completeness
Establish an automated workflow to support members recording their approval, disapproval, or request for information
Establish an electronic location for pre-decisional requests and collaboration regarding those requests.  Keep the documents and materials in this location until the expected end-of-life of the change/decision. 
Establish an electronic location for post-decisional requests record keeping and maintenance.  Keep these records for one year past the expected end-of-life of the change/decision. 
Record minutes of CMC meetings
Post CMC minutes and push notifications to interested parties
Receive and incorporate information and opinions from the non-voting advisory members prior to meetings
Review and vote on change requests.  Review in this context includes
Assess the requirement/need, impact, cost, benefits, and risks of the proposed change
Assess the lifecycle requirements and plan(s) for implementation of the proposed change
Recommend prioritization of changes to the CIO (or the controlling authority of the personnel implementing the change)
Recommend to AO the approval or disapproval of a change request
Request additional information from the requestor of a change request to support an approval recommendation
Review and Assess Implementation of Changes
Review and vote on negative assessments
Review and vote on recommended sanctions, if any, for the organization that earned the negative assessment
[bookmark: _Toc529123156][bookmark: _Toc40432459][bookmark: _Toc96883693]Change Requests
[bookmark: _Toc529123157]Normal Change Requests
Non-Time Sensitive/Non-Emergency requests will use the Change Request Form (CRF) or a decision memo written IAW AR 25-50 Preparing and Managing Correspondence with the data requested in a CRF. The CRF is, ideally, an electronic form that supports an automated workflow process. 
Requestors will provide an initial categorization of the request as either low, medium, or high risk based on their understanding of their requirements.  The CMC members may, upon consideration of information and evidence, adjust the categorization up or down. 
Every change to USMA’s .edu networks changes the risk posture of the networks.  Listed below are guidelines for categorizing the change request with respect to risk.
A high-risk request is one that:
1. Creation of a new baseline (e.g., a new operating system image, a brand-new sub-system, a wholesale change to an existing sub-system)
Changes the logical data flow of existing systems
Changes network topology or configuration(s) of network infrastructure
Changes the behavior or performance of shared components (e.g., Active Directory, Network Access Control)
Changes to Defense Information Systems Agency (DISA) Security Technical Implementation Guide (STIG)s that would result in a Category I if the change did not have pre-approval
Implementation of a new security policy or operational constraint (including STIG changes that promote a finding to a Category I finding)
Adding software written/maintained by entities in nation-states hostile to US interests, written by entities with ties to Foreign Intelligence Services
Adding new IP-based services
Adding new hardware without any functional equivalence already on-network
A moderate risk request is one that: 
1. Modification of existing baseline
1. Adding new servers to augment existing IP-based services
1. Add new software to the approved software list
1. Replacing hardware with non-identical hardware
1. Changes the implementation of existing security policies
1. A specific rule or behavior in a security tool/capability (e.g., MS Defender), potentially a low risk if high specificity
1. Changes to DISA STIGs that would result in a Category II finding if the change did not have pre-approval
1. Adding new hardware with functional equivalence already on-network
A low-risk request is one that:
1. Changes the name or access of a server - depends on reach of server (e.g., CMC could downgrade the request to the Department/Activity operating the server if the users connecting to the server are departmental users only)
Changes to DISA STIGs that would result in a Category III finding if the change did not have pre-approval
Adding hardware to the network that is identical to hardware already on the network
Major version number upgrades to existing software
Changes to the quantity of an approved hardware item or software (that is not providing an IP-based service) do not generally qualify as change control, and generally, fall under the change management heading.
The CMC Secretariat will provide the first, at-face-value review for completeness—all relevant and applicable fields filled out (or data provided in memorandum format) with meaningful responses. 
Voting and non-voting members may request additional information from change requestors up to and during the CMC meeting in which the members review the request.
[bookmark: _Toc529123158]Time Sensitive Change Requests
In time-sensitive situations (e.g., a known or pending loss of confidentiality, availability, or integrity), a hasty review by a Co-Chair, Chief of ESB, Chief of Client Services, and approval by the AODR will be enough to approve the necessary change.  The reviewers will coordinate with the Secretariat to document the change and post-facto notify the CMC members. 
The CMC may request modifications to the solution developed in the time-sensitive situation. 
[bookmark: _Toc529123159][bookmark: _Toc96883694]CMC Voting
Either Co-Chair will have the secretariat note whether a quorum is present.  A quorum is in effect if five (5) voting members are present. 
If a quorum is not present, CMC will continue to review/assess the request and record the votes of those members present.  The Co-Chairs will secure the vote of absent members.
The Secretariat will submit the change request form or decision memorandum to the AODR, or AO in the AODR’s absence, for formal approval, disapproval, or other decision.  Formal approval is synonymous with formal acceptance of the risk(s) created by the requested change.
[bookmark: _Toc529123160][bookmark: _Toc96883695]Dissemination of CMC Decisions and Records Management (RM)
[bookmark: _Toc529123161]Information Dissemination and Incorporation into Automated Compliance Tools
The Secretariat will inform the requestor of the decision(s) as well as pass a copy of the request for change form/memorandum to the USMA entity implementing the change.
The Secretariat will ensure that the approved changes do not trigger false positive alerts or alarms in automated compliance tools, capabilities, and assessments.
[bookmark: _Toc529123164]Enterprise Mission Assurance Support Service (eMASS)
The Secretariat is responsible for incorporating the information within approved change requests into the appropriate security control entries and artifacts in the Army’s RMF tracking system eMASS, or eMASS successors. 
[bookmark: _Toc529123162]Army Records Information Management System (ARIMS)
The Secretariat will maintain record copies of AODR, or AO signed records IAW AR 25-400 ARIMS for the life of the affected system or subsystem. 
The Secretariat will maintain deliberative and pre-decisional working materials IAW ARIMS and National Archives Requirements. 
[bookmark: _Toc529123163]Transfer to National Archives
IAW ARIMS, at end-of-life for a system or sub-system, the Secretariat will transfer the related records to the National Archives in coordination with (ICW), as available, the USMA Records Manager.
Use National Archives and Records Administration (NARA) Job Number 600-E, or its designated successor, for General Records Schedule (GRS) disposition authority.
CMC Meeting Minutes
The document below shows an example of the CIO/G6 CMC Meeting Minutes template.  The CMC meets every other week for approximately 45 minutes.
[image: ]
CMC Change Control Form
[bookmark: _Hlk81315332]The document below shows an example of the CIO/G6 CMC Change Control Form.  
[image: ]
[image: ]
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