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[bookmark: _Toc6834598][bookmark: _Toc6837375][bookmark: _Toc96516882]Introduction
[bookmark: _Toc96516883][bookmark: _Toc6223399]Purpose
The purpose of this policy establishes the basis for implementing secure Accountability, Audit, and Risk Management (AR) practices for maintaining and protecting information systems and data within the United States Military Academy (USMA) West Point Research and Education Network (WREN) and other USMA .edu networks as they come into existence.  The policy provides both generalized guidance as well as specific practices for the implementation of Maintenance.  
[bookmark: _Hlk11397465][bookmark: _Toc9410457]This policy adheres to the guidance identified within the NIST Special Publication 800-53A Rev 4 Maintenance family (see also https://nvd.nist.gov/800-53/Rev4/impact/moderate for the WREN Managed Zone and https://nvd.nist.gov/800-53/Rev4/impact/low for the WREN Public Zone).
[bookmark: _Toc96516884]Background
[bookmark: _Toc6223400]The USMA WREN, physically located at West Point, NY and logically in one or more cloud service providers, must maintain an Information Systems (IS) environment which empowers USMA to continue its leadership as the premier leader development institution in the world.  USMA WREN will sustain and enhance the military and academic leadership opportunities for cadets, staff, faculty, visiting dignitaries, visiting, and assigned foreign nationals (e.g., exchange faculty, exchange cadets, semester abroad faculty and cadets), and the public (e.g., event attendees such as conferences, forums, symposia) and sponsored guests (e.g., cadets’ parents, visiting researchers, visitors on official business).
[bookmark: _Toc6223403][bookmark: _Toc9410458][bookmark: _Toc96516885]Applicability
The Accountability, Audit, and Risk Management Policy applies to all USMA Military Academy Directorates (MADs) (see also USMA Regulation 10-1 Organizations and Functions), WREN users, and consumers of information systems resources connected directly or through a remote connection to the WREN.  The policy supports the Risk Management Framework (RMF) through the application of Accountability, Audit, and Risk Management Assessment Procedures (AP) and implementation of risk mitigation strategies for the protection of Confidentiality, Integrity, and Availability (CIA).
[bookmark: _Toc96516886]Managed Zone Applicability to MADs
Substantial portions of this policy are written with an explicit focus on USMA CIO/G6 managed systems, services, and capabilities (e.g., the managed zone(s) and the public zone’s infrastructure).  Despite this explicit phrasing, the content of this policy is equally applicable to MADs that design, build, operate, maintain, and defend systems and capabilities hosted in the USMA managed zone(s). The MADs so impacted will inherit the vast majority of RMF controls from the WREN. For those systems and capabilities that do not inherit specific controls, the MAD will develop, in coordination with USMA’s CIO, a memorandum of understanding (MOU) with the Authorizing Official (AO) (i.e., Superintendent), that enumerates and makes explicit the differentiated responsibilities between USMA CIO/G6 (the system owner of the WREN) and the MAD. The MOU will address, minimally, maintainability, defensibility, sustainability, and severability. To minimize differentiated responsibilities, MADs should strongly consider tight coupling with the WREN and the capabilities it provides.
[bookmark: _Toc96516887]Public Zone Applicability to MADs
MADs that design, build, operate, maintain, and defend systems and capabilities in the public security zone accept complete responsibility for those systems and capabilities outside the formal RMF process as a function of USMA operating an .edu network enclave. 
[bookmark: _Toc96516888]Specialized Controls for Financial Management
See also the applicability questions of Figure 4 and Figure 5 of OSD Memorandum, “Enhanced Integration of Finance Management Requirements with the Risk Management Framework”, dated 21 April 2016 for determining applicability to specific systems. MADs have the affirmative obligation to coordinate with USMA CIO/G6 for technical implementation of these systems, their security, and satisfying RMF controls and Assessment Procedures applicable to these systems. Coordination will also include establishing operations and maintenance (O&M) and system life cycle responsibilities.
An example of an organization using such a system is USMA G8’s / Cadet Treasurer and their use of software modules within the Academy Management System (AMS). 
[bookmark: _Toc96516889]Specialized Controls for Facility Related Control Systems
MADs that design, build, operate, maintain, and defend facility related control systems have particular and specific controls that apply to those systems. MADs have the affirmative obligation to coordinate with USMA CIO/G6 for technical implementation of these systems as well as the coordination for the defense of these systems.
Examples of such systems include outdoor lighting systems (e.g., United States Corps of Cadets’ (USCC) Outdoor Lighting Control System), Door Control Systems (e.g., presently Garrison hosts Velocity™ on NIPRNet, but future capabilities may move to WREN), and other forms of Industrial Control Systems (ICS)/Supervisory and Data Collection Acquisition (SCADA) systems (e.g., network enabled heating/air conditioning).
[bookmark: _Toc9410459][bookmark: _Toc96516890]Roles and Responsibilities
See USMA Regulation 25-2 Cybersecurity Chapter 2 Roles and Responsibilities
[bookmark: _Toc6834601][bookmark: _Toc6837378][bookmark: _Toc96516891]Accountability, Audit, and Risk Management Policy and Procedures
[bookmark: _Toc7594502][bookmark: _Toc9410461][bookmark: _Toc96516892]AR-1 Governance and Privacy Program
USMA develops a strategic organizational privacy plan for implementing applicable privacy controls, policies, and procedures for programs, information systems, or technologies involving personally identifiable information (PII) IAW DoD and Army regulations.  USMA’s Privacy Officer disseminates the privacy plan and associated operational privacy policies to all USMA CIO/G6 personnel. 
USMA G1 appoints a Privacy Officer IAW USMA Reg 25-2 Cybersecurity.  The Privacy Officer duties are IAW USMA Reg 25-2 Cybersecurity para 2-5.e. 
All Policies and Standard Operating Procedures (SOPs) are reviewed and revised on a yearly basis unless a more rapid revision is necessary.
[bookmark: _Toc96516893]AR-2 Privacy Impact and Risk Assessment 
USMA Privacy Officer documents and implements a privacy risk management process that assesses privacy risk to individuals resulting from the collection, sharing, storing, transmitting, use, and disposal of PII; and conducts a Privacy Impact Assessment (PIA) for USMA information systems, programs, or other activities that pose a privacy risk in accordance with (IAW) applicable law, OMB policy, and higher headquarters organizational policies and procedures.  Annual internal reviews are the norm and renewal with HQDA every 3 years is mandatory.
The completed PIA will be submitted through designated command channels for appropriate processing.  As of 2019, the organizational mailbox is privacy@westpoint.edu, and the HQDA CIO/G6 system for processing is at cyber@westpoint.edu.
[bookmark: _Toc96516894]AR-3 Privacy Requirements for Contractors and Service Providers
When required and IAW DoD, Army, and USMA guidance, USMA will establish privacy roles, responsibilities, and access requirements for contractors and service providers; and include privacy requirements from Federal Acquisition Regulation Subpart 24.1, 48 CFR Part 24 and Part 39.105, and DoDD 5400.11 in contracts and other acquisition-related documents. 
[bookmark: _Toc96516895]AR-4 Privacy Monitoring and Auditing
USMA Privacy Officer and CIO/G6 monitor and audit privacy controls and internal privacy policy upon a change in the privacy, security, or authorization posture of the system. 
To promote accountability, USMA Privacy Officer and CIO/G6 will identify and address gaps in privacy compliance, management, operational, and technical controls by conducting regular assessments, for example, internal/external risk assessments. These assessments will result in reports on compliance gaps identified in programs, projects, and information systems. In addition to auditing for effective implementation of all privacy controls identified in this document, audits will assess whether USMA: 
Implements a process to embed privacy considerations into the life cycle of PII, programs, information systems, mission/business processes, and technology. 
Tracks programs, information systems, and applications that collect and maintain PII to ensure compliance 
Ensures that access to PII is only on a need-to-know basis. 
Ensures that USMA MADs maintain and use PII for the authorized purposes identified in the public notices(s) and the PIA(s). 
Performs reviews to ensure the physical security of documents containing PII.
Enforces contractor compliance with privacy requirements. 
Ensures that corrective actions identified as part of the assessment process are tracked and monitored until audit findings are corrected. 
Updates the SORN in the Federal register as appropriate.
[bookmark: _Toc96516896]AR-5 Privacy Awareness and Training 
USMA G1 develops, implements, and updates a comprehensive training and awareness strategy aimed at ensuring that personnel understand privacy responsibilities and procedures.  USMA G3 and G6 administers basic privacy training annually and targeted, role-based privacy training for personnel having responsibility for PII or for activities that involve PII annually.  USMA CIO/G6 audits those personnel certify (manually or electronically) acceptance of responsibilities for privacy requirements annually and assist MAOs in remediating shortfalls. 
Pursuant to DoDD 5400.11, DoD Privacy Program, it is DoD policy that all DoD personnel and DoD contractors will be provided training on the procedures for implementation of and compliance with The Privacy Act and the DoD Privacy Program.  All USMA personnel must register for the Privacy Act Overview Training in the Army Learning Management System (ALMS), and successfully complete it to obtain a Certificate of Completion and to fulfill the Privacy Act training requirement.  Supervisors and personnel designated to manage PII must also complete the Privacy Act Managerial Training course provided by ALMS. A record of completed PII training will be maintained by the user in ATCTS. 
After completing the Privacy Act Overview Training described above, all USMA personnel will receive annual refresher training. This requirement will be met by completing the ALMS online training or by completing training approved and/or provided by the USMA G3 and Privacy Officer. 
Upon completion of initial and refresher training, all personnel will review and sign the AUP and upload it to ACTCS. 
[bookmark: _Toc96516897]AR-6 Privacy Reporting
USMA CIO/G6 will develop, disseminate, and update reports to provide the input required by HQDA. 
[bookmark: _Toc96516898]AR-7 Privacy-enhanced System Design and Development
USMA CIO/G6 will, to the extent feasible, obtain and review new system design documents to ensure privacy requirements have been adequately considered.  Privacy risks must be remediated by the Information System Owner and /or the risk(s) accepted by the AO.
[bookmark: _Toc96516899]AR-8 Accounting of Disclosures
USMA develops, maintains, and submits a System of Records Notice (SORN). 
Pursuant to The Privacy Act of 1974, 5 U.S.C. § 552a (c)(1), (c)(3), (j), (k), USMA will keep an accounting of disclosures of the information held in systems of records under its control, including: 
1. Date and nature of each disclosure of a record (e.g., transcript)
1. Name or identifier of the person or agency to which the disclosure was made (e.g., Graduate School X)
USMA will retain the accounting of disclosures for the life of the record or five years after the disclosure is made, whichever is longer, and makes the accounting of disclosures available to the person named in the record upon request. 
Note: Organizations are not required to keep an accounting of disclosures when the disclosures are made to individuals with a need to know (e.g., Teacher’s need to know their students’ grades, TACs need to run reports for their company), are made pursuant to the Freedom of Information Act, or are made to a law enforcement agency pursuant to 5 U.S.C. § 552a(c)(3). 


[bookmark: _TocAPPENDIXA][bookmark: _elm000ca9][bookmark: _Toc96516900][bookmark: _TocAPPENDIXA_REFERENCES]References
[bookmark: _elm000cac][bookmark: _Toc96516901]Required Publications
[bookmark: _elm000cb4][bookmark: _elm000cb5]USMA Regulation 10-1
Organization and Functions, available at https://usarmywestpoint.sharepoint.com/:b:/r/sites/g5.publications/publications/USMA%20Regulation%2010-1%20Organization%20and%20Functions.pdf?csf=1&e=RHbQMa
USMA Regulation 25-2
Cybersecurity, 30 November 2021, available at
https://usarmywestpoint.sharepoint.com/:b:/r/sites/g5.publications/publications/USMA%2025-2%20Cybersecurity.pdf?csf=1&web=1&e=RBdTXE 
[bookmark: _elm000edf][bookmark: _Toc96516902][bookmark: _elm00102f][bookmark: _TocSECTIONII_RELATEDPUBLICATIONS]Related Publications
[bookmark: _elm000cb6]AR 25 – 1
Army Information Technology, 25 June 2013 
AR 25 – 17
Army Information Technology
[bookmark: _Toc8739621]AR 25-22
The Army Privacy Program, available at https://armypubs.army.mil/epubs/DR_pubs/DR_a/pdf/web/ARN13587_R25_22_FINAL.pdf 


[bookmark: _Toc96516903]Acronyms
	Acronym
	Meaning

	AMS
	Academy Management System

	ALMS
	Army Learning Management System

	AO
	Authorizing Official

	AP
	Assessment Procedures

	AR
	Army Regulation

	CIA
	Confidentiality, Integrity, and Availability

	CPO
	Chief Privacy Officer

	DoD, DOD
	Department of Defense

	DODD
	DOD Directive

	DODI
	Department of Defense Instructions

	DPLCO
	Defense Privacy and Civil Liberties Office

	ICS
	Industrial Control Systems

	IS
	Information System

	IR
	Incident Response policy

	MADs
	Military Academy Directorates

	MOU
	Memorandum of Understanding

	NIST
	National Institute of Standards and Technology

	NIPRNet
	Non-classified Internet Protocol Router Network

	O&M
	Operations and Maintenance

	OMB
	Office of Management and Budget

	PIA
	Privacy Impact Assessment

	PII
	Personal Identification Information

	POA&M
	Plan of Action and Milestones

	POC
	Point of Contact

	RMF
	Risk Management Framework

	RA
	Risk Assessment policy

	SAOP
	Senior Agency Official for Privacy

	SCADA
	Supervisory Control and Data Acquisition

	SOP
	Standard Operating Procedure

	SORN
	System of Records Notice

	USCC
	United States Corps of Cadets

	USMA
	United States Military Academy

	WREN
	West Point Research and Education Network


[bookmark: _Toc8739622]

[bookmark: _Toc96516904]Definitions
See also NIST Computer Security Resource Center Glossary at https://csrc.nist.gov/Glossary/?term=3816 for definitions.
Terms not defined by the National Institute of Standards and Technology (NIST) are below:
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