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[bookmark: _Toc6834598][bookmark: _Toc6837375][bookmark: _Toc96882941]Introduction
[bookmark: _Toc6834599][bookmark: _Toc6837376][bookmark: _Toc96882942]Purpose
[bookmark: _Toc6223399][bookmark: _Toc6825317][bookmark: _Toc6834600][bookmark: _Toc6837377]The purpose of this policy establishes the basis for implementing secure Bring Your Own Device (BYOD) practices for protecting information systems and data within the United States Military Academy (USMA) West Point Research and Education Network (WREN) and other USMA .edu networks as they come into existence.  The policy provides both generalized guidance as well as specific practices for the implementation of Bring Your Own Device. Through completion of enrollment of non-GFE devices in the mobile device management (MDM) environment, and acceptance of the Acceptable Use Policy (AUP), generally presented to users via M365’s Custom Terms and Conditions capability, the Authorizing official grants users’ permission to access, store, and process DoD information, up to and including controlled unclassified information (CUI), on those devices.
[bookmark: _Toc96882943]Background
[bookmark: _Toc6223400]The USMA WREN, physically located at West Point, NY, and logically in one or more cloud service providers, must maintain an Information Systems (IS) environment which empowers USMA to continue its leadership as the premier leader development institution in the world. USMA WREN will sustain and enhance the military and academic leadership opportunities for cadets, staff, faculty, visiting dignitaries, visiting, and assigned foreign nationals (e.g., exchange faculty, exchange cadets, semester abroad faculty and cadets), and the general public (e.g., event attendees (e.g., conferences, forums, symposia) and sponsored guests (e.g., cadets’ parents, visiting researchers, visitors on official business).
[bookmark: _Toc6223403][bookmark: _Toc96882944]Applicability
The BYOD policy applies to all USMA Military Academy Directorates (MADs) (see also USMA Regulation 10-1 Organizations and Functions), WREN users, and consumers of information systems resources connected directly or through a remote connection to the WREN.  The policy supports the Risk Management Framework (RMF) through the application of BYOD Assessment Procedures (AP) and implementation of risk mitigation strategies for the protection of Confidentiality, Integrity and Availability (CIA).
[bookmark: _Toc96882945]Managed Zone Applicability to MADs
Substantial portions of this policy are written with an explicit focus on USMA CIO/G6 managed systems, services, and capabilities (e.g., the managed zone(s) and the public zone’s infrastructure).  Despite this explicit phrasing, the content of this policy is equally applicable to MADs that design, build, operate, maintain, and defend systems and capabilities hosted in the USMA managed zone(s). The MADs so impacted will inherit the vast majority of RMF controls from the WREN. For those systems and capabilities that do not inherit specific controls, the MAD will develop, in coordination with USMA’s CIO, a memorandum of understanding (MOU) with the Authorizing Official (AO) (i.e., Superintendent), that enumerates and makes explicit the differentiated responsibilities between USMA CIO/G6 (the system owner of the WREN) and the MAD. The MOU will address, minimally, maintainability, defensibility, sustainability, and severability. To minimize differentiated responsibilities, MADs should strongly consider tight coupling with the WREN and the capabilities it provides.
[bookmark: _Toc96882946]Public Zone Applicability to MADs
MADs that design, build, operate, maintain, and defend systems and capabilities in the public security zone accept complete responsibility for those systems and capabilities outside the formal RMF process as a function of USMA operating an .edu network enclave. 
[bookmark: _Toc96882947]Specialized Controls for Financial Management
See also the applicability questions of Figure 4 and Figure 5 of OSD Memorandum, “Enhanced Integration of Finance Management Requirements with the Risk Management Framework”, dated 21 April 2016 for determining applicability to specific systems. MADs have the affirmative obligation to coordinate with USMA CIO/G6 for technical implementation of these systems, their security, and satisfying RMF controls and Assessment Procedures applicable to these systems. Coordination will also include establishing operations and maintenance (O&M) and system life cycle responsibilities.
An example of an organization using such a system is USMA G8’s / Cadet Treasurer and their use of software modules within the Academy Management System (AMS). 
[bookmark: _Toc96882948]Specialized Controls for Facility Related Control Systems
MADs that design, build, operate, maintain, and defend facility related control systems have particular and specific controls that apply to those systems. MADs have the affirmative obligation to coordinate with USMA CIO/G6 for technical implementation of these systems as well as the coordination for the defense of these systems.
Examples of such systems include outdoor lighting systems (e.g., United States Corps of Cadets’ (USCC) Outdoor Lighting Control System), Door Control Systems (e.g., presently Garrison hosts Velocity™ on NIPRNet, but future capabilities may move to WREN), and other forms of Industrial Control Systems (ICS)/Supervisory and Data Collection Acquisition (SCADA) systems (e.g., network enabled heating/air conditioning).
[bookmark: _Toc96882949]Roles and Responsibilities
See USMA Regulation 25-2 Cybersecurity Chapter 2 Roles and Responsibilities.
[bookmark: _Toc6834601][bookmark: _Toc6837378][bookmark: _Toc96882950][bookmark: _Toc6825321][bookmark: _Toc6834604][bookmark: Appendix_A][bookmark: _Toc6837381]Bring Your Own Device Policy
This policy applies to personal devices converting, in any manner, to the WREN public zone.  In exceptional cases, it may apply to cadet(s) laptops moved to the managed zone for some appropriate reason.  It includes, but is not limited to:
iOS
Android
Microsoft Windows
macOS various flavors of Unix (e.g., Linux)
Any other operating system facilitated by the Intune service portal
[bookmark: _Toc8672810][bookmark: _Toc96882951]Requirements
The BYOD Service support and complies with USMA Regulation 25-2 Cybersecurity and supporting policies:  USMA 25-2-IA (Identification and Authentication policy), USMA 25-2-AC (Access Control policy), USMA 25-2-SE (Security policy), USMA 25-2-MP (Media Protection policy), and USMA 25-2-AU (Audit and Accountability policy) located at https://usarmywestpoint.sharepoint.com/sites/g5.publications/publications/Forms/Active%20USMA%20Publications%20sort%20by%20Proponent.aspx.
[bookmark: _Toc8672811]All Policies and Standard Operating Procedures (SOPs) are reviewed and revised on a yearly basis unless a more rapid revision is necessary. 
[bookmark: _Toc96882952]BYOD Service Provision
Personal devices accessing USMA resources and systems using enterprise mobile computing management capabilities are managed by USMA. Currently, the capability is Microsoft Intune and Cisco Identify Services Engine (ISE).  Intune applies a security profile to personal devices that assess the device’s compliance with minimal standards.  USMA uses conditional risk management informed by device compliance before allowing any USMA service on the network, including the BYOD Service.
Where there is a proposal for additional West Point services and systems to be made available through the BYOD Service, the proposal shall be subject to a risk assessment.  CIO/G6’s Cybersecurity branch will lead the consultation with the Application, Business Unit, Custodian, and Cyber Security Group and be the secretariat for the Change Management Council (CMC).  See also USMA Policy 25-2-CM (Change Management policy).
1. Enrollment or connection to the BYOD Service is at the discretion of the Superintendent and supported by the USMA CIO/G6. The CIO/G6 may refuse enrollment or connection of personal devices to the BYOD Service where:
the device does not meet required minimum-security standards or
when manufacturer support of the operating system on the device reaches the end of life or
the applicant has not complied with requirements regarding conduct, appropriate use, privacy, security, and record-keeping about the management of USMA data and information management. 
[bookmark: _Toc8672812][bookmark: Authorized_User_Compliance][bookmark: _Toc96882953]Authorized User Compliance
The following authorized user compliance applies to BYOD:
1. Access to the BYOD Service shall only be provided to authenticated Authorized Users.
1. All Authorized users of the BYOD Service shall comply with the provisions of the USMA Acceptable Use Policy (AUP) (see USMA Reg 25-2 Cybersecurity - Appendix C.)
1. The user agrees to the requirements of the online enrollment process.
1. Use of the BYOD Service shall comply with USMA 25-2 policies and the USMA Privacy Policy, particularly regarding the storage and processing of Controlled Unclassified Information (CUI).
1. Non-compliance with BYOD Service requirements may result in loss of privilege to enroll in the BYOD service, suspension, or termination of existing enrollment, and all USMA Information Applications and data is removed from the authorized user’s device at the discretion of the CIO/G6.
1. Personal devices using the BYOD service shall comply with the USMA 25-2 and supporting policies. 
1. Accessing the BYOD service shall not affect conditions of employment or, of itself, accrue to the authorized user any related benefits or privileges not otherwise able to be accrued by the authorized user. For example, the ability to claim time for accessing the BYOD Service outside of normal work hours is subject to USMA human resource policies.
1. Authorized users shall have a maximum of five (5) personal devices enrolled in the BYOD Service and three devices concurrently connected to the BYOD Service.
[bookmark: _Toc8672813][bookmark: _Toc96882954][bookmark: _Toc8672814]Security Requirements for Personal Devices and the BYOD Service
0. [bookmark: _Toc96882955]Enrollment and Prerequisites for Use
Make all requests for enrolling in the BYOD Service through the online USMA Company Portal and associated processes.
Before enrollment in, and during the use of the BYOD Service, the Authorized User shall ensure that:
1. The operating system on the personal device is up to date and in the form intended by the manufacturer i.e., not jailbroken or rooted.
1. Malware is not operating on a personal device.
1. Authorized enrolled user personal information is always current in USMA’s Identity Management system (e.g., Active Directory) Authorized guest users will be required to provide verified information. The information will be provided for validation.
1. Where technically feasible and supported by the device, there is anti-virus software installed, configured with automatic updates, and running to keep the personal device, the BYOD Service, and USMA Information secure.
[bookmark: _Toc7794495][bookmark: _Toc8026375][bookmark: _Toc8027274][bookmark: _Toc8028797][bookmark: _Toc8030371][bookmark: _Toc8030651][bookmark: _Toc8672816][bookmark: _Toc96882956]Setup on a Personal Device
The following security settings shall be requirements of enrolling one or more Authorized User’s devices:
1. The Authorized User must set a device passcode of 6 characters or touchpoints (e.g., passcode, password, touch-point pattern, or backup access password) on their device.
1. The Authorized User will be required to reauthenticate to their device every thirty days. The user needs to provide the requested information for validation. USMA will continue to force password changes given indicators that non-authorized users may have access to the password of an authorized user.
1. The Authorized User must set the device to lock after 5 minutes of inactivity.
1. There is a maximum of 10 consecutive incorrect access attempts permitted before USMA blocks access by the device to the network.  USMA may also erase data within USMA managed applications (e.g., Outlook Online, OneDrive, SharePoint Online) on the device with this indicator of compromise. 
USMA will monitor the security settings on devices. Non-compliant systems may receive only enough connectivity to resolve the issues or receive no connectivity. Owners and users of non-compliant systems should not expect unfettered access to the network when using non-compliant systems. This monitoring facilitates risk management by identifying applications that unduly expose USMA data without USMA’s concurrence. 
[bookmark: _Toc8672817][bookmark: _Toc96882957]Authorized User Security Responsibilities
Authorized Users shall agree to comply with the following BYOD Service conditions of use as a requirement to enroll in the BYOD Service:
1. Keep the security code on the device secret and not disclosed to any other person.
Keep the device compliant with all the security settings required for access to the BYOD Service as outlined in Section 3-3 - Authorized User Compliance.  For assistance, please refer to the FAQ & Help Guide at help.westpoint.edu/.
Do not modify or attempt to modify the configuration of the BYOD service client app (Company portal) on the device. 
Do not attempt to circumvent any security measures implemented as part of the BYOD Service. Example Capture of sensitive information through screenshots, photography of PII information, etc.
Do not attempt to install malware apps.
When connected to the WREN and WREN Public network:
Do not allow unauthorized persons or systems to access USMA information by way of the device or the BYOD Service.
Do not leave the device connected or unattended without adequate security code protection.
Ensure that all USMA information and other material incorporating that of a private or confidential nature is viewable only in an environment where the content cannot be observed or heard by persons who have no authorization to access the information.  
See USMA policies 25-2-AC, 25-2-IA, 25-2-SE, 25-2-MP, and 25-2-AU authorized requirements of Section 3-5 - BYOD Service Managers and Administrators’ Responsibilities apply to any USMA information printed from the device regardless of connection to the WREN and WREN Public network (e.g., USMA document with PII or other CUI printed at a hotel). 
[bookmark: BYOD_SM_AR][bookmark: _Toc8672818][bookmark: _Toc96882958]BYOD Service Managers and Administrators’ Responsibilities
BYOD Service managers and administrators shall be responsible for:
1. BYOD Service Managers will enroll and successfully complete vendor training for the service management software (e.g., Microsoft Intune) where such vendor training is available. When such training is not available by the vendor, the CIO and CISO may designate suitable alternative training. 
1. Ensuring that Authorized Users of the BYOD Service are approved through existing approval channels that are available within the Company portal online.
1. Cybersecurity maintains a register of all Authorized User access to the BYOD Service including the duration and dates of enrollment and suspension per device. Cybersecurity personnel will keep records of their periodic reviews of the register (e.g., Azure Active Directory (AAD), Intune, Security and Compliance Center). 
1. USMA publishes information about the BYOD Agreement, including any changes, on the USMA Publications portal.
1. Protecting the personal information of Authorized Users and applicants in accordance with (IAW) USMA Regulation 25-2 and USMA Privacy Policy.
1. Regularly monitoring the BYOD Service portal to ensure that:
Remote wiping of USMA information on devices happens as soon as possible after notification of the requirement.
An Authorized User’s enrollment is canceled for employees, staff, cadets, and their sponsored guests when leaving the employment of USMA (permanently or temporarily (e.g., to undertake a secondment in another agency)) or no longer requiring the BYOD Service.
The BYOD management capability unenrolls devices when those devices have not been in contact with the BYOD Service for a period greater than 30 calendar days.
Habitually offending authorized users' chains of command receive notice of habitual offense while simultaneously suspending access to USMA networked resources until investigation and remediation of the user's actions are resolved. 
1. They maintain the security of the portal on the enterprise mobile management platform:
Ensuring that the BYOD Service client App includes controls to isolate access to the BYOD Service and WREN from potentially harmful mobile Apps or other security hazards.
Ensuring secure transmission of USMA information to BYOD.
Periodically auditing and deleting suspended Authorized User accounts for which Chains of Command do not establish a continuing need.
[bookmark: _Toc8672819][bookmark: _Toc96882959]Privacy and Security
The following privacy and security information applies to BYOD:
1. USMA will securely store users’ personal information and ensure accessibility only by appropriately authorized staff.
1. USMA's appropriately authorized staff shall handle all personal information collected or accessed by the USMA Privacy Policy.
1. BYOD service administrators and support staff cannot access personal files (e.g., SMS text messages, contacts, photos, videos, voicemail) of Authorized Users on their BYODs. 
1. Users have the responsibility to protect Controlled Unclassified Information (e.g., other people’s PII, For Official Use Only information) they gain access to and ensure they do not enable the unauthorized release of such information. USMA strongly encourages whole disk encryption (e.g., BitLocker) (compared to folder-level encryption) when storing any form(s) of CUI data on all mobile devices and will technically require it when USMA can enforce the requirement.  Loss of other people’s PII, even on personal devices, is a reportable event to HQDA, DoD, US-CERT, and Congress. 
1. When a device unsubscribes from the device management capability, USMA will take steps to ensure USMA data no longer resides on the device.  The steps may include remote wiping.  Upon user request, USMA can disable, lock, and restore the factory settings, especially if the device is lost or stolen.  USMA may do the same if directed by appropriate judicial or other lawful order. 
1. The USMA Authorizing Official may, at their discretion, issue a denial of authority to use specific or particular applications in the event there is information that those applications represent a threat to the WREN or USMA data.
For information about how USMA protects your personal information, or to learn about your right to access your personal information, please see https://help.westpoint.edu.
Note: To protect the personal information of your contacts, you must change the default for your contacts and calendar to your email accounts IAW information found at the West Point Help Page.
[bookmark: _Toc96882960]Incident Response and Reporting
The following incident response and reporting applies to BYOD:
1. USMA Policy 25-2-IR (Incident Response policy) controls how MADs and users that suspect or know that they have had a cyber incident should act and react. 
1. USMA Policy 25-2-IR incorporates the Department of the Army (DA) Pamphlet 25-2-17 Incident Reporting that enumerates specific actions individual users should take. The only changes to this Pamphlet are that users and organizations should contact the USMA Cybersecurity Branch (cyber@westpoint.edu) or the USMA Helpdesk rather than the West Point Network Enterprise Center (NEC). The NEC nor its higher chain of command have responsibility for any aspect of the WREN.
1. Loss or theft of a non-GFE device is an incident in the context of Incident Reporting. See also para 3-6.d about the loss of other people’s PII. 
1. Spillage of classified data or information often referred to as a classified message incident (CMI) or negligent discharge of classified information (NDCI)) to a non-GFE device is also an incident in the context of Incident Reporting. The CMI SOP referenced in the IR policy will provide detailed steps to remediate the incident. WREN users may suffer the loss of their device and/or stored data in the event of a CMI on their device at no expense to the government. 
[bookmark: _Toc8672821][bookmark: _Toc96882961]Supporting Documents
West Point Help Page:  https://help.westpoint.edu/ 
a. 
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[bookmark: _Toc96882965]Acronyms
	Acronym
	Meaning

	AMS
	Academy Management System

	AO
	Authorizing Official

	AP
	Assessment Procedures

	AUP
	Acceptable Use Policy 

	BYOD
	Bring Your Own Device

	CIA
	Confidentiality, Integrity and Availability

	CM
	Change Management Policy

	CMC
	Change Management Council

	CUI
	Controlled Unclassified Information

	ICS
	Industrial Control Systems

	IS
	Information Systems

	ISE
	Identify Services Engine

	MADs
	Military Academy Directorates

	MDM
	Mobile Device Management

	MOU
	Memorandum of Understanding

	NIPRNet
	Non-classified Internet Protocol Router Network

	O&M
	Operations and Maintenance

	RMF
	Risk Management Framework

	SCADA
	Supervisory and Data Collection Acquisition

	USCC
	United States Corps of Cadets

	USMA
	United States Military Academy

	WREN
	West Point Research and Education Network




[bookmark: _Toc96882966]Definitions
	Term
	Definition

	Administrator
	An individual is responsible for delivering the service by business requirements.

	Apps
	A self-contained program or piece of software designed to fulfill a purpose, especially as downloaded to a Smart Device.

	Authentication
	Access control process that verifies the claimed identity of an individual as established by an identification process to prevent unauthorized persons from using services or accessing the content.

	Authorized User
	An employee, contractor, student, volunteer, or consultant of West Point who has received authorization before operating the relevant BYOD or BYOD Service and agreed to abide by the policies, guidelines, and local practice arrangements for use of the BYOD or BYOD Service and agreed to be bound by the BYOD Agreement when signing up for the BYOD service.

	BYOD/Bring Your Own Device
	The electronic device, including a Smart Device, is owned, leased, or operated by an Authorized User which can store information and connect to the West Point network for accessing the BYOD Service.

	BYOD Service
	The BYOD self-managed services are offered by West Point.

	Custodian
	The recognized officer of USMA is responsible for implementing and maintaining BYOD services and applications according to the rules set by the owner – to ensure proper quality, security, integrity, correctness, consistency, privacy, confidentiality, and accessibility throughout its lifecycle.

	Jailbroken
	About iOS systems only, the process of bypassing software restrictions put into place by Apple on devices that run the iOS operating system to allow downloading of non-App Store Apps not supported or authorized by Apple. The process may introduce security threats to the Smart Device and any connected services.

	Malware
	The software which is specifically designed to disrupt or damage an ICT system, includes computer viruses, worms, trojan horses, ransomware, spyware, adware, scareware, and other malicious programs.

	Mobile
	A portable computing device that: has a small form factor such that it can easily be carried by a single individual, is designed to operate without a physical connection (e.g., wirelessly transmit or receive information) possesses local, non-removable, or removable data storage Includes a self-contained power source. 
Mobile devices may also include voice communication capabilities, onboard sensors that allow the devices to capture information, and built-in features for synchronizing local data with remote locations. Examples include smartphones, tablets, E-readers, laptops, etc.

	USMA Information 
	USMA Organization’s information, in any form, is transmitted to a BYOD by way of the BYOD Service. USMA information is distinct from personal data, in that USMA has some legal, moral, or ethical obligation to safeguard the data against unauthorized release or disclosure. 
Information is any collection of data that is processed, analyzed, interpreted, or communicated to serve a useful purpose, present factor represents knowledge in any medium or form. This includes the presentation in electronic (digital), print, audio, video, image, graphical, cartographic, physical sample, textual, or numerical form.

	Rooted
	About Android systems only, a modification that allows privileged control (root access) of the Smart Device operating system with administrative access to alter or replace system applications and settings.

	Enterprise Mobility Management
	Run specialized Apps and perform operations otherwise inaccessible without the modification. The modification may introduce security threats to the Smart Device and any connected services.

	Service Manager
	An individual who has accountability for managing the service by business requirements.

	Smart Device
	An electronic device that offers more advanced computing ability, connectivity, and features than a basic phone or device.

	Suspended
	In the context of the BYOD Service, the record of enrollment of the Authorized User being retained on the BYOD Service portal and the ability to connect to the BYOD Service being disabled for that Authorized User.

	Third-Party
	An individual or an organization outside of the individual agency that provides labor or services.

	Administrator
	An individual who is responsible for delivering the service by business requirements.

	Apps
	A self-contained program or piece of software designed to fulfill a purpose, especially as downloaded to a Smart Device.

	Authentication
	Access control process that verifies the claimed identity of an individual as established by an identification process to prevent unauthorized persons from using services or accessing the content.

	Authorized User
	An employee, contractor, student, volunteer, or consultant of West Point who has received authorization before operating the relevant BYOD or BYOD Service and agreed to abide by the policies, guidelines, and local practice arrangements for use of the BYOD or BYOD Service and agreed to be bound by the BYOD Agreement when signing up for the BYOD service.

	BYOD/Bring Your Own Device
	The electronic device, including a Smart Device, is owned, leased, or operated by an Authorized User which can store information and connect to the West Point network for accessing the BYOD Service.

	BYOD Service
	The BYOD self-managed services are offered by West Point.

	Custodian
	The recognized officer of USMA is responsible for implementing and maintaining BYOD services and applications according to the rules set by the owner – to ensure proper quality, security, integrity, correctness, consistency, privacy, confidentiality, and accessibility throughout its lifecycle.

	Jailbroken
	About iOS systems only, the process of bypassing software restrictions put into place by Apple on devices that run the iOS operating system to allow downloading of 
non-App Store Apps not supported or authorized by Apple. The process may introduce security threats to the Smart Device and any connected services.

	Malware
	The software which is specifically designed to disrupt or damage an ICT system, includes computer viruses, worms, trojan horses, ransomware, spyware, adware, scareware, and other malicious programs.

	Mobile
	A portable computing device that has a small form factor such that it can easily be carried by a single individual is designed to operate without a physical connection (e.g., wirelessly transmit or receive information) possesses local, non-removable, or removable data storage, and includes a self-contained power source. 
Mobile devices may also include voice communication capabilities, onboard sensors that allow the devices to capture information, and built-in features for synchronizing local data with remote locations. Examples include smartphones, tablets, E-readers, laptops, etc.

	USMA Information 
	USMA Organization’s information, in any form, is transmitted to a BYOD by way of the BYOD Service. USMA information is distinct from personal data, in that USMA has some legal, moral, or ethical obligation to safeguard the data against unauthorized release or disclosure. 
Information is any collection of data that is processed, analyzed, interpreted, or communicated to serve a useful purpose, present factor represents knowledge in any medium or form. This includes the presentation in electronic (digital), print, audio, video, image, graphical, cartographic, physical sample, textual, or numerical form.

	Rooted
	About Android systems only, a modification that allows privileged control (root access) of the Smart Device operating system with administrative access to alter or replace system applications and settings.

	Enterprise Mobility Management
	Run specialized Apps and perform operations otherwise inaccessible without the modification. The modification may introduce security threats to the Smart Device and any connected services.

	Service Manager
	An individual who has accountability for managing the service by business requirements.

	Smart Device
	An electronic device that offers more advanced computing ability, connectivity, and features than a basic phone or device.

	Suspended
	In the context of the BYOD Service, the record of enrollment of the Authorized User being retained on the BYOD Service portal and the ability to connect to the BYOD Service being disabled for that Authorized User.

	Third-Party
	An individual or an organization outside of the individual agency that provides labor or services.
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