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[bookmark: _Toc6834598][bookmark: _Toc6837375][bookmark: _Toc96590772]Introduction
[bookmark: _Toc6834599][bookmark: _Toc6837376][bookmark: _Toc96590773]Purpose
[bookmark: _Toc6223399][bookmark: _Toc6825317][bookmark: _Toc6834600][bookmark: _Toc6837377]The purpose of this policy establishes the basis for implementing secure Physical and Environmental Protection (PE) practices for protecting Information Systems (IS) and data within the United States Military Academy (USMA) West Point Research and Education Network (WREN) and other USMA .edu networks as they come into existence. The policy provides both generalized guidance as well as specific practices for the implementation of the Physical and Environmental Protection policy.
[bookmark: _Hlk11397465]This policy adheres to the guidance identified within the NIST Special Publication 800-53A Rev 4 Physical and Environmental Protection family (see also https://nvd.nist.gov/800-53/Rev4/impact/moderate for the WREN Managed Zone and https://nvd.nist.gov/800-53/Rev4/impact/low for the WREN Public Zone).
[bookmark: _Toc96590774]Background
[bookmark: _Toc6223400]The USMA WREN, physically located at West Point, NY and logically in one or more cloud service providers, must maintain an IS environment that empowers USMA to continue its leadership as the premier leader development institution in the world.  USMA WREN will sustain and enhance the military and academic leadership opportunities for cadets, staff, faculty, visiting dignitaries, visiting and assigned foreign nationals (e.g., exchange faculty, exchange cadets, semester abroad faculty and cadets), and the general public (e.g., event attendees, conferences, forums, symposia) and sponsored guests (e.g., cadets’ parents, visiting researchers, visitors on official business).
[bookmark: _Toc6223403][bookmark: _Toc96590775]Applicability
The Physical and Environmental Protection policy applies to all USMA Military Academy Directorates (MADs) (see also USMA Regulation 10-1 Organizations and Functions), WREN users and consumers of IS resources connected directly or through a remote connection to the WREN.  The policy supports the Risk Management Framework (RMF) through the application of PE Assessment Procedures (AP) and the implementation of risk mitigation strategies for the protection of Confidentiality, Integrity, and Availability (CIA).
[bookmark: _Toc96590776]Managed Zone Applicability to MADs
Substantial portions of this policy are written with an explicit focus on USMA CIO/G6 managed systems, services, and capabilities (e.g., the managed zone(s) and the public zone’s infrastructure).  Despite this explicit phrasing, the content of this policy is equally applicable to MADs that design, build, operate, maintain, and defend systems and capabilities hosted in the USMA managed zone(s). The MADs so impacted will inherit the vast majority of RMF controls from the WREN. For those systems and capabilities that do not inherit specific controls, the MAD will develop, in coordination with USMA’s CIO, a memorandum of understanding (MOU) with the Authorizing Official (AO) (i.e., Superintendent), that enumerates and makes explicit the differentiated responsibilities between USMA CIO/G6 (the system owner of the WREN) and the MAD. The MOU will address, minimally, maintainability, defensibility, sustainability, and severability. To minimize differentiated responsibilities, MADs should strongly consider tight coupling with the WREN and the capabilities it provides.
[bookmark: _Toc96590777]Public Zone Applicability to MADs
MADs that design, build, operate, maintain, and defend systems and capabilities in the public security zone accept complete responsibility for those systems and capabilities outside the formal RMF process as a function of USMA operating an .edu network enclave. 
[bookmark: _Toc96590778]Specialized Controls for Financial Management
See also the applicability questions of Figure 4 and Figure 5 of OSD Memorandum, “Enhanced Integration of Finance Management Requirements with the Risk Management Framework”, dated 21 April 2016 for determining applicability to specific systems. MADs have the affirmative obligation to coordinate with USMA CIO/G6 for technical implementation of these systems, their security, and satisfying RMF controls and Assessment Procedures applicable to these systems. Coordination will also include establishing operations and maintenance (O&M) and system life cycle responsibilities. 
An example of an organization using such a system is USMA G8’s / Cadet Treasurer and their use of software modules within the Academy Management System (AMS).  
[bookmark: _Toc96590779]Specialized Controls for Facility Related Control Systems
MADs that design, build, operate, maintain, and defend facility related control systems have particular and specific controls that apply to those systems. MADs have the affirmative obligation to coordinate with USMA CIO/G6 for technical implementation of these systems as well as the coordination for the defense of these systems. 
Examples of such systems include outdoor lighting systems (e.g., United States Corps of Cadets’ (USCC) Outdoor Lighting Control System), Door Control Systems (e.g., presently Garrison hosts Velocity™ on NIPRNet, but future capabilities may move to WREN), and other forms of Industrial Control Systems (ICS)/Supervisory and Data Collection Acquisition (SCADA) systems (e.g., network enabled heating/air conditioning).
[bookmark: _Toc79073222][bookmark: _Toc96590780]Chapter 2 – Roles and Responsibilities
See USMA Regulation 25-2 Cybersecurity Chapter 2 Roles and Responsibilities. 
[bookmark: _Toc6834601][bookmark: _Toc6837378][bookmark: _Toc96590781][bookmark: _Toc6825321][bookmark: _Toc6834604][bookmark: Appendix_A][bookmark: _Toc6837381]Physical and Environmental Protection Policy
[bookmark: _Toc7594502][bookmark: PE1][bookmark: _Toc96590782]PE-1 Physical and Environmental Protection Policy and Procedures
DoD has developed and published DoDI 5200.08 "Security of DoD Installations and Resources and the DoD Physical Security Review Board (PSRB)" and DoD 5200.08-R "Physical Security Program" to meet the requirement for a physical and environmental protection policy that addresses: purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and procedures to facilitate the implementation of the physical and environmental protection policy and associated physical and environmental protection controls. 
DoD disseminates DoDI 5200.08 and DoD 5200.08-R and makes available to all personnel, including personnel with physical and environmental protection responsibilities, via the DoD Issuances website: http://www.dtic.mil/whs/directives/corres/dir.html.  DoD policy is reviewed annually and updated as appropriate but at least within 10 years of the date of issuance.  
Additionally, West Point has USMA Regulation 190-13 Physical Security Crime Prevention to implement physical security policies and can be found at https://usarmywestpoint.sharepoint.com/:w:/r/sites/g5.publications/_layouts/15/Doc.aspx?sourcedoc={3B3AF294-89EE-4FA1-B967-AF561B74AA69}&file=USMA Regulation 190-13 Physical Security Crime Prevention.DOC&action=default&mobileredirect=true&DefaultItemOpen=1.
All Policies and Standard Operating Procedures (SOPs) are reviewed and revised on a yearly basis unless a more rapid revision is necessary. 
[bookmark: _Toc96590783]PE-2 Physical Access Authorizations
CIO/G6 in coordination with building commandants and CIO/G6 will develop, formally approve, and maintain a list of individuals with authorized access to the facilities where WREN infrastructure resides.  
The DoD Common Access Card (CAC) and/or registered West Point facilities identification/access card will be used as credentials to authorize access to controlled areas. The access list and authorization credentials will be reviewed every 180 days. Personnel who no longer have approved access will be removed from the authorized access list and access permissions assigned to credentials will be revoked. All actions (review, approval, removal, revocation) will be documented as an audit trail. 
0. [bookmark: _Toc96590784]PE-2(1) Access by Position / Role
CIO/G6 is manually inheriting access control of the data center from the local and regional Network Enterprise Center (NEC).  CIO/G6 coordinates with these groups to review and confirm which USMA personnel should have access to the data center.
[bookmark: _Toc96590785]PE-3 Physical Access Control
To implement and enforce physical access control to facilities and IS, (e.g., WREN infrastructure) CIO/G6 will:
Define and document the entry/exit points to the facilities where the IS resides.
Implement physical access authorizations at entry/exit points and secure those physical access points (i.e., doors and/or windows) that are not intended for normal access.
Verify and grant access to facilities based upon individual access authorizations.
Control ingress/egress to the facility using appropriate physical access control devices, and/or guards when required.
Define and document the physical access control systems/devices or guards that control ingress/egress to the facility (i.e., Velocity Online Security Management System).
Maintain physical access audit logs for entry/exit points for a minimum of 12 months, as feasible and ICW USAG West Point DES.
Define and document entry/exit points that require physical access audit logs to be maintained.
Where applicable, define, document, and provide security safeguards to control access to areas within the facility officially designated as publicly accessible.
Define and document circumstances requiring visitor escorts and/or monitoring; document and implement a process to escort and/or monitor visitor activity when required.
Secure as appropriate (in safes or secure containers) items used for physical access controls such as keys, combinations, portable locks, etc. Fixed access control devices such as card readers, installed locks, keypads, etc. will be protected from tampering.
Conduct key control in accordance with (IAW) AR 190-11.
Change combinations and keys as required by security-relevant events and/or when keys are lost, combinations are compromised, or individuals are transferred or terminated. Each occurrence of these change actions will be documented, with the reason for the action, as an audit trail for future reference.
0. [bookmark: _PE-3(1)_Information_System][bookmark: _Toc96590786][bookmark: _Hlk9003083]PE-3(1) Information System Access
CIO/G6 will designate specific Restricted Access Areas and document them in Appendix D.  These designated areas have access controls separate from, and independent of, the physical access controls established for the facility.
[bookmark: _Toc96590787]PE-3(3) Continuous Guards / Alarms / Monitoring
[bookmark: _Hlk96001852]USMA CIO/G6 is manually inheriting this control from the West Point Garrison Commander.  The West Point facility has 24/7 guards, both through the Department of the Army Security Guard (DASG) and military police at all gates.  They are also patrolling throughout the facility.  These groups are also responsible for the monitoring of video surveillance of the data center.
[bookmark: _Toc96590788]PE-4 Access Control for Transmission Medium
Physical security safeguards applied to IS distribution and transmission lines help to prevent accidental damage, disruption, and physical tampering. In addition, physical safeguards may be necessary to help prevent eavesdropping or in-transit modification of unencrypted transmissions. Security safeguards to control physical access to system distribution and transmission lines include, for example: 
1. Locked wiring closets.
1. Disconnected or locked spare jacks. 
1. Protection of cabling by conduit or cable trays.  CIO/G6 coordinates with NEC-WP to use the same outside plant infrastructure as they do for Non-secure Internet Protocol Router (NIPR), with a different inside plant. 
[bookmark: _Toc96590789]PE-5 Access Control for Output Devices
Controlling physical access to output devices includes, for example, placing output devices in locked rooms or other secured areas and allowing access to authorized individuals only, and placing output devices in locations that can be monitored by organizational personnel. Monitors, printers, copiers, scanners, facsimile machines, and audio devices are examples of IS output devices.  CIO/G6 directs MADs to control physical access to IS output devices to prevent unauthorized individuals from obtaining the output.  MADs will identify, document, and coordinate with CIO/G6 before executing additional access controls required for output devices above and beyond physical access controls already in place for the facility IAW DoD 5200.08-R and DoD 5200.01-M (Volume 4).
0. [bookmark: _Toc96590790]PE-5(1) Access to Output by Authorized Individuals
USMA will not use stickers for WREN output devices.  Output devices connected to the WREN Print Server(s) use PIN-to-Release to control who has access to the output material.  All information on the USMA WREN has been deemed unclassified.
[bookmark: _Toc96590791]PE-6 Monitoring Physical Access
The monitoring of physical access is done IAW AR 190-13.
Organizational incident response capabilities include investigations of and responses to detected physical security incidents.  Security incidents include, for example, apparent security violations or suspicious physical access activities. Suspicious physical access activities include, for example:
1. Accesses outside of normal work hours.
Repeated accesses to areas not normally accessed.
Accesses for unusual lengths of time.
Out-of-sequence accesses.
0. [bookmark: _Toc96590792]PE-6(1) Intrusion Alarms/Surveillance Equipment
Assigned USMA personnel will monitor physical intrusion alarms and surveillance equipment IAW building commandant assignments IAW AR 190-13.
[bookmark: _Toc96590793]PE-6(4) Monitoring Physical Access To Information Systems
USMA is manually inheriting this control from the local and regional NEC and the West Point Garrison Commander.  The West Point Garrison Commander is in charge of all Military Police and monitors physical access to the West Point Facility.  The local and regional NEC monitor the access into the data center at Spellman Hall, building 2101.
The local NEC monitors the access control system West Point uses to DASG to control building and room access.
[bookmark: _Toc96590794]PE-8 Visitor Access Records
USMA CIO/G6 maintains visitor access records to the restricted areas (see PE-3(1) and Appendix D) where the IS resides for at least one year and reviews visitor access records every 180 days.  Personnel will ensure that the visitor access record is properly completed when logging a visitor into the restricted area.
0. [bookmark: _Toc96590795]PE-8(1) Automated Records Maintenance / Review
USMA is manually inheriting these controls from the local and regional NEC.  The system uses automated mechanisms for access to the secure area of the datacenters in Spellman Hall, building 2101, and Taylor Hall, building 600 which is monitored and maintained by the local and regional NEC.
[bookmark: _Toc96590796]PE-9 Power Equipment and Cabling
USMA CIO/G6 protects power equipment and power cabling for the IS from damage and destruction in coordination with West Point Directorate of Public Works (DPW), NEC-WP, and other appropriate stakeholders. Protection includes underground cabling, restricted access to power equipment, grounding, etc.
[bookmark: _Toc96590797]PE-10 Emergency Shutoff
USMA CIO/G6 provides the capability of shutting off power to the IS or individual system components in emergencies; places emergency shutoff switches, or devices in or near more than one egress point of the IT area; labels and protects the shutoff switches/devices by a cover to prevent accidental shut-off to facilitate safe and easy access for personnel; and protects emergency power shutoff capability from unauthorized activation.
[bookmark: _Toc96590798]PE-11 Emergency Power
IS and/or transition of the IS to long-term alternate power in the event of a primary power source loss. West Point Directorate of Public Works provides and maintains a 750kWh emergency generator that is configured to provide long-term alternate power in the event of a primary power source loss for the IS components in Spellman Hall Bldg. 2101, Taylor Hall Bldg. 600, and Washington Hall Building 745.
0. [bookmark: _Toc96590799]PE-11(1) Long-Term Alternate Power Supply - Minimal Operational Capability
The West Point Department of Public Works is responsible for the generators that provide and maintain the long-term alternate power supply for the information system.  These generators are maintaining the minimally required operational capability in the event of an extended loss of the primary power sources.  Generators are tested once a month by the Department of Public Works (DPW) at West Point.  DPW provides USMA CIO/G6 copies of such generator testing.
[bookmark: _Toc96590800]PE-12 Emergency Lighting
Provided IAW AR 190-13 and USMA safety officer inspections.
[bookmark: _Toc96590801]PE-13 Fire Protection
NEC-WP employs and maintains fire suppression and detection devices/systems for the IS that are supported by an independent energy source for the IS in Spellman Hall Bldg. 2101, Taylor Hall Bldg. 600, and Washington Hall Building 745.  Additional fire suppression and detection systems are deployed and maintained IAW the West Point Fire Department’s requirements.
0. [bookmark: _Toc96590802]PE-13(3) Automatic Fire Suppression
NEC-WP employs an automatic fire suppression capability for the IS in Spellman Hall Bldg. 2101, Taylor Hall Bldg. 600, and Washington Hall Building 745 A, B, and C when the facility is not staffed on a continuous basis.
[bookmark: _Toc96590803]PE-14 Temperature and Humidity Controls
NEC-WP maintains temperature and humidity levels within Spellman Hall Bldg. 2101 and Taylor Hall Bldg. 600.  CIO/G6 maintains temperature and humidity levels for Washington Hall Bldg. 745 Room 6207 where the IS resides:
1. For commercial-grade IS, 64.4-80.6 degrees F; 45%-60% Relative Humidity; Dew Point 41.9-59 degrees F; measured at the air intake inlet of the IT equipment casing. 
For other systems, the levels are within the manufacturer's specifications.
[bookmark: _Toc96590804]PE-15 Water Damage Protection
For building 2101 Spellman Hall, the NEC-WP protects the IS from damage resulting from water leakage by providing master shutoff or isolation valves that are accessible, working properly, and known to key personnel. As the responsible organization for building 2101 NEC-WP will maintain a list of trained key personnel with knowledge of the location and the activation procedures for master shutoff valves.  
[bookmark: _Toc96590805]PE-16 Delivery and Removal
USMA CIO/G6 authorizes, monitors, and controls all system components entering and exiting the IS facilities and maintains log records of those items.  These logs will be properly completed, reviewed as required, and kept for auditing purposes.  These activities also affect the hardware baseline.
[bookmark: _Toc96590806]PE-17 Alternate Work Site
[bookmark: _elm000ca8][bookmark: _elm000ca7]USMA CIO/G6 will employ alternate work sites IAW USMA G3 Continuity of Operations Plan (COOP); CIO/G6 will assess as feasible, the effectiveness of security controls at the alternate work sites; and provide a means for employees to communicate with information security personnel in case of security incidents or problems.
[bookmark: _Toc96590807]PE-18 Location of Information System Components
USMA CIO/G6 positions their information system components within the two locations, Spellman Hall Building 2101 and Taylor Hall Building 600 facility to minimize potential damage and minimize the opportunity for unauthorized access.  USMA is manually all physical and environmental controls of these areas from the local and regional NEC.


[bookmark: _TocAPPENDIXA][bookmark: _elm000ca9][bookmark: _Toc96590808][bookmark: _TocAPPENDIXA_REFERENCES]References
[bookmark: _elm000cac][bookmark: _Toc96590809]Required Publications
[bookmark: _elm000cb4][bookmark: _elm000cb5]USMA Regulation 10-1
Organization and Functions, available at https://usarmywestpoint.sharepoint.com/:b:/r/sites/g5.publications/publications/USMA%20Regulation%2010-1%20Organization%20and%20Functions.pdf?csf=1&e=RHbQMa 
USMA Regulation 25-2
Cybersecurity, 30 November 2021, available at
https://usarmywestpoint.sharepoint.com/:b:/r/sites/g5.publications/publications/USMA%2025-2%20Cybersecurity.pdf?csf=1&web=1&e=RBdTXE
[bookmark: _elm000edf][bookmark: _Toc96590810][bookmark: _elm00102f][bookmark: _TocSECTIONII_RELATEDPUBLICATIONS]Related Publications
[bookmark: _elm000cb6]AR 25 – 1
Army Information Technology, 25 June 2013 
AR 25 – 17
Army Information Technology
AR 190-11
AR 190-13
USMA Regulation 190-13DoD 5200.01-M (Volume 4)
DoDI 5200.08
DoDD 5200.08R


[bookmark: _Toc96590811]Acronyms
	Acronym
	Meaning

	AMS
	Academy Management System

	AO
	Authorizing Official

	AP
	Assessment Procedures

	AR
	Army Regulation

	CAC
	Common Access Card

	CIA
	Confidentiality, Integrity, and Availability

	COOP
	Continuity of Operations Plan

	DoD, DOD
	Department of Defense

	DODI
	DOD Instructions

	DPW
	West Point Directorate of Public Works

	DASG
	Department of the Army Security Guard

	ICS
	Industrial Control Systems

	IS
	Information System

	MADs
	Military Academy Directorates

	MOU
	Memorandum of Understanding

	NEC
	Network Enterprise Center

	NIPR
	Non-secure Internet Protocol Router

	NIPRNet
	Non-classified Internet Protocol Router Network

	NIST
	National Institute of Standards and Technology

	O&M
	Operations & Maintenance

	PE
	Physical and Environmental Protection

	RMF
	Risk Management Framework

	SCADA
	Supervisory and Data Collection Systems

	SP
	Special Publication

	USCC
	United States Corps of Cadets

	USMA
	United States Military Academy

	WREN
	West Point Research and Education Network





[bookmark: _Toc96590812]Definitions
See also NIST Computer Security Resource Center Glossary at https://csrc.nist.gov/Glossary/?term=3816 for definitions.
Terms not defined by National Institute National Institute of Standards and Technology (NIST) are below:


[bookmark: Appendix_D][bookmark: _Toc96590813]Restricted Access Areas
Spellman Hall - Bldg. 2101
Wiring Closets: 123, 206, 306, and 406
Datacenter: 004
Taylor Hall – Bldg. 600
Wiring Closets: 29B, 19A, 310A, and 681
There is no datacenter in Taylor Hall
Washington Hall – Bldg. 745
Wiring Closets: WB4, WB16, 4310, 4404, 4202, 5101, 5102, 6102, and 6308
Datacenter: 6207
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