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Chapter 1 — [bookmark: _Toc96884665][bookmark: _Toc6223399]Introduction
1-1 [bookmark: _Toc96884666]Purpose
The purpose of this policy establishes the basis for implementing secure Maintenance (MA) practices for maintaining and protecting information systems and data within the United States Military Academy (USMA) West Point Research and Education Network (WREN) and other USMA .edu networks as they come into existence.  The policy provides both generalized guidance as well as specific practices for the implementation of Maintenance.  
[bookmark: _Hlk11397465][bookmark: _Toc9410457]This policy adheres to the guidance identified within the NIST Special Publication 800-53A Rev 4 Maintenance family (see also https://nvd.nist.gov/800-53/Rev4/impact/moderate for the WREN Managed Zone and https://nvd.nist.gov/800-53/Rev4/impact/low for the WREN Public Zone).
1-2 [bookmark: _Toc96884667]Background
[bookmark: _Toc6223400]The USMA WREN, physically located at West Point, NY and logically in one or more cloud service providers, must maintain an Information Systems (IS) environment which empowers USMA to continue its leadership as the premier leader development institution in the world.  USMA WREN will sustain and enhance the military and academic leadership opportunities for cadets, staff, faculty, visiting dignitaries, visiting, and assigned foreign nationals (e.g., exchange faculty, exchange cadets, semester abroad faculty and cadets), and the public (e.g., event attendees such as conferences, forums, symposia) and sponsored guests (e.g., cadets’ parents, visiting researchers, visitors on official business).
1-3 [bookmark: _Toc6223403][bookmark: _Toc9410458][bookmark: _Toc96884668]Applicability
The Maintenance Policy applies to all USMA Military Academy Directorates (MADs) (see also USMA Regulation 10-1 Organizations and Functions), WREN users and consumers of information systems resources connected directly or through a remote connection to the WREN.  The policy supports the Risk Management Framework (RMF) through the application of MA Assessment Procedures (AP) and implementation of Maintenance strategies for the protection of Confidentiality, Integrity, and Availability (CIA).
[bookmark: _Toc96884669]Managed Zone Applicability to MADs
Substantial portions of this policy are written with an explicit focus on USMA CIO/G6 managed systems, services, and capabilities (e.g., the managed zone(s) and the public zone’s infrastructure).  Despite this explicit phrasing, the content of this policy is equally applicable to MADs that design, build, operate, maintain, and defend systems and capabilities hosted in the USMA managed zone(s).  The MADs so impacted will inherit the vast majority of RMF controls from the WREN.  For those systems and capabilities that do not inherit specific controls, the MAD will develop, in coordination with USMA’s CIO, a memorandum of understanding (MOU) with the Authorizing Official (AO) (i.e., Superintendent), that enumerates and makes explicit the differentiated responsibilities between USMA CIO/G6 (the system owner of the WREN) and the MAD.  The MOU will address, minimally, maintainability, defensibility, sustainability, and severability. To minimize differentiated responsibilities, MADs should strongly consider tight coupling with the WREN and the capabilities it provides.
[bookmark: _Toc96884670]Public Zone Applicability to MADs
MADs that design, build, operate, maintain, and defend systems and capabilities in the public security zone accept complete responsibility for those systems and capabilities outside the formal RMF process as a function of USMA operating an .edu network enclave. 
1-3-1 [bookmark: _Toc96512234][bookmark: _Toc96884671]Specialized Controls for Financial Management
See also the applicability questions of Figure 4 and Figure 5 of OSD Memorandum, “Enhanced Integration of Finance Management Requirements with the Risk Management Framework”, dated 21 April 2016 for determining applicability to specific systems. MADs have the affirmative obligation to coordinate with USMA CIO/G6 for technical implementation of these systems, their security, and satisfying RMF controls and Assessment Procedures applicable to these systems. Coordination will also include establishing operations and maintenance (O&M) and system life cycle responsibilities.
An example of an organization using such a system is USMA G8’s / Cadet Treasurer and their use of software modules within the Academy Management System (AMS). 
1-3-2 [bookmark: _Toc96512235][bookmark: _Toc96884672]Specialized Controls for Facility Related Control Systems
MADs that design, build, operate, maintain, and defend facility related control systems have particular and specific controls that apply to those systems. MADs have the affirmative obligation to coordinate with USMA CIO/G6 for technical implementation of these systems as well as the coordination for the defense of these systems.
Examples of such systems include outdoor lighting systems (e.g., United States Corps of Cadets’ (USCC) Outdoor Lighting Control System), Door Control Systems (e.g., presently Garrison hosts Velocity™ on NIPRNet, but future capabilities may move to WREN), and other forms of Industrial Control Systems (ICS)/Supervisory and Data Collection Acquisition (SCADA) systems (e.g., network enabled heating/air conditioning).
Chapter 2 — [bookmark: _Toc79069001][bookmark: _Toc69297744][bookmark: _Toc96884673][bookmark: _Toc9410460][bookmark: _Toc6834602][bookmark: _Toc6837379]Roles and Responsibilities
See USMA Regulation 25-2 Cybersecurity Chapter 2 Roles and Responsibilities.
Chapter 3 — [bookmark: _Toc6834601][bookmark: _Toc6837378][bookmark: _Toc96884674]Maintenance Policy
[bookmark: _Toc7594502][bookmark: _Toc9410461][bookmark: _Toc96884675]MA-1 System Maintenance Policy and Procedures
USMA CIO/G6 has developed and documented this system maintenance policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, compliance; and procedures to facilitate the implementation of the system maintenance policy and associated system maintenance controls.  These policies and procedures are disseminated via the WREN SharePoint portal.  USMA reviews and updates the system maintenance policy every 5 years.  USMA reviews and updates the MA policy procedures annually.  
Refer to USMA Policy 25-2-CM (Configuration Management policy) for information on the Change Management Council (CMC) Charter process.
All Policies and Standard Operating Procedures (SOPs) are reviewed and revised on a yearly basis unless a more rapid revision is necessary. 
[bookmark: _Toc96884676]MA-2 Controlled Maintenance
USMA CIO/G6 schedules, performs, documents, and reviews records of USMA maintenance and repairs on information system components in accordance with (IAW) manufacturer or vendor specifications and/or organizational requirements for the managed zone and the public zone infrastructure.  
They will also approve and monitor all maintenance activities, whether performed on-site or remotely, and whether the equipment is serviced on-site or removed to another location.  This may require that the Chief Technology Officer (CTO) explicitly approve the removal of the information system or system components from organizational facilities for off-site maintenance or repairs. Equipment should be sanitized (see also DA Pam 25-2-8) to remove all information from associated media prior to removal from organizational facilities for off-site maintenance or repairs.  Maintenance activities require CTO personnel to check all potentially impacted security controls to verify that the controls are still functioning properly following maintenance or repair actions and include the listed maintenance-related information in organizational maintenance records.  
Maintenance records, usually maintained in the CTO’s IT Operations Tracker/Change Log will include:
a. Date and time of maintenance.
b. Name of individuals or group performing the maintenance.
c. Name of escort, if necessary.
d. A description of the maintenance performed.
e. Information system components/equipment removed or replaced (including identification numbers, if applicable, and reflected as appropriate, in updates to the hardware list).
USMA CIO/G6 reviews, approves, and monitors the organizational maintenance records, repair logs, and maintains audit trails of such reviews.
A Weekly IT Update email is sent from the CIO/G6 Helpdesk/CTO to westpoint.edu regarding the current CIO/G6 maintenance status.
[bookmark: _Toc96884677]MA-3 Maintenance Tools
USMA CIO/G6 approves, controls, and monitors information system maintenance tools, including diagnostic and test media; ensures documentation of the list of approved maintenance tools in the System Security Plan, i.e., information system authorized hardware/software list of approved maintenance tools.
0. [bookmark: _Toc96884678]MA-3(1) Inspect Tools
Before entering a WREN facility, qualified personnel inspect, as capable, maintenance tools carried into the USMA CIO/G6 facility for improper or unauthorized modifications (see WREN Maintenance Support Plan).  
Maintain a record of the inspection as part of the system maintenance record. (see USMA CIO/G6 IS Equipment / Component Maintenance Record).
If there are indicators of improper/unauthorized modification, handle the incident consistent with organizational policies and procedures for incident handling.  Suspend all planned maintenance work until resolving the issue and explicit approval granted by the Chief Technology Officer (CTO), Chief Information Security Officer (CISO), or Authorizing Official Designated Representative (AODR).
[bookmark: _Toc96884679]MA-3(2) Inspect Media
If diagnostic and test media (for maintenance of the information system) is required, USMA CIO/G6 personnel run an automated toolset (e.g., McAfee scan) to check all media containing diagnostic and test programs for malicious code before the media are used in the information system.  The configuration files for the automated toolset and audit logs of the toolset used to check media will be maintained as part of the system maintenance record.  See Change Management Records Excel file.
[bookmark: _Toc96884680]MA-3(3) Prevent Unauthorized Removal
1. USMA uses the local Network Enterprise Center (NEC)’s datacenter and inherits the controls and policies that the NEC publishes. USMA supports the implementation of those controls and policies.
USMA CIO/G6 prevents the unauthorized removal of maintenance equipment containing organizational information by taking one or more of the following actions before authorizing the removal of information equipment from the facility:
Verify there is no organizational information contained on maintenance equipment.
Sanitize or destroy the equipment’s data store.
Retain the equipment within the facility.
Obtain an exemption from the CTO, CISO, or AODR explicitly authorizing the removal of the equipment from the facility.
The organization must maintain a record of maintenance equipment removal and actions taken.
g. MA-3(4) Restrict use of maintenance tools to authorized personnel only
h. USMA CIO/G6 constrains the use of maintenance tools to authorized personnel through its use of a distinct management virtual local area network (VLAN) and/or distinct management wireless Service Set Identified (SSID).
Access to the management VLAN or SSID is a by name access list for users and a by device access list. The access list is the mechanism by which USMA restricts the use of network and service maintenance tools. 
[bookmark: _Toc96884681]MA-4 Nonlocal Maintenance
Nonlocal maintenance and diagnostic activities are those activities conducted by individuals communicating through a network, either an external network (e.g., the Internet) or an internal network.  Local maintenance and diagnostic activities are those activities carried out by individuals physically present at the information system or information system component and not communicating across a network connection.  Conduct authentication techniques used in the establishment of nonlocal maintenance and diagnostic sessions IAW established WREN network access requirements.  See also USMA 25-2-AC (Access Control policy) and USMA 25-2-SC (System and Communication Protection policy).
Conduct any non-local maintenance or diagnostic activities by non-government personnel (e.g., non-habitual relationships, such as vendors who do not have routine access to the WREN, on-site contractors who routinely and habitually administer WREN functions are not the target of this control)  through an established session with government personnel who controls and monitors the secure remote connection to the information system and/or system component through this government system through any approved tool that allows for secure desktop sharing.  The government personnel must have the ability to immediately end the remote session if required.  At no time will non-government maintenance personnel or vendors have unmonitored access.  The CTO approves all non-local maintenance or diagnostic activities.
For policies and procedures regarding the establishment of remote connections for maintenance, refer to the USMA 25-2-AC (Access Control policy) and MA-4(1) Auditing and Review.
USMA CIO/G6 will configure the information system to audit nonlocal maintenance and diagnostic sessions' auditable events as defined in USMA 25-2-AU (Audit and Accountability policy) and store these records in the USMA SIEM.  Review the records of the maintenance and diagnostic sessions as required by the cited policy; the organization maintains a record of the reviews.
0. [bookmark: _Toc96884682]MA-4(2) Document Nonlocal Maintenance
USMA CIO/G6 has developed and published this policy for nonlocal maintenance within the managed zone.  Personnel responsible for the maintenance of the IS will ensure that, if nonlocal maintenance and diagnostic sessions are required, all plans and actions taken are IAW documented USMA CIO/G6 policies and procedures.
Information system personnel and/or system component must document and audit all non-local maintenance activities and diagnostic activities.  Personnel will utilize non-local maintenance activities and maintain records of authorized non-local maintenance.
Upon completion of authorized non-local maintenance or diagnostic activities, personnel must ensure and verify the termination of all remote connections.
[bookmark: _Toc96884683]MA-4(3) Comparable Security / Sanitization
Perform nonlocal maintenance and diagnostic services from an information system that implements a security capability comparable to the capability implemented on the system serviced.  If practical, remove any system component from the information system before non-local maintenance, diagnostic activities, and/or servicing the component. IAW this policy and DA Pam 25-2-8, sanitize the system component.  Before reintroduction and reconnecting to the information system, sanitize and inspect any system component (e.g., potentially malicious software) removed and serviced.
[bookmark: _Toc96884684]MA-4(4) Authentication / Separation of Maintenance Sessions
The WREN protects nonlocal maintenance sessions for critical components including the WREN Cadet Pay Module by employing Multi-factor Authentication (MFA) and separating the maintenance sessions from other network sessions by logically separated communications paths based upon a separate network used for system administration tasks.
[bookmark: _Toc96884685]MA-4(6) Cryptographic Protection
USMA CIO/G6 configures the information system to implement cryptographic mechanisms to protect the integrity and confidentiality of nonlocal maintenance and diagnostic communications IAW applicable USMA guidance, STIG/SRG, and DoD.
[bookmark: _Toc96884686]MA-4(7) Remote Disconnect Verification
USMA CIO/G6 configures the information system to implement remote disconnect verification at the termination of nonlocal maintenance and diagnostic sessions.
[bookmark: _Toc96884687]MA-5 Maintenance Personnel
USMA uses maintenance personnel hired under approved contracts as well as organic personnel.  Organizations that control contracts will ensure that contract personnel have the appropriate clearance and certification(s) before authorizing access to facilities and systems.
Only allow approved maintenance personnel access to the information system and/or system components to perform maintenance and/or diagnostic activities.  The following roles and personnel constitute the list of authorized, organic maintenance personnel:
1. Network Services Branch (NSB) and Enterprise Services Branch (ESB) personnel and their direct support contractors.
j. ITSB and CTSB personnel and their direct support contractors.
k. Cybersecurity Branch personnel and their direct support contractors.
l. U.S. Army Directorate of Public Works (DPW) and their representative maintenance contractors for applicable areas and physical systems (e.g., ICS/SCADA systems on the WREN)
m. Contracted vendors.
n.  MADs’ appointed privileged users that operate and maintain their respective systems.
USMA MADs ensure that non-escorted personnel performing maintenance on their information systems have required access authorizations.  Allow only those maintenance personnel with approved organizational access authorization credentials un-escorted access to the information system and/or system components.  If maintenance personnel do not have organizational access-authorization credentials, they must have an escort and supervision.
Escort and supervise maintenance personnel without appropriate security clearances or non-U.S. citizens with fully cleared personnel at the appropriate clearance level, who have appropriate access authorizations, and who are technically qualified to supervise the maintenance and/or diagnostic activities.  These include but are not limited to the Information System Security Manager (ISSM), Information System Security Officer (ISSO), and SA.
Sanitize all volatile system components IAW DA Pam 25-2-8.  Remove or physically disconnect all non-volatile storage media or system components from the information system and secure them.  In the event system components are not sanitized or removed, additional precautions as directed by the system owner a Division Chief ISSM, or the Security Manager must be in place and followed.  Record the required supplemental actions in the maintenance record.
[bookmark: _Toc96884688]MA-6 Timely Maintenance
Maintenance support must be available to ensure the availability of information system components in the event of failure. Since unexpected system failures do occur additional resources should be allocated for emergency maintenance/repair as applicable. Proper planning, documenting, and reviewing maintenance activities will ensure minimal downtime, information loss, or security breaches. Support must be available within 24 hours and can come from a combination of support/maintenance contracts, inventory of spare components, etc. DoD has defined the period as within 24 hours (Low and Moderate Availability) or immediately upon failure (High Availability).
The USMA CIO determines the critical infrastructure equipment for which it obtains maintenance support and/or spare parts. All critical equipment is covered through applicable maintenance contracts or emergency requisitions if maintenance contracts are not authorized by higher headquarters.
Additional information can be found in Appendix D: WREN Maintenance Support Plan.


Appendix A — [bookmark: _Toc96884689][bookmark: _TocAPPENDIXA][bookmark: _elm000ca9][bookmark: _Toc68888831][bookmark: _Toc69291888][bookmark: _Toc69291889][bookmark: _TocAPPENDIXA_REFERENCES][bookmark: _elm000cab][bookmark: _elm000caa][bookmark: _Toc8739619]References
Section I — [bookmark: _Toc96884690]Required Publications
[bookmark: _elm000ede][bookmark: _elm000edd][bookmark: _Toc8739620][bookmark: _elm00102f]USMA Regulation 10-1
Organization and Functions, available at https://usarmywestpoint.sharepoint.com/:b:/r/sites/g5.publications/publications/USMA%20Regulation%2010-1%20Organization%20and%20Functions.pdf?csf=1&e=RHbQMa 
USMA Regulation 25-2
Cybersecurity, 30 November 2021, available at
https://usarmywestpoint.sharepoint.com/:b:/r/sites/g5.publications/publications/USMA%2025-2%20Cybersecurity.pdf?csf=1&web=1&e=IA3dqC
USMA Regulation 25-2-AC
Access Control, 30 November 2021, available at https://usarmywestpoint.sharepoint.com/:b:/r/sites/g5.publications/publications/USMA%2025-2-AC.pdf?csf=1&web=1&e=ZU62mH
USMA Regulation 25-2-AU
Audit and Accountability, 30 November 2021, available at https://usarmywestpoint.sharepoint.com/:b:/r/sites/g5.publications/publications/USMA%2025-2-AU.pdf?csf=1&web=1&e=N4Jo6K
USMA Regulation 25-2-CM
Change Management, 30 November 2021, available at https://usarmywestpoint.sharepoint.com/:b:/r/sites/g5.publications/publications/USMA%2025-2-CM.pdf?csf=1&web=1&e=98uaWd 
[bookmark: _Toc95731861]
Section II — [bookmark: _Toc69291898][bookmark: _Toc96884691][bookmark: _elm000edf][bookmark: _TocSECTIONII_RELATEDPUBLICATIONS]Related Publications
AR 25 – 17
[bookmark: _Toc8739621]Army Information Technology
DA Pam 25-2-8
Cybersecurity: Sanitization of Media
NIST SP 800-53


Appendix B — [bookmark: _Toc12616636][bookmark: _Toc69297757][bookmark: _Toc96884692]Acronyms
	Acronym
	Meaning

	[bookmark: _Hlk69803752]AC
	Access Control policy

	AMS
	Academy Management System

	AO
	Authorizing Official

	AODR
	Authorizing Official Designated Representative

	AP
	Assessment Procedures

	AR
	Army Regulation

	AU
	Audit and Accountability Policy

	CAC
	Common Access Card

	CHESS
	Computer Hardware Enterprise Software and Solutions

	CIA
	Confidentiality, Integrity, and Availability

	CISO
	Chief Information Security Officer

	AR
	Army Regulation

	AU
	Audit and Accountability Policy

	CAC
	Common Access Card

	CHESS
	Computer Hardware Enterprise Software and Solutions

	MOU
	Memorandum of Understanding

	COTS
	Commercial Off the Shelf

	CM
	Configuration Management policy

	CTO
	Chief Technology Officer

	DoD, DOD
	Department of Defense

	DODD
	DOD Directive

	DODI
	Department of Defense Instructions

	DPW 
	Directorate of Public Works 

	ESB
	Enterprise Services Branch

	ICS
	Industrial Control Systems

	IS
	Information System

	ISSM
	Information System Security Manager

	ISSO
	Information System Security Officer

	MA
	Maintenance Policy

	MADs
	Military Academy Directorates

	MFA
	Multi-factor Authentication

	NEC
	Network Enterprise Center

	NIPRNet
	Non-classified Internet Protocol Router Network

	NIST
	National Institute of Standards and Technology

	NSB
	Network Services Branch

	O&M
	Operations & Maintenance

	RMF
	Risk Management Framework

	SCADA
	Supervisory Control and Data Acquisition

	SRG
	Security Requirement Guide

	STIG
	Security Technical Implementation Guides

	USCC
	United States Corps of Cadets

	USMA
	United States Military Academy

	VPN
	Virtual Private Network

	WREN
	West Point Research and Education Network


[bookmark: _Toc8739622]

Appendix C — [bookmark: _Toc69297758][bookmark: _Toc96884693][bookmark: _Hlk69815538]Definitions
See also NIST Computer Security Resource Center Glossary at https://csrc.nist.gov/Glossary/?term=3816 for definitions.
Terms not defined by the National Institute of Standards and Technology (NIST) are below:


Appendix D — [bookmark: _Toc96884694][bookmark: Appendix_D_USMACIOG6_MP]WREN Maintenance Support Plan
Subject: WREN 24 x 7 Maintenance Support Plan
Purpose: The purpose of this document is to establish the maintenance support plan for information technology systems operated and maintained by USMA CIO/G6 personnel inside the USMA CIO/G6 Data Center, Building 2101, and other locations.  
Scope: The plan covers all hardware and software on the unclassified data networks under the USMA CIO/G6 operational control.  This includes operating systems, application software, hardware configuration and location, commercial off-the-shelf, and government software.  It also covers the personnel needed to perform the maintenance.
Maintenance Support: USMA CIO/G6 personnel provide the first line, direct support for all repairs and maintenance for WREN managed systems.  The requirement to maintain these systems can extend beyond the standard duty day Monday Friday, 0745-1630.  A limited number of employees are covered under alternative work schedules which extend support coverage beyond 0745-1630.  While offering immediate maintenance support for some systems the overall maintenance support plan includes recalling personnel during non-duty hours.  All USMA CIO/G6 personnel are subject to recall IAW appropriate policies and the existing Union agreement.  Recalled personnel will be compensated IAW USMA policy. The following are the provisions of the 24 x 7 maintenance support plan.
1. USMA CIO/G6 personnel are responsible for the initial diagnosis and troubleshooting of non-operational or degraded WREN operated systems.
A Division Chief, ICW CTO, and CIO/Dep.  CIO will approve the action plan for addressing emergency maintenance and repair.  Once approved technical experts will implement the steps required to resolve the issue.
Emergency maintenance and/or repair of the critical system during non-duty hours will be approved by the CIO or designated representative.
IAW USMA policy, USMA CIO/G6 or designated successor, is authorized to approve overtime for USMA CIO/G6 personnel for break/fix situations.  This authority cannot be further delegated.
USMA CIO/G6 Division Chiefs will identify the personnel needed for troubleshooting and repair operations and gain CIO approval to recall them. 
Upon recall, USMA CIO/G6 personnel will complete the tasks needed to resolve system degradation or outages. 
As required, USMA CIO/G6 personnel will contact the appropriate vendor for WREN managed systems with a valid maintenance agreement.  All vendor support will be IAW the provisions of the contract.   
If external support for enterprise-level systems is needed USMA CIO/G6 personnel will contact the 21st Signal Brigade Operations Center for assistance.  
Maintenance Spares and Parts: The most critical systems (network infrastructure) have some spare parts on hand for use in repairing each system, because these systems are comprised of commercially off-the-shelf hardware and software replacement parts are readily available. Many of the systems are covered under the various replacement agreements (e.g., Cisco SmartNet) which provide for rapid system restoration.  The following applies to spares and parts for critical IT systems:
USMA CIO/G6 Division Chiefs will:
1. Identify critical spare parts for their systems and maintain the appropriate quantity on hand based on mean time between failures or industry best practices.
1. Conduct an annual audit of spare parts and determine what, if any, adjustments to on-hand quantities are needed. 
1. Prepare and submit purchase requests for spare parts, as required.
1. Notify the USMA CIO in the event an emergency acquisition of replacement parts is required.  
1. Determine the appropriate spare parts requirement during system procurement and implement procedures to have parts on hand or via expedited delivery.
USMA CIO secures required funding for any emergency acquisition of spare parts.  To the maximum extent possible, the emergency acquisition will be “hand-carried” through the process to ensure expedited purchasing.
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