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[bookmark: _Toc6834598][bookmark: _Toc6837375][bookmark: _Toc96878858]Introduction
[bookmark: _Toc6834599][bookmark: _Toc6837376][bookmark: _Toc96878859]Purpose
[bookmark: _Toc6223399][bookmark: _Toc6825317][bookmark: _Toc6834600][bookmark: _Toc6837377]The purpose of this policy establishes the basis for implementing secure Incident Response (IR) practices for protecting information systems and data within the United States Military Academy (USMA) West Point Research and Education Network (WREN) and other USMA .edu networks as they come into existence. The policy provides both generalized guidance as well as specific practices for the implementation of Incident Response.
[bookmark: _Hlk11397465]This policy adheres to the guidance identified within the NIST Special Publication 800-53A Rev 4 Incident Response family (see also https://nvd.nist.gov/800-53/Rev4/impact/moderate for the WREN Managed Zone and https://nvd.nist.gov/800-53/Rev4/impact/low for the WREN Public Zone).
[bookmark: _Toc96878860]Background
[bookmark: _Toc6223400]The USMA WREN, physically located at West Point, NY, and logically in one or more cloud service providers, must maintain an Information Systems (IS) environment which empowers USMA to continue its leadership as the premier leader development institution in the world.  USMA WREN will sustain and enhance the military and academic leadership opportunities for cadets, staff, faculty, visiting dignitaries, visiting, and assigned foreign nationals (e.g., exchange faculty, exchange cadets, semester abroad faculty and cadets), and the general public (e.g., event attendees (e.g., conferences, forums, symposia) and sponsored guests (e.g., cadets’ parents, visiting researchers, visitors on official business).
[bookmark: _Toc6223403][bookmark: _Toc96878861]Applicability
The Incident Response policy applies to all USMA Military Academy Directorates (MADs) (see also USMA Regulation 10-1 Organizations and Functions), WREN users, and consumers of information systems resources connected directly or through a remote connection to the WREN.  The policy supports the Risk Management Framework (RMF) through the application of IR Assessment Procedures (AP) and the implementation of risk mitigation strategies for the protection of Confidentiality, Integrity, and Availability (CIA).
[bookmark: _Toc96878862]Managed Zone Applicability to MADs
Substantial portions of this policy are written with an explicit focus on USMA CIO/G6 managed systems, services, and capabilities (e.g., the managed zone(s) and the public zone’s infrastructure).  Despite this explicit phrasing, the content of this policy is equally applicable to MADs that design, build, operate, maintain, and defend systems and capabilities hosted in the USMA managed zone(s). The MADs so impacted will inherit the vast majority of RMF controls from the WREN. For those systems and capabilities that do not inherit specific controls, the MAD will develop, in coordination with USMA’s CIO, a memorandum of understanding (MOU) with the Authorizing Official (AO) (i.e., Superintendent), that enumerates and makes explicit the differentiated responsibilities between USMA CIO/G6 (the system owner of the WREN) and the MAD. The MOU will address, minimally, maintainability, defensibility, sustainability, and severability. To minimize differentiated responsibilities, MADs should strongly consider tight coupling with the WREN and the capabilities it provides.
[bookmark: _Toc96878863]Public Zone Applicability to MADs
MADs that design, build, operate, maintain, and defend systems and capabilities in the public security zone accept complete responsibility for those systems and capabilities outside the formal RMF process as a function of USMA operating an .edu network enclave.
[bookmark: _Toc96878864]Specialized Controls for Financial Management
See also the applicability questions of Figure 4 and Figure 5 of OSD Memorandum, “Enhanced Integration of Finance Management Requirements with the Risk Management Framework”, dated 21 April 2016 for determining the applicability to specific systems. MADs have the affirmative obligation to coordinate with USMA CIO/G6 for technical implementation of these systems, their security, and satisfying RMF controls and Assessment Procedures applicable to these systems. Coordination will also include establishing operations and maintenance (O&M) and system life cycle responsibilities.
An example of an organization using such a system is USMA G8’s / Cadet Treasurer and their use of software modules within the Academy Management System (AMS). 
[bookmark: _Toc96878865]Specialized Controls for Facility Related Control Systems
MADs that design, build, operate, maintain, and defend facility related control systems have particular and specific controls that apply to those systems. MADs have the affirmative obligation to coordinate with USMA CIO/G6 for technical implementation of these systems as well as the coordination for the defense of these systems.
Examples of such systems include outdoor lighting systems (e.g., United States Corps of Cadets’ (USCC) Outdoor Lighting Control System), Door Control Systems (e.g., presently Garrison hosts Velocity™ on NIPRNet, but future capabilities may move to WREN), and other forms of Industrial Control Systems (ICS)/Supervisory and Data Collection Acquisition (SCADA) systems (e.g., network enabled heating/air conditioning).
[bookmark: _Toc79068883][bookmark: _Toc96878866]Roles and Responsibilities
See USMA Regulation 25-2 Cybersecurity Chapter 2 Roles and Responsibilities.
[bookmark: _Toc6834601][bookmark: _Toc6837378][bookmark: _Toc96878867][bookmark: _Toc6825321][bookmark: _Toc6834604][bookmark: Appendix_A][bookmark: _Toc6837381]Incident Response Policy
[bookmark: _Toc96878868]IR-1 Incident Response Policy and Procedures
The procedures within this document are to facilitate the implementation of the incident response policies defined in CJCSI 6510.01F, CJCSM 6510.01B, DoDD O-8530.1, and DoDI O-8530.2 and associated incident response controls.  DoD has identified all personnel as stakeholders in the incident response process and has a responsibility to ensure the security of the WREN.  To ensure that this policy is made available to all personnel, the most recent revision of this policy will be on USMA’s Publications SharePoint.  Personnel who are assigned Information Systems Security Manager (ISSM) and Information Systems Security Officer (ISSO) duties within organizations on WREN are encouraged to regularly review this policy as changes within DoD reporting and monitoring guidance may require an update.  At a minimum, this policy will be reviewed and captured on a 3-year basis through the Configuration Management Council (CMC) review process with all changes being documented within the change log.  
All Policies and Standard Operating Procedures (SOPs) are reviewed and revised on a yearly basis unless a more rapid revision is necessary. 
[bookmark: _Toc96878869]IR-2 Incident Response Training
USMA provides incident response training to information system users consistent with assigned roles and responsibilities within 30 working days of assuming an incident response role or responsibility, when required by information system changes, and annually thereafter.  The USMA Incident Response Manager will receive appropriate training as required in accordance with (IAW) this policy.
[bookmark: _Hlk69458682]Training for general users, users with elevated privileges, and incident response team members training records will be stored in the Army Training and Certification Tracking System (ATCTS) IAW USMA Policy 25-2-AT (Awareness and Training Policy)
[bookmark: _Hlk79398875]General User Training: see USMA Policy 25-2-AT (Awareness and Training Policy).
Privileged-level Users (System and Network Administrators):  see USMA Policy 25-2-AT (Awareness and Training Policy).
Information System Security Officers: see USMA Regulation 25-2 Cybersecurity.
The main role of the ISSO is to provide Cyber Security oversight, guidance, and support to the general user IAW the requirements of the Command’s Cyber Security program.  ISSOs must complete ISSO training requirements in DoD 8570-01M.
Incident Response Team
Personnel who have a CND-SP designation will obtain and maintain training and certification per requirements in DoD 8570.1M.  Additionally, IRT members will complete the specific IRT requirements below within 30 days of appointment:
Must be appointed to the IRT on orders signed by the Chief Information Security Officer.  These orders must be uploaded to ATCTS and validated annually.
Complete an Incident Handling/Incident Response training course (e.g., Incident Response Leader Course, see USMA CIO-G6 Incident Response Plan for specific details). The course can be completed in approximately eight hours.  This is a one-time requirement and must be completed within 30 days of appointment to the IRT.  ATCTS is automatically updated when this course is completed.
Complete eight hours of information assurance or incident response refresher training annually.  Annual tabletop exercise can be substituted for incident response training.  This training can be recorded in ATCTS under “other training” and certificates or documentary evidence uploaded to the ATCTS database.
0. [bookmark: _Toc96878870]IR-2(1) Simulated Events
USMA CIO/G6 conducts routine (typically monthly) simulated phishing exercises. During an exercise, USMA CIO/G6 sends a simulated, realistic, phishing email to 10% or more of USMA users.  The simulations enable user awareness assessment, train users, and test user and organizational phishing responses.
USMA CIO/G6 also conducts tabletop exercises on an approximately quarterly basis.  USMA includes several key stakeholders as attendees and subordinate departments and system owners are added as needed.  All training material is circulated to participants before the tabletop.  USMA subordinate system owners and chains of command have participated in the tabletop exercises.  The CIO/G6 CISO tracks attendance and a formal report is provided to all participants.
[bookmark: _Toc96878871]IR-2(2) Automated Training Environments
USMA CIO G6 uses Microsoft 365 Defender Security Center and Pluralsight security simulations.  The simulations assist the training incident handlers with repairing vulnerabilities and damage to prevention capabilities.  Incident handlers are trained and tested on threat data, knowledge and awareness, and organizational communication against threats through Microsoft Security Center, Interactive Microsoft Training Materials, and online course offerings (e.g., Pluralsight subscription).
[bookmark: _Toc96878872]IR-3 Incident Response Testing
USMA participates in cyber incident response testing conducted by their CSSP.
The Incident Response Plan is exercised by drill, tabletop exercise, or actual incident response annually.  Each of the categories of incidents is also exercised by drill, tabletop exercise, or actual incident.  Exercise drills will be coordinated with organization elements responsible for contingency planning and recovery activities.  Drills, exercises, and tabletops will be reviewed and documented.
0. [bookmark: _Toc96878873][bookmark: _Hlk9003083]IR-3(2) Coordination with Related Plans
Incident Response testing will include coordination with other organization elements responsible for contingency planning and recovery activities.  Areas of concern and/or improvement will be documented with the Incident Response Worksheet as part of the AAR to determine if an update to the Incident Response Plan (IRP) is necessary.  Proper coordination among organizational elements must be defined prior to an incident or event.
[bookmark: _Toc96878874]IR-4 Incident Handling
In coordination with the Cybersecurity Service Providers (CSSPs) policy and procedures (see USMA Regulation 25-2 Cybersecurity), USMA implements an incident handling capability for security incidents that includes preparation, detection and analysis, containment, eradication, and recovery; coordinates incident handling activities with contingency planning activities; and incorporates lessons learned from ongoing incident handling activities into incident response procedures, training, and testing/exercises, and implements the resulting changes accordingly.
Reporting Guidelines
USMA personnel report serious incidents to their chain of command according to the USMA Serious Incident Reporting (SIR) policy.  Any user noticing anomalous or suspicious activity on the WREN (either related to a serious incident or listed as a reportable event in this regulation) will report the situation immediately to cyber@westpoint.edu. USMA Cybersecurity reviews received reports and notifies the AODR/CIO according to the timelines in Table 3-3 for Cybersecurity events and the USMA SIR policy as applicable.
The following table contains a list of Critical Items of Information (CII) that are a set of specific operational reporting criteria that enumerate unauthorized results, deemed by USCYBERCOM to be the best indicators of an incident having strategic significance.  CII is divided into priority 1 and 2 events and will be periodically modified and updated to reflect, for example, a specific threat organization, vulnerability, virus, etc. 
	Priority
	Reportable Incident or Event

	1
	· Any ongoing unauthorized privileged user, administrator, or root-level access of a USMA system.
· Any indications of Denial of Service or Distributed Denial of Service attacks.
· Any new virus or worm for which no published countermeasure exists, any new virus whose propagation could likely outrun WREN containment capabilities, or any new virus that affects network services (e.g., E-mail and domain name system (DNS) services) or degrades the enterprise network.
· Any root-level access on a system using new methods that exploit significant vulnerabilities.
· Any incident involving a second-level domain web server (e.g., www.army.mil, www.dtic.mil, etc.)
· Any incident that negatively impacts ongoing military operations.

	2
	· Any incident(s) that cross Combatant Command/Service/Agency (C/S/A) boundaries.
· Any incident from a country against which the United States is currently conducting operations or will imminently conduct operations.


Table 3- 1-Incident Priorities
USMA Cybersecurity categorizes incidents according to the table below in all reports to the USMA CIO/G6 ISSM/ISSO.
	Category
	Reportable Incident or Event

	0
	Exercise or Red Team Activity

	1
	Root Level Intrusion: An unauthorized person completely controlled (root level) a USMA computer

	2
	User Level Intrusion: An unauthorized person gained user-level privileges on a USMA computer

	3
	Attempted Access: An unauthorized person specifically targeting a service/ vulnerability on a USMA computer to gain unauthorized or increased access/privileges, but is denied access

	4
	Denial of Service: Use of a USMA computer or computer system is denied due to an overwhelming volume of unauthorized traffic

	5
	Non-Compliance Activity: A USMA computer was incorrectly configured, or a user did not follow established policy

	6
	Reconnaissance: Open ports on a USMA computer were scanned with no DOS or mission impact

	7
	Malicious Logic: Hostile code successfully infected a USMA computer. Unless otherwise directed, only those computers that were infected will be reported as a Category 7 incident.

	8
	Investigating

	9
	Explained Activity: Assigned to incidents that are found to be expected or benign in nature.


[bookmark: _Ref14877349]Table 3- 2-Incident Categories
Reporting Responsibilities
CAUTION: Do not disseminate information about incidents to any person, agency, or organization that is not in the reporting chain.  Report all known or suspected security weaknesses and incidents, including unauthorized disclosures of information.  During investigations, if targeted monitoring is required the ISSM must ensure caution and care are exercised in carrying out these activities and proper logs and records are maintained.  Ensure the proper review and integrity of audit trails. Cooperate with the investigating forensic team.
Incident Response Procedures and Checklists
Users must understand that they are to stop all further activity and immediately notify their chain of command, Department Computing Officer (DCO), ISSO, or ISSM.  Detailed procedures and checklists for the following types of incidents can be found in the Cybersecurity Activities SOP:
1. Negligent Disclosure of Classified Information (NDCI)/Classified Information Spillage
1. WREN Initiated or USMA Employee Reported Incidents
1. CSSP/ESB/NSB Initiated Incidents (examples listed):
Criminal Activity (Fraud, Child Pornography, Identity Theft, etc.)
Password/PIN Compromise
Malware Infections
Wireless Network Monitoring
Unauthorized Devices
Information Operations Condition (INFOCON) Procedures
Unauthorized Personally Identifiable Information (PII) loss or disclosure
Response Timeline:
After an incident has been identified, USMA personnel will utilize the following table as guidance for reporting the event.
	Category
	Reporting Timeline
	Method of Reporting

	0
	Use reporting timelines outlined for Category 1-7 that exercise or red team activity is replicating
	Telephone E-mail
Approved methods

	1, 2
	Ongoing: 1 hour from detection.
Existing: 24 hours following validation by IRT
	Telephone E-mail Approved methods

	3
	48 hours following validation by IRT
	E-mail Approved methods

	4
	Ongoing: 10 minutes following the start of the activity.
Event in Progress: Follow-up report 1 hour after the initial report. Additional reports shall be made on a schedule not to exceed 3 hours.
Closeout Report: 48 hours after cessation of DOS.
	Telephone E-mail Approved methods

	5
	48 hours following validation by IRT
	E-mail Approved methods

	6
	Major: 10 minutes from detection.
Minor/Routine: 24 hours following validation by IRT
	Telephone E-mail Approved methods

	7
	Major (outbreak in progress): 10 minutes after detection.
Minor (individual systems infected, no large outbreak): 24 hours following validation by IRT
	Telephone E-mail Approved methods

	8
	Ongoing: 1 hour from detection.
Existing: 24 hours following validation by IRT
	Telephone E-mail Approved methods

	9
	Not applicable
	Not applicable


Table 3–3 Reporting Requirements
0. [bookmark: _Toc96878875]IR-4(1) Automated Incident Handling Processes
DoD has determined that the Joint Incident Management System (JIMS) will be utilized by all organizations within the DoD enterprise.  JIMS is an application on SIPRNet that provides information assurance computer network defense incident management.  
USMA will work to automate internal IR using its SIEM and to integrate as feasible with CSSP capabilities. JIMS is available only to USMA’s CSSP personnel.
[bookmark: _Toc96878876]IR-4(3) Continuity of Operations
Classes of incidents include, for example, malfunctions due to design/implementation errors and omissions, targeted malicious attacks, and untargeted malicious attacks. Appropriate incident response actions include, for example, graceful degradation, information system shutdown, fall back to manual mode/alternative technology whereby the system operates differently, employing deceptive measures, alternate information flows, or operating in a mode that is reserved solely for when systems are under attack.
USMA’s growing use of Cloud Service Offerings (CSO) with redundancy and replication built into the CSO, supports USMAs COOP WRT IR.
[bookmark: _Toc96878877]IR-4(4) Information Correlation
USMA will correlate incident information and individual incident responses to achieve an organization-wide perspective on incident awareness and response and will forward information to the CSSP for appropriate action.  USMA will use SIEM or equivalent/better capabilities to meet this control.
Serious Cybersecurity Incidents, defined by the USMA SIR policy are reported within the policy timeline to organizational leadership.  Recent incidents are routinely (e.g., biweekly) briefed to the USMA CIO/G6 and the USMA leadership in a variety of venues (e.g., USMA G3 updates).
[bookmark: _Toc96878878]IR-4(5) Insider Threats - Specific Capabilities
An insider threat is defined as an insider malicious or unintentional, who currently has or at any time had authorized access to an organization’s network, system, or data and has intentionally/unintentionally exceeded or used that access in a manner that negatively affects the confidentiality, integrity, or availability of USMA’s information or information systems.
To combat the Insider Threat DoD, the Army has instituted numerous policy and technical measures. The following list is not all-inclusive:
1. Insider Threat training, such as the Threat Awareness and Reporting Program (TARP) offered via the ALMS site.
1. To combat the insider threat at USMA, particularly for the WREN, USMA does the following:
Restricted communication between devices.  This is USMAs policy to move to a zero-trust network that reduces the risks of intra-WREN device communications
Restrictions on who is allowed remote access to the network using the VPN
Use of commercial security capabilities (e.g., Azure Behavioral Analytics, Azure Security Center, Azure Sentinel/SIEM) to monitor insider’s behavior in the WREN zones
Restrictions on which Ports, Protocols, and Services are allowed on the network for both internal, inbound traffic, and outbound traffic
Deployment of endpoint security solutions (e.g., MS Defender ATP)
Deployment of network-based firewall and intrusion prevention technologies
Regular review of privileged user accounts on the network
Regulate data exfiltration with policy and technical controls (e.g., Data Loss Prevention (DLP)).
[bookmark: _Toc96878879]IR-4(7) Insider Threats - Intra-organization Coordination
USMA MADs, led by USMA CISO, will coordinate incident handling capability for insider threats across all appropriate stakeholders required for effectiveness, including mission/business owners, information system owners, human resources offices, procurement offices, personnel/physical security offices, operations personnel, and when warranted.
[bookmark: _Toc96878880]IR-4(8) Correlation with External Organizations
The coordination of incident information with external organizations including, for example, mission/business partners, military/coalition partners, customers, and multi-tiered developers, can provide significant benefits.  Cross-organizational coordination with respect to incident handling can serve as an important risk management capability. This capability allows organizations to leverage critical information from a variety of sources to effectively respond to information security-related incidents potentially affecting the organization's operations, assets, and individuals.  There is external support from federal, state, and local law enforcement agencies. 
USMA will coordinate with .edu central entities, its LSSP, follow DoD edu entities.
[bookmark: _Toc96878881]IR-4(9) Dynamic Response Capability
USMA CIO G6 employs a CSSP to assist with effectively responding to security incidents. All communications of escalations and reporting flow go through the CSSP to US-CERT.  Refer to the USMA CIO/G6 Incident Response plan and the Cybersecurity Tactics, Techniques, and Procedures SOP for a description of USMA’s Dynamic Response Capability.
[bookmark: _Toc96878882]IR-5 Incident Monitoring
Documenting information system security incidents includes, for example, maintaining records about each incident, the status of the incident, and other pertinent information necessary for forensics, evaluating incident details, trends, and handling. Incident information can be obtained from a variety of sources including, for example, incident reports, incident response teams, audit monitoring, network monitoring, physical access monitoring, and user/administrator reports. USMA tracks and documents information system security incidents with its CSSP.
0. [bookmark: _Toc96878883]IR-5(1) Automated Tracking / Data Collection / Analysis
Refer to the USMA CIO/G6 Incident Response Plan and the Cybersecurity Tactics, Techniques, and Procedures SOP for how USMA utilizes automated tracking, data collection, and analysis.
[bookmark: _Toc96878884]IR-6 Incident Reporting
The USMA Regulation 25-2 requires personnel to report suspected cybersecurity incidents, (see also para 2-21).  The IRM will report the incident to the CSSP for follow on action, including reporting to the US-CERT IAW the minimum timelines specified by Chairman of the Joint Chiefs of Staff Manual (CJCSM) 6510.01B, Cyber Incident Handling Program (Table C-A-1). 
USMA will report PII breaches IAW the PII Incident SOP and suspected breaches IAW guidance provided by Records Management and Declassification Agency (RMDA) and posted at https://www.rmda.army.mil/privacy/PII/PII-report.html. 
0. [bookmark: _Toc96878885]IR-6(1) Automated Reporting
The CSSP provides incident ticketing services and reporting services for trend analysis and historical reporting. 
USMA utilizes cloud technology for automated reporting of the storage, flow, and usage of organizational data, as well as threat reporting capabilities. 
[bookmark: _Toc96878886]IR-6(2) Vulnerabilities Related to Incidents
USMA documents and implements a process to report initially to the ISSM/ISSO/IRM and to the CSSP information system vulnerabilities associated with reported security incidents.  Reporting shall be conducted IAW CSSP SOPs.
[bookmark: _Toc96878887]IR-7 Incident Response Assistance
USMA CIO/G6 will provide, on an as-available basis, assistance to external entities ISO IR within their external IS. 
0. [bookmark: _Toc96878888]IR-7(1) Automation Support for Availability of Information / Support
The USMA ISSM/ISSO/IRM ensures that incident response information (e.g., SOPs) is readily available to USMA personnel via the SharePoint Online portal and periodic informational email.  The following information will be provided:
1. Procedures for incident reporting
1. Incident handling FAQ
1. Current incident activity awareness information
1. Incident response contact information
1. Incident report submission
[bookmark: _Toc96878889]IR-7(2) Automation Support for Availability of Information / Support
External providers of information system protection capability include, for example, the CSSP within the U.S. Department of Defense.  External providers help to protect, monitor, analyze, detect, and respond to unauthorized activity within organizational information systems and networks.  DoD Directive O-8530-1 specifies that all DoD components are required to establish component level CND-SP, to coordinate and direct component-wide CND, and ensure Risk Management Framework Validation IAW established DoD requirements and procedures.  ARCYBER designated U.S. Army Network Enterprise Technology Command as the primary General Service CND-SP for the Army.  
USMA’s contracted CSSP is, at the writing of this document, C5ISR’s Network Sustainment Branch.
[bookmark: _Toc96878890]IR-8 Incident Response Plan
Organizations must develop and implement a coordinated approach to incident response. Organizational missions, business functions, strategies, goals, and objectives for incident response help to determine the structure of incident response capabilities.  As part of a comprehensive incident response capability, organizations consider the coordination and sharing of information with external organizations, including, for example, external service providers and organizations involved in the supply chain for organizational information systems. 
The process of the development/revision of the IR RMF Control Correlation Identifier (CCI) Requirement’s document is described in the Incident Response Plan.  The implementation of the IR RMF CCI Requirements document begins with end-user awareness via the acceptable usage policy.  IR CCI continues with the annual awareness training required by periodic briefings of ISSM/ISSO personnel located at USMA.  These briefings provide additional opportunities to share information concerning incident response and procedures and the impact on capabilities across the installation.  These forums also provide an opportunity for WREN customers to ask questions and provide feedback relating to the implementation of unique requirements specific to their organizations. Reportable incidents will be sent to USMA based on the network in which they are reported.
1. Incident Response Plan Revision Procedures
Due to changes in technology daily, it is difficult to create a process that can provide a one size fits all approach to securing information systems.  Performing periodic reviews of the IRP by comparing it against emerging trends and ensuring that it meets new/updated directives, requirements, and guidance is essential.  
WREN MADs, led by CISO, review the IRP RMF CCI Requirements document on at least an annual basis but may review it more frequently based on direction received from Higher Headquarters.  
When a review determines that a change is necessary, an IRT member is assigned to draft the necessary change(s) and submit it for peer review.  
On consensus, the CISO submits the draft IR RMF CCI Requirements document to the CMC to determine if the proposed changes are feasible and complete regarding the requirement(s) that necessitated the update.
Incident Response Plan Minimum Requirements
The existing IR procedures are identified in the Incident Response Plan.
[bookmark: _Toc96878891]IR-9 Information Spillage Response
Information spillage refers to instances where either classified information is inadvertently placed on information systems that are not authorized to process or store such information.  Such information spills often occur when information that is initially thought to be of lower sensitivity is transmitted to an information system and then is subsequently determined to be of higher sensitivity.  At that point, it requires corrective action.  
The nature of the response is generally based upon:
1. Degree of the sensitivity of the spilled information (e.g., security category or classification level),
1. Security capabilities of the information system,
1. Specific nature of contaminated storage media, and
1. Access authorizations (e.g., security clearances) of individuals with authorized access to the contaminated system.  
1. Ownership of the involved systems.
USMA responds to information spills by: 
1. Identifying the specific information involved in the information system contamination 
1. Alerting USMA of the information spill using a method of communication not associated with the spill 
1. Isolating the contaminated information system or system component 
1. Eradicating the information from the contaminated information system or component
1. Identifying other information systems or system components that may have been subsequently contaminated
1. Performing other USMA CIO/G6 defined actions.
The methods used to communicate information about the spill after the fact do not involve methods directly associated with the actual spill to minimize the risk of further spreading the contamination before USMA contains and eradicates the contamination. 
Also see Negligent Discharge of Classified Information SOP and USMA 25-2-MP (Media Protection Policy).
0. [bookmark: _Toc96878892]IR-9(1) Responsible Personnel
The ISSM and ISSO are responsible for responding to information spills and ensuring that appropriate action is taken IAW controlling documents.
[bookmark: _Toc96878893]IR-9(2) Training
USMA requires all employees to complete Derivative Classification, NATO briefing, and Cyber Security training annually.
Incident Handling training is available at https://iatraining.us.army.mil/_html/student.htm#reqtype=courselist
[bookmark: _Toc96878894]IR-9(3) Post-Spill Operations
Correction actions for information systems contaminated due to information spillages may be very time-consuming.  During those periods, personnel may not have access to the contaminated systems, which may potentially affect their ability to conduct organizational business.  USMA will provide WREN users a laptop or desktop when available until the affected system is ready for continued operations.
[bookmark: _Toc96878895]IR-9(4) Exposure to Unauthorized Personnel
USMA inherits from US Army Garrison West Point the policies and procedures related to facilities access for facilities that store and process classified information.
[bookmark: _Toc96878896]IR-10 Integrated Information Security Analysis Team
The supporting Cybersecurity Service Provider (CSSP) for the WREN provides (or has access to) an integrated team of forensic/malicious code analysts, tool developers, and real-time operations personnel.
[bookmark: _TocAPPENDIXA][bookmark: _elm000ca9][bookmark: _TocAPPENDIXA_REFERENCES]
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[bookmark: _Toc96878900]Acronyms
	Acronym
	Definition

	AMS
	Academy Management System

	AO
	Authorizing Official

	AP
	AP Assessment Procedures

	AR
	AR Army Regulation

	ARFORCYBER
	Army Forces Cyberspace

	ATCTS
	Army Training & Certification Tracking System

	AUP
	Acceptable Usage Policy

	CCI
	Control Correlation Identifier

	CII
	Critical Items of Information

	CIA
	CIA Confidentiality, Integrity, and Availability

	CJCSM
	Chairman of the Joint Chiefs of Staff Manual

	CMC
	Configuration Management Council

	CNE
	Computer Network Exploitation

	C/S/A
	Combatant Command/Service/Agency

	CSO
	Cloud Service Offerings

	CSSPs
	Cybersecurity Service Providers

	CUI
	Controlled Unclassified Information

	DLP
	Data Loss Prevention

	DoD, DOD 
	Department of Defense

	DODI DOD 
	Department of Defense Instructions

	DNS
	Domain Name System

	ICS
	Industrial Control Systems 

	INFOCON
	Information Operations Condition

	IR
	Incident Response

	IRM
	Incident Response Manager

	IRP
	Incident Response Plan

	IS
	Information System

	ISSM
	Information Systems Security Manager

	ISSO
	Information Systems Security Officer

	JIMS
	Joint Incident Management System

	MADs
	Military Academy Directorates

	MOU
	Memorandum of Understanding

	NIPRNet
	Non-secure Internet Protocol Router Network

	NIST
	National Institute of Standards and Technology

	O&M
	Operations & Maintenance

	PII
	Personal Identifiable Information

	RMF
	RMF Risk Management Framework

	SA
	System Administrator

	SCADA
	Supervisory Control and Data Acquisition

	SIPRNet
	Secure Internet Protocol Router Network

	SOP
	Standard Operating Procedure

	SP
	SP Special Publication

	SSS
	Security Support Structure

	TARP
	Threat Awareness and Reporting Program

	USCC
	United States Corps of Cadets

	USMA
	USMA United States Military Academy

	VPN
	Virtual Private Network

	WREN
	WREN West Point Research and Education Network




[bookmark: _Toc9410472][bookmark: _Toc48913677][bookmark: _Toc96878901]Definitions
See also NIST Computer Security Resource Center Glossary at https://csrc.nist.gov/Glossary/?term=3816 for definitions.
Terms not defined by NIST are below:
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