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[bookmark: _Toc6834598][bookmark: _Toc6837375][bookmark: _Toc96597326]Introduction
[bookmark: _Toc6834599][bookmark: _Toc6837376][bookmark: _Toc96597327]Purpose
[bookmark: _Toc6223399][bookmark: _Toc6825317][bookmark: _Toc6834600][bookmark: _Toc6837377]The purpose of this policy establishes the basis for implementing secure Security Planning (PL) practices for protecting information systems and data within the United States Military Academy (USMA) West Point Research and Education Network (WREN) and other USMA .edu networks as they come into existence. The policy provides both generalized guidance as well as specific practices for the implementation of Security Planning.
[bookmark: _Hlk11397465]This policy adheres to the guidance identified within the NIST Special Publication 800-53A Rev 4  Security Planning family (see also https://nvd.nist.gov/800-53/Rev4/impact/moderate for the WREN Managed Zone and https://nvd.nist.gov/800-53/Rev4/impact/low for the WREN Public Zone).
[bookmark: _Toc96597328]Background
[bookmark: _Toc6223400]The USMA WREN, physically located at West Point, NY and logically in one or more cloud service providers, must maintain an IS environment that empowers USMA to continue its leadership as the premier leader development institution in the world. USMA WREN will sustain and enhance the military and academic leadership opportunities for cadets, staff, faculty, visiting dignitaries, visiting, and assigned foreign nationals (e.g., exchange faculty, exchange cadets, semester abroad faculty and cadets), and the public (e.g., event attendees (e.g., conferences, forums, symposia) and sponsored guests (e.g., cadets’ parents, visiting researchers, visitors on official business).
[bookmark: _Toc6223403][bookmark: _Toc96597329]Applicability
[bookmark: _Toc96597330]The Security Planning policy applies to all USMA Military Academy Directorates (MADs) (see also USMA Regulation 10-1 Organizations and Functions WREN users and consumers of ISs resources connected directly or through a remote connection to the WREN.  The policy supports the Risk Management Framework (RMF) through the application of Security Planning Assessment Procedures (AP) and implementation of risk mitigation strategies for the protection of Confidentiality, Integrity and Availability (CIA).
Managed Zone Applicability to MADs
Substantial portions of this policy are written with an explicit focus on USMA CIO/G6 managed systems, services, and capabilities (e.g., the managed zone(s) and the public zone’s infrastructure).  Despite this explicit phrasing, the content of this policy are equally applicable to MADs that design, build, operate, maintain, and defend systems and capabilities hosted in the USMA managed zone(s). The MADs so impacted will inherit the vast majority of RMF controls from the WREN. For those systems and capabilities that do not inherit specific controls, the MAD will develop, in coordination with USMA’s CIO, a memorandum of understanding (MOU) with the Authorizing Official (AO) (i.e., Superintendent), that enumerates and makes explicit the differentiated responsibilities between USMA CIO/G6 (the system owner of the WREN) and the MAD. The MOU will address, minimally, maintainability, defensibility, sustainability, and severability. To minimize differentiated responsibilities, MADs should strongly consider tight coupling with the WREN and the capabilities it provides.
[bookmark: _Toc96597331]Public Zone Applicability to MADs
MADs that design, build, operate, maintain, and defend systems and capabilities in the public security zone accept complete responsibility for those systems and capabilities outside the formal RMF process as a function of USMA operating an .edu network enclave. 
[bookmark: _Toc96597332]Specialized Controls for Financial Management
See also the applicability questions of Figure 4 and Figure 5 of OSD Memorandum, “Enhanced Integration of Finance Management Requirements with the Risk Management Framework”, dated 21 April 2016 for determining applicability to specific systems. MADs have the affirmative obligation to coordinate with USMA CIO/G6 for technical implementation of these systems, their security, and satisfying RMF controls and Assessment Procedures applicable to these systems. Coordination will also include establishing operations and maintenance (O&M) and system life cycle responsibilities. 
An example of an organization using such a system is USMA G8’s / Cadet Treasurer and their use of software modules within the Academy Management System (AMS).
[bookmark: _Toc96597333]Specialized Controls for Facility Related Control Systems
MADs that design, build, operate, maintain, and defend facility related control systems have particular and specific controls that apply to those systems. MADs have the affirmative obligation to coordinate with USMA CIO/G6 for technical implementation of these systems as well as the coordination for the defense of these systems. 
Examples of such systems include outdoor lighting systems (e.g., United States Corps of Cadets’ (USCC) Outdoor Lighting Control System), Door Control Systems (e.g., presently Garrison hosts Velocity™ on NIPRNet, but future capabilities may move to WREN), and other forms of Industrial Control Systems (ICS)/Supervisory and Data Collection Acquisition (SCADA) systems (e.g., network enabled heating/air conditioning).
[bookmark: _Toc79073251][bookmark: _Toc96597334]Roles and Responsibilities
[bookmark: _Toc7594502][bookmark: _Toc6825321][bookmark: _Toc6834604][bookmark: Appendix_A][bookmark: _Toc6837381]See USMA Regulation 25-2 Cybersecurity Chapter 2 Roles and Responsibilities.
[bookmark: _Toc96597335]Security Planning Policy
[bookmark: _Toc12012786][bookmark: _Toc12019475][bookmark: _Toc12022164][bookmark: _Toc12024157][bookmark: _Toc12024177][bookmark: _Toc12024642][bookmark: _Toc12282621][bookmark: _Toc12282641][bookmark: _Toc12283383][bookmark: _Toc12285092][bookmark: _Toc12285395][bookmark: _Toc12286394][bookmark: _Toc12363780][bookmark: _Toc96597336]PL-1 Security Planning Policy and Procedures
USMA CIO/G6 has developed and documented this PL policy to address purpose, scope, roles and responsibilities, management commitment, coordination among organizational entities and compliance, and procedures to facilitate the implementation of the PL policy and associated Security Planning controls.
USMA CIO/G6 will ensure that:
PL policy disseminates to all stakeholders in the PL process.
The policy is available to all USMA West Point personnel via the organization’s SharePoint portal.
Review the policy and update annually, document each occurrence of the reviews, and update actions as an audit trail.
All Policies and Standard Operating Procedures (SOPs) are reviewed and revised on a yearly basis unless a more rapid revision is necessary. 
[bookmark: _Toc96597337]PL-2 System Security Plan
WREN develops and documents a security plan for WREN ISs and ensures the plan is consistent with USMA enterprise architecture in operational context terms of mission and business processes.  
The WREN security plan for ISs is developed from the applicable RMF controls.  USMA performed system security categorization in accordance with (IAW) the National Institute of Standards and Technology (NIST) 800-67.  USMA placed that decision document and its supporting rationale with the eMASS RMF package.  The overview of security requirements including relevant overlays is specified in the security categorization memo.  The Security plan controls applied to reflect the NIST SP-800 53r4, CNSS 1253, and the applicable security categorization memo for applied controls in Army Enterprise Mission Assurance Support Service (eMASS).  WREN obtains security approval by the Authorizing Official (AO) or designated representative prior to plan implementation. 
USMA distributes copies of the security plan, and any changes to that plan, to the MADs (via collaborations tools), and SCA via Army eMASS and email.  The WREN Information System Security Manager (ISSM) will review the security plan for all WREN ISs annually in coordination with the IS owner. 
CIO/G6 protects the security plan from unauthorized disclosure and modification via restricted access using security permissions primarily via the Army eMASS portal.
0. [bookmark: _Toc96597338]PL-2(3) Plan / Coordinate with Other Organizational Entities
USMA CIO/G6 plans and coordinates security-related activities affecting the IS system with all supported customer organizations (e.g., the MADs) before conducting such activities to reduce the impact on those organizations. Security-related CIO/G6 activities include, for example, security assessments, audits, security, patch management, and contingency plan testing.  Advanced planning and coordination include emergency and non-emergency (i.e., planned or nonurgent unplanned) situations.
CIO/G6 will define, document, and periodically review and update the individuals or groups with whom security-related activities are planned and coordinated.
[bookmark: _Toc96597339]PL-4 Rules of Behavior
CIO/G6 develops and documents rules that describe IS user responsibilities and expected behavior about information and IS specific to USMA. These are generally reflected in the Acceptable Use Policy (AUP) (and any addendums) IAW Joint Ethics Regulations (DoD 5500.7-R).  WREN uses the AUP as rules of behavior; the AUP defines IS user responsibilities and expected behavior, i.e., Rules of Behavior.
Each user and potential IS user is required to read and sign (digitally and/or another legal acknowledgment) the AUP, acknowledging their acceptance of the AUP.  The user uploads their signed AUP to the Army Training & Certification Tracking System (ATCTS) account as an artifact.
CIO/G6 reviews the AUP annually IAW DoD policy.  WREN users are required to re-sign the AUP annually and when changes or updates are made to the AUP.
Users granted privileged access are required to sign a Privileged Access Agreement (PAA) further defining their expanded responsibilities and rules of behavior.  This document is also digitally signed by the user and uploaded to ATCTS as an account artifact. USMA uses USMA-specific different PAA for the cadets and faculty.  USMA uses the Army PAA for staff.
The Army AUP is necessary for a CONUS AD account. 
0. [bookmark: _Toc96597340]PL-4(1) Social Media and Networking Restrictions
USMA implements the social media rules of behavior defined in the following authoritative documents:
1. The United States Army Social Media Handbook, version 3.1, January 2013.
Department of Defense (DoD) Instruction Number 8550.01, DoD Internet Services, and Internet-Based Capabilities.
USMA also complies with and implements additional guidance provided by our higher headquarters regarding policy training and policy restrictions on social media sites.
USMA will ensure that the AUP includes any restrictions for the use of social media and for posting organizational information on public websites.
[bookmark: _Toc96597341]PL-8 Information Security Architecture
USMA CIO/G6 develops the IS architecture for each IS concurrent with the creation of the Security Plan for the IS using the eMASS tool.  Completion of the IS Security Plan in eMASS provides the information, requirements, and approach to be taken regarding protecting the confidentiality, integrity, and availability of the IS information.  It also ensures integration with and support of the existing USMA enterprise architecture including any information security assumptions about, and dependencies on, external services.  
The IS plan/architecture is scheduled for annual review once approval/implementation of it takes place.  USMA reviews/updates the information security architecture annually to reflect updates in the USMA enterprise architecture.  If updates/upgrades are required, affected customers are contacted for discussion/planning of implementation and determination of responsibility for budgeting. Planned information security architecture changes are included in the security plan, the Concept of Operations (CONOPS), Continuity of Operations Plan (COOP), and in procurements and acquisitions.
0. [bookmark: _Toc96597342]PL-8(1) Defense-In-Depth
USMA designs its security architecture using a defense-in-depth approach that allocates multiple security safeguards at various locations and layers on the network, including safeguards provided by the Top-Level Architecture (TLA), and ensures that the allocated security safeguards operate in a coordinated and mutually reinforcing manner. 
The WREN implements multiple defense-in-depth security measures to reduce the risk of compromise to the confidentiality, integrity, and availability of enterprise network devices and information systems (see DoD RMF Security Plan (SP).
Defense in depth safeguards that are deployed and configured on the network will be included in appropriate network and system diagrams.
[bookmark: _Toc96597343]PL-8(2) Supplier Diversity
USMA uses a mixture of vendors for security safeguards.  USMA also makes a deliberate effort to spend time learning how to use purchased capabilities over spending time to integrate vendor’s products.
[bookmark: _TocAPPENDIXA][bookmark: _elm000ca9][bookmark: _Toc96597344][bookmark: _TocAPPENDIXA_REFERENCES]References
[bookmark: _elm000cac][bookmark: _Toc96597345]Required Publications
[bookmark: _elm000cb4][bookmark: _elm000cb5]USMA Regulation 10-1
Organization and Functions, available at https://usarmywestpoint.sharepoint.com/:b:/r/sites/g5.publications/publications/USMA%20Regulation%2010-1%20Organization%20and%20Functions.pdf?csf=1&e=RHbQMa 
USMA Regulation 25-2
Cybersecurity, 30 November 2021, available at
https://usarmywestpoint.sharepoint.com/:b:/r/sites/g5.publications/publications/USMA%2025-2%20Cybersecurity.pdf?csf=1&web=1&e=RBdTXE 
[bookmark: _Toc96597346]Related Publications
NIST 800-53
NIST SP 800-67
US Army Social Media Handbook
DoD Instruction Number 8550.01
DoD Internet Services, and Internet-Based Capabilities


[bookmark: _Toc96597347]Acronyms
	Acronym
	Meaning

	AMS
	Army Management System

	AO
	Authorizing Official

	[bookmark: _bookmark47]AP
	Assessment Procedures

	AR
	Army Regulation

	ATCTS
	Army Training & Certification Tracking System

	AUP
	Acceptable Use Policy

	CIA
	Confidentiality, Integrity and Availability

	CONOPS
	Concept of Operations

	COOP
	Continuity of Operations Plan

	DoD, DOD
	Department of Defense

	eMASS
	Enterprise Mission Assurance Support Service

	ICS
	Industrial Control Sytems

	IS
	Information System

	ISSM
	Information System Security Manager

	MADs
	Military Academy Directorates

	MOU
	Memorandum of Understanding

	NIPR
	Non-secure Internet Protocol Router

	NIPRNet
	Non-classified Internet Protocol Router Network

	NIST
	National Institute of Standards and Technology

	O&M
	Operations & Maintenance

	PAA
	Privileged Access Agreement

	PL
	Security Planning policy

	RMF
	Risk Management Framework

	SCADA
	Supervisory Control and Data Acquisition

	SIPR
	Secure Internet Protocol Router

	USCC
	United States Corps of Cadets

	USMA
	United States Military Academy

	WREN
	West Point Research and Education Network




[bookmark: _Toc96597348]Definitions
See also NIST Computer Security Resource Center Glossary at https://csrc.nist.gov/Glossary/?term=3816 for definitions.  Terms not defined by National Institute of Standards and Technology (NIST) are below:
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