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Chapter 1 — [bookmark: _Hlk69823845][bookmark: _Toc96594612][bookmark: _Toc96688549][bookmark: _Toc6825313][bookmark: _Toc6834597][bookmark: _Toc6837374][bookmark: _Toc69297739][bookmark: _Hlk69813080][bookmark: _Toc6834598][bookmark: _Toc6837375]Introduction
[bookmark: _Toc6834599][bookmark: _Toc6837376][bookmark: _Toc96594613][bookmark: _Toc96688550]Purpose
[bookmark: _Toc6223399][bookmark: _Toc6825317][bookmark: _Toc6834600][bookmark: _Toc6837377]The purpose of this policy establishes the basis for implementing secure Media Protection (MP) practices for protecting information systems and data within the United States Military Academy (USMA) West Point Research and Education Network (WREN) and other USMA .edu networks as they come into existence.  The policy provides both generalized guidance as well as specific practices for the implementation of Media Protection.
[bookmark: _Hlk11397465]This policy adheres to the guidance identified within the NIST Special Publication 800-53A Rev 4 Media Protection family (see also https://nvd.nist.gov/800-53/Rev4/impact/moderate for the WREN Managed Zone and https://nvd.nist.gov/800-53/Rev4/impact/low for the WREN Public Zone).
[bookmark: _Toc96594614][bookmark: _Toc96688551]Background
[bookmark: _Toc6223400]The USMA WREN, physically located at West Point, NY and logically in one or more cloud service providers, must maintain an Information Systems (IS) environment which empowers USMA to continue its leadership as the premier leader development institution in the world.  USMA WREN sustains and enhances the military and academic leadership opportunities for cadets, staff, faculty, visiting dignitaries, visiting, and assigned foreign nationals (e.g., exchange faculty, exchange cadets, semester abroad faculty, and cadets), and the general public (e.g., event attendees (e.g., conferences, forums, symposia) and sponsored guests (e.g., cadets’ parents, visiting researchers, visitors on official business).
[bookmark: _Toc6223403][bookmark: _Toc96594615][bookmark: _Toc96688552]Applicability
The Media Protection policy applies to all USMA Military Academy Directorates (MADs) (see also USMA Regulation 10-1 Organizations and Functions), WREN users and consumers of information systems resources connected directly or through a remote connection to the WREN.  The policy supports the Risk Management Framework (RMF) through the application of MP Assessment Procedures (AP) and the implementation of risk mitigation strategies for the protection of Confidentiality, Integrity, and Availability (CIA).
[bookmark: _Toc96594616][bookmark: _Toc96688553]Managed Zone Applicability to MADs
Substantial portions of this policy are written with an explicit focus on USMA CIO/G6 managed systems, services, and capabilities (e.g., the managed zone(s) and the public zone’s infrastructure).  Despite this explicit phrasing, the content of this policy is equally applicable to MADs that design, build, operate, maintain, and defend systems and capabilities hosted in the USMA managed zone(s). The MADs so impacted will inherit the vast majority of RMF controls from the WREN. For those systems and capabilities that do not inherit specific controls, the MAD will develop, in coordination with USMA’s CIO, a memorandum of understanding (MOU) with the Authorizing Official (AO) (i.e., Superintendent), that enumerates and makes explicit the differentiated responsibilities between USMA CIO/G6 (the system owner of the WREN) and the MAD. The MOU will address, minimally, maintainability, defensibility, sustainability, and severability. To minimize differentiated responsibilities, MADs should strongly consider tight coupling with the WREN and the capabilities it provides.
[bookmark: _Toc96594617][bookmark: _Toc96688554]Public Zone Applicability to MADs
MADs that design, build, operate, maintain, and defend systems and capabilities in the public security zone accept complete responsibility for those systems and capabilities outside the formal RMF process as a function of USMA operating an .edu network enclave. 
[bookmark: _Toc96594618][bookmark: _Toc96688555][bookmark: _Toc96512234]Specialized Controls for Financial Management
See also the applicability questions of Figure 4 and Figure 5 of OSD Memorandum, “Enhanced Integration of Finance Management Requirements with the Risk Management Framework”, dated 21 April 2016 for determining applicability to specific systems. MADs have the affirmative obligation to coordinate with USMA CIO/G6 for technical implementation of these systems, their security, and satisfying RMF controls and Assessment Procedures applicable to these systems. Coordination will also include establishing operations and maintenance (O&M) and system life cycle responsibilities.
An example of an organization using such a system is USMA G8’s / Cadet Treasurer and their use of software modules within the Academy Management System (AMS). 
[bookmark: _Toc96594619][bookmark: _Toc96688556][bookmark: _Toc96512235]Specialized Controls for Facility Related Control System
MADs that design, build, operate, maintain, and defend facility related control systems have particular and specific controls that apply to those systems. MADs have the affirmative obligation to coordinate with USMA CIO/G6 for technical implementation of these systems as well as the coordination for the defense of these systems.
Examples of such systems include outdoor lighting systems (e.g., United States Corps of Cadets’ (USCC) Outdoor Lighting Control System), Door Control Systems (e.g., presently Garrison hosts Velocity™ on NIPRNet, but future capabilities may move to WREN), and other forms of Industrial Control Systems (ICS)/Supervisory and Data Collection Acquisition (SCADA) systems (e.g., network enabled heating/air conditioning). 
Chapter 2 — [bookmark: _Toc79068078][bookmark: _Toc96594620][bookmark: _Toc96688557]Roles and Responsibilities
See USMA Regulation 25-2 Cybersecurity Chapter 2 Roles and Responsibilities.
Chapter 3 — [bookmark: _Toc6834601][bookmark: _Toc6837378][bookmark: _Toc96594621][bookmark: _Toc96688558][bookmark: _Toc6825321][bookmark: _Toc6834604][bookmark: _Toc6837381]Media Protection Policy
3-1 [bookmark: _Toc96594622][bookmark: _Toc96688559]MP-1 Media Protection Policy and Procedures
Requirements for media protection policy and procedures that address purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance.  USMA CIO/G6 disseminates this media protection policy and procedures to all users via USMA Regulations SharePoint portal to facilitate the implementation of the media protection policy and associated media protection controls.
All personnel have a direct responsibility to ensure the protection of Controlled Unclassified Information (CUI).  This policy requires USMA personnel to protect CUI from unauthorized use, access, disclosure, alteration, or destruction.  Do not release CUI to anyone who does not have a duty-related, official need to know.
Reporting all incidents of mishandled PII or CUI, or collateral information to include deliberate or inadvertent disclosure, release to the public, lost or stolen devices, intrusions, posting of information on the web, etc. through the chain of command, the ISSM, the USMA Security managers, and USMA privacy officer.
All Policies and Standard Operating Procedures (SOPs) are reviewed and revised on a yearly basis unless a more rapid revision is necessary. 
[bookmark: _Toc96594623][bookmark: _Toc96688560]MP-2 Media Access
USMA users will protect all types of digital and non-digital media containing information not cleared for public release against unauthorized access. 
[bookmark: _Toc96594624][bookmark: _Toc96688561]MP-3 Media Marking
USMA MADs mark media and information system output (indicating the distribution limitations, handling caveats, and applicable security markings (if any) in accordance with (IAW) DoDM 5200.01 Vol. 4.
For PII, USMA will follow AR 25-22 The Army Privacy Program.  As of January 2020, the specific information is in para 1-9.a.7.
Users are responsible for:
Marking and labeling media either electronically or by other means IAW the cited references.
Marking and labeling media to show the highest classification and/or handling markings for information it contains.
Ensuring that removable storage media (thumb drives, etc.) and ISs comply with all requirements for marking and labeling IAW cited references.
[bookmark: _Toc96594625][bookmark: _Toc96688562]MP-4 Media Storage
USMA physically controls and securely stores all digital and non-digital media containing sensitive and controlled information within areas approved by the AO for processing or storing data IAW the sensitivity and/or classification level of the information.
USMA protects Government Furnished Equipment (GFE) information system media IAW DoDM 5200.01 M 
Vol. 4 and AR 25-22 The Army Privacy Program.  Protect IS media until destroying or sanitizing media IAW DA Pam 25-2-8 Cybersecurity: Sanitization of Media.  
IAW USMA Reg 25-2, for Cloud Service Offerings (CSO) storing or processing USMA’s CUI, FEDRAMP Moderate is the USMA baseline unless otherwise authorized. Cloud storage media is a component of the risk analysis USMA and, when so authorized, the MAD Principals, perform when deciding whether to use CSOs with different security assessments/attestations. 
For GFE and personal devices, they must be MDM enabled, using whole disk encryption (e.g., Bitlocker for Windows, File Vault for Mac, LUKS for Linux) or containers (Android, iOS).  
For shared systems, user folders must remain inaccessible to each other.
[image: ]
[bookmark: _Toc96594626][bookmark: _Toc96688563]MP-5 Media Transport
USMA protects and controls all digital and non-digital media containing CUI, and classified information during transport outside of controlled areas using security measures defined in DoDM 5200.01 M Vol. 4 and DoDD 5015.2.  
1. [bookmark: _Hlk69814229]Transmit and transport all media only IAW applicable USMA and Army policy.  
Transmit and transport CUI IAW DoDM 5200.01M Volume 4, DoDD 5015.2, and AR 380-5.  During transport outside of controlled areas, encrypt all digital or electronic media.
Encrypt using Microsoft Office Mail Encryption (OME) or DoD-approved certificates all e-mail containing CUI.  
The Common Access Card (CAC) is a DoD primary token for Public Key Infrastructure (PKI) cryptographic keys and their corresponding certificates. 
Use a DoD PKI encryption certificate to sign.  
1. [bookmark: _Toc96594627][bookmark: _Toc96688564]MP-5(4) Cryptographic Protection
USMA implements FIPS 140-2 or other NSA approved cryptographic mechanisms to protect the confidentiality and integrity of information stored on digital media during transport outside of controlled areas.  USMA requires all end-user information systems, including computers, laptops, and smartphones with the full device and container-based encryption before use outside of controlled areas.  
For all computers and laptops this includes the required use of Microsoft BitLocker technologies on all internal hard drives and, if approved, any external hard drives.  For another OS, whole disk encryption will be used (e.g., File Vault for Mac OS).  Use USMA provided Microsoft OneDrive for encryption of files in the cloud.  USMA employs on container-based encryption for mobile devices using Microsoft Intune for Mobile Device Management.
3-2 [bookmark: _Toc96594628][bookmark: _Toc96688565]MP-6 Media Sanitization
USMA follows the standard processes IAW DA Pam 25-2-8 Cybersecurity: Sanitization of Media for the sanitization of GFE internal and external media prior to the GFE device or media leaving the control of USMA. This is a decentralized effort and organizations shall comply with the DA Pam noted record keeping requirements.
USMA inherits CSO, data sanitization processes used to earn their FEDRAMP moderate certifications for the CSOs storing and processing CUI.
Cadets’ personal computing devices and storage devices will NOT be destroyed upon their graduation.  
Cadet devices, when returned to their Original Equipment Manufacturer (OEM) vendor for OEM warranty work will follow the standard processes IAW DA Pam 25-2-8 Cybersecurity: Sanitization of Media.  The cadet’s SSD/internal storage does not go to the vendor.
When USMA disables a user account, the user will no longer be able to access remote USMA-controlled media/data stores (e.g., cloud data, on-premises data) nor synchronize any local copies of data with remote copies of data. Depending on the device and how it implements local data at rest encryption, the user may lose access to local copies while the account is disabled.
Before deleting a user from the USMA IdAM, and while a device remains enrolled in USMA’s mobile device management (MDM) capability and the MDM client is successfully communicating with the MDM service, USMA can remotely erase organizational data within organizational data stores (e.g., applications’ sandbox (e.g., Outlook mobile client), file synchronization tool(s) (e.g., OneDrive for personal use, OneDrive for synchronizing data from SharePoint Online or Teams)).
When USMA deletes a user account, the user will no longer be able to access remote media nor synchronize any local copies of data with remote copies of data. Depending on the device and how it implements local data at rest encryption, the user may lose access to local copies of data as well. Any data in remote stores encrypted with a user managed key will be inaccessible to the user and other users as the cryptographic key will no longer be accessible. Any data the user encrypted exclusively under the tenant key (e.g., no additional personal level encryption atop the organizationally provided data at rest) will remain accessible to tenant administrators should the need arise until the automatic recycle bin capabilities purge the content from the tenant. 
See Appendix D – MP-6 and MP-6(1) Supplemental Information for an outline of the sanitization procedures.
2. [bookmark: _Toc96594629][bookmark: _Toc96688566]MP-6(1) Review / Approve / Track / Document / Verify
USMA follows DA PAM 25-2-8 Sanitization of Media, for the sanitization of GFE internal and external media.  USMA CIO/G6 and subordinate system owners on the WREN will comply with the DA PAM 25-2-8 record-keeping requirements.
[bookmark: _Toc96594630][bookmark: _Toc96688567]MP-6(8) Remote Purging / Wiping of Information
USMA CIO/G6 protects data and information on devices (e.g., mobile devices) if such devices are obtained by unauthorized individuals. USMA CIO/G6 is utilizing Microsoft Intune for their MDM.  Refer to the Remote Device Wipe and Removal Using Intune SOP.
3-3 [bookmark: _Toc96594631][bookmark: _Toc96688568]MP-7 Media Use
USMA CIO/G6 is inheriting this control from the DoD and DoA.  Control of Removable Media Best Business Practices defines the types of information system media to restrict or prohibit information systems or system components using security safeguards.
3. [bookmark: _Toc96594632][bookmark: _Toc96688569]MP-7(1) Prohibit Use without Owner
USMA CIO/G6 is inheriting this control from the DoD and DoA.  ARCYBER OPORD 2A 2017-009, Appendix 2, Annex T prohibits the use of portable storage devices in organization information systems when such devices have no identifiable owner.
[bookmark: _Toc96594633][bookmark: _Toc96688570]MP-8(3) Controlled Unclassified Information
USMA CIO/G6 will coordinate with the USMA Privacy Officer for downgrading information system media containing CUI prior to public release IAW applicable and federal and state standards and policies.  
Appendix A — [bookmark: _Hlk9427129][bookmark: _Toc69297754][bookmark: _Toc75788633][bookmark: _Toc96594634][bookmark: _Toc96688571][bookmark: _Toc9410469]
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Section I — [bookmark: _Toc69297755][bookmark: _Toc75788634][bookmark: _Toc96594635][bookmark: _Toc96688572][bookmark: _Hlk69807427]Required Publications
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Cybersecurity, 30 November 2021, available at
https://usarmywestpoint.sharepoint.com/:b:/r/sites/g5.publications/publications/USMA%2025-2%20Cybersecurity.pdf?csf=1&web=1&e=fNRX38 
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Appendix B — [bookmark: _Toc12616636][bookmark: _Toc69297757][bookmark: _Toc75788636][bookmark: _Toc96594637][bookmark: _Toc96688574][bookmark: _Hlk69816287]Acronyms
	Acronym
	Meaning

	AO
	Authorizing Official

	AMS
	Academy Management System

	[bookmark: _Hlk9946658]AP
	Assessment Procedures

	AR
	Army Regulation

	BBP
	Best Business Practices

	CAC
	Common Access Card

	CIA
	Confidentiality, Integrity, and Availability

	COMSEC
	Communications Security

	CSO
	Cloud Service Offerings

	CUI
	Controlled Unclassified Information

	DAR
	Data At Rest

	DLP
	Data Loss Protection

	DoD, DOD
	Department of Defense

	DODD
	DOD Directive

	DODI
	Department of Defense Instructions

	FIPS
	Federal Information Processing Standards

	GFE
	Government Furnished Equipment

	GPO
	Group Policy Object

	HIPAA
	Health Insurance Portability and Accountability Act

	ICS
	Industrial Control Systems

	IS
	Information System

	ISSM
	Information Systems Security Manager

	ISSO
	Information Systems Security Officer

	MADs
	Military Academy Directorates

	MOU
	Memorandum of Understanding

	MP
	Media Protection Policy

	NDA
	Non-Disclosure Agreement

	NIPRNet
	Non-classified Internet Protocol Router Network

	NIST
	National Institute of Standards and Technology

	NSA
	National Security Agency

	NTFS
	New Technology File System

	O&M
	Operations & Maintenance

	OEM
	Original Equipment Manufacturer

	PII
	Personal Identification Information

	PKI
	Public Key Infrastructure

	RMF
	Risk Management Framework

	SCADA
	Supervisory Control and Data Acquisition

	UPT
	Universal Purge Tool

	USCC
	United States Corps of Cadets

	USMA
	United States Military Academy

	WREN
	West Point Education Network


[bookmark: _Toc69297758][bookmark: _Hlk69815538][bookmark: Appendix_G][bookmark: _TocAPPENDIXA][bookmark: _elm000ca9][bookmark: _TocAPPENDIXA_REFERENCES]

Appendix C — [bookmark: _Toc75788637][bookmark: _Toc96594638][bookmark: _Toc96688575]Definitions
See also NIST Computer Security Resource Center Glossary at https://csrc.nist.gov/Glossary/?term=3816 for definitions.
Terms not defined by National Institute of Science and Technology (NIST) are below:


Appendix D — [bookmark: _Toc75788638][bookmark: _Toc96594639][bookmark: _Toc96688576][bookmark: Appendix_D]MP-6 and MP-6(1) Supplemental Information
CIO/G6 reviews, approves, tracks, documents, and verifies media sanitization and disposal actions IAW Army and additional authoritative policy and guidance.  See supplemental information below.
Review Media Sanitization
ISSM, ISSO, and Contracting Officials at all levels will review existing and new Information Technology service and lease agreements to ensure including sanitization requirements within the contract.
Leased Equipment
Any computer system, server, printer, copy machine, router, switch, or other multi-function devices that have had sensitive or classified Army information stored on an internal storage device (magnetic hard drive or solid-state drive), sanitize the storage device before returning the system to the lessor.
Loaned Equipment
Depending on the sensitivity or classification of the information and the technology employed by the device to store information, either destroy the drive unit or the entire device.
Document the Sanitization Process
Army components shall document the sanitization process for all disposition of electronic storage media and IT equipment IAW DA Pam 25.-2-8 Cybersecurity: Sanitization of Media.
ii	USMA CIO/G6 25–2-CM • 30 April 2019	
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