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	USMA Policy 25-2-CP • 15 MAR 2022	i
[bookmark: _Toc70606774][bookmark: _Toc96597715]Introduction
[bookmark: _Toc96597716]Purpose
The purpose of this policy establishes the basis for implementing secure Contingency Planning (CP) practices for protecting information systems and data within the United States Military Academy (USMA) West Point Research and Education Network (WREN) and other USMA .edu networks as they come into existence. The policy provides both generalized guidance as well as specific practices for the implementation of Contingency Planning.
This policy adheres to the guidance identified within the NIST Special Publication 800-53A Rev 4 Contingency Planning family (see also https://nvd.nist.gov/800-53/Rev4/impact/moderate for the WREN Managed Zone and https://nvd.nist.gov/800-53/Rev4/impact/low for the WREN Public Zone).
[bookmark: _Toc9410457][bookmark: _Toc10802122][bookmark: _Toc70606498][bookmark: _Toc70606775][bookmark: _Toc96597717]Background
[bookmark: _Toc6223400]The USMA WREN, physically located at West Point, NY, and logically in one or more cloud service providers, must maintain an Information Systems (IS) environment which empowers USMA to continue its leadership as the premier leader development institution in the world. USMA WREN will sustain and enhance the military and academic leadership opportunities for cadets, staff, faculty, visiting dignitaries, visiting, and assigned foreign nationals (e.g., exchange faculty, exchange cadets, semester abroad faculty and cadets), and the public (e.g., event attendees (e.g., conferences, forums, symposia) and sponsored guests (e.g., cadets’ parents, visiting researchers, visitors on official business).
[bookmark: _Toc6223403][bookmark: _Toc8659442][bookmark: _Toc70606499][bookmark: _Toc70606776][bookmark: _Toc96597718]Applicability
The Contingency Planning (CP) policy applies to all USMA Military Academy Directorates (MADs) (see also USMA Regulation 10-1 Organizations and Functions), WREN users, and consumers of information systems resources connected directly or through a remote connection to the WREN.  The policy supports the Risk Management Framework (RMF) through the application of CP Assessment Procedures (AP) and the implementation of risk mitigation strategies for the protection of Confidentiality, Integrity, and Availability (CIA).
[bookmark: _Toc96597719]Managed Zone Applicability to MADs
Substantial portions of this policy are written with an explicit focus on USMA CIO/G6 managed systems, services, and capabilities (e.g., the managed zone(s) and the public zone’s infrastructure).  Despite this explicit phrasing, the content of this policy is equally applicable to MADs that design, build, operate, maintain, and defend systems and capabilities hosted in the USMA managed zone(s). The MADs so impacted will inherit the vast majority of RMF controls from the WREN. For those systems and capabilities that do not inherit specific controls, the MAD will develop, in coordination with USMA’s CIO, a memorandum of understanding (MOU) with the Authorizing Official (AO) (i.e., Superintendent), that enumerates and makes explicit the differentiated responsibilities between USMA CIO/G6 (the system owner of the WREN) and the MAD. The MOU will address, minimally, maintainability, defensibility, sustainability, and severability. To minimize differentiated responsibilities, MADs should strongly consider tight coupling with the WREN and the capabilities it provides.
[bookmark: _Toc96597720]Public Zone Applicability to MADs
MADs that design, build, operate, maintain, and defend systems and capabilities in the public security zone accept complete responsibility for those systems and capabilities outside the formal RMF process as a function of USMA operating an .edu network enclave.
[bookmark: _Toc96597721]Specialized Controls for Financial Management
See also the applicability questions of Figure 4 and Figure 5 of OSD Memorandum, “Enhanced Integration of Finance Management Requirements with the Risk Management Framework”, dated 21 April 2016 for determining applicability to specific systems. MADs have the affirmative obligation to coordinate with USMA CIO/G6 for technical implementation of these systems, their security, and satisfying RMF controls and Assessment Procedures applicable to these systems. Coordination will also include establishing operations and maintenance (O&M) and system life cycle responsibilities. 
An example of an organization using such a system is USMA G8’s / Cadet Treasurer and their use of software modules within the Academy Management System (AMS).  
[bookmark: _Toc96597722]Specialized Controls for Facility Related Control Systems
MADs that design, build, operate, maintain, and defend facility related control systems have particular and specific controls that apply to those systems. MADs have the affirmative obligation to coordinate with USMA CIO/G6 for technical implementation of these systems as well as the coordination for the defense of these systems. 
Examples of such systems include outdoor lighting systems (e.g., United States Corps of Cadets’ (USCC) Outdoor Lighting Control System), Door Control Systems (e.g., presently Garrison hosts Velocity™ on NIPRNet, but future capabilities may move to WREN), and other forms of Industrial Control Systems (ICS)/Supervisory and Data Collection Acquisition (SCADA) systems (e.g., network enabled heating/air conditioning).
[bookmark: _Toc79068930][bookmark: _Toc8659443][bookmark: _Toc70606500][bookmark: _Toc70606777][bookmark: _Toc96597723]Roles and Responsibilities
See USMA Regulation 25-2 Cybersecurity Chapter 2 Roles and Responsibilities
For a list of emergency contacts for CIO/G6 and Cybersecurity, see Primary Role Contact List for Contingency and COOP Plans and the Cybersecurity Contact List.
[bookmark: _Toc70606501][bookmark: _Toc70606778][bookmark: _Toc96597724]Contingency Planning Policy
[bookmark: _Toc70606502][bookmark: _Toc70606779][bookmark: _Toc96597725]CP-1 Contingency Planning Policy and Procedures
Department of Defense (DoD) develops, documents, and disseminates to all personnel, including all stakeholders identified in the contingency plan, a contingency planning policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance and procedures to facilitate the implementation of the contingency planning policy and associated contingency planning controls.  
DoDI 8500.01 "Cybersecurity" and NIST SP 800-34 "Contingency Planning Guide for Federal Information Systems" meet the DoD requirements for contingency planning policy and procedures.  DoDI 8500.01 is disseminated via the DoD Issuances website http://www.dtic.mil/whs/directives/corres/dir.html.  NIST disseminates NIST SP 800-34 via http://csrc.nist.gov/publications/PubsSPs.html.  
All Policies, Standard Operating Procedures (SOPs), and Plans are reviewed and revised on a yearly basis unless a more rapid revision is necessary. 
[bookmark: _Toc70606503][bookmark: _Toc70606780][bookmark: _Toc96597726]CP-2 Contingency Plan
CIO/G6 has developed a contingency plan, for the information system that: 
a. Clearly and accurately identifies and documents essential missions, business functions, and associated contingency requirements. 
b. Clearly and accurately identifies and documents recovery objectives, restoration priorities, and metrics. 
c. Clearly and accurately identifies and documents contingency roles, responsibilities, assigned individuals with contact information. 
d. Clearly and accurately documents maintaining essential missions and business functions despite an information system disruption, compromise, or failure. 
e. Clearly and accurately documents eventual, full information system restoration without deterioration of the security safeguards originally planned and implemented for information systems. 
After the AO/AODR, CTO, the Information System Security Manager (ISSM), and Chief Information Security Officer (CISO) review and approve the USMA CIO/G6 Contingency Plan (CP) and Continuity of Operations Plan (COOP); maintain an audit trail of the review and approval activity.  Review annually and update the plan to reflect changes to the organization, information system, or environment of operation and problems encountered during contingency plan implementation, execution, or testing.  Protect the COOP from unauthorized disclosure and modification. 
CIO/G6 coordinates the CP, Incident Response (IR) plan, and Incident Response Policy and Procedures, to ensure they do not contradict each other's objectives or result in duplicate efforts and activities. 
Distribute the most current COOP, including changes to the contingency plan, to all personnel identified as key contingency personnel and to all stakeholders identified in the contingency plan.  Also, make the COOP available on the WREN SharePoint portal. 
0. [bookmark: _Toc70606504][bookmark: _Toc70606781][bookmark: _Toc96597727]CP-2(1) Coordinate with Related Plans
[bookmark: _Hlk11140916]CIO/G6 documents all required coordination with other organizational elements responsible for the contingency or related plans to ensure there is evidence of coordination. Coordination documents will include any applicable agreements with responsible internal or external entities, including Memorandum of Understanding (MOUs), Memorandum of Agreements (MOAs), Service Level Agreements (SLAs), or contracts.  
[bookmark: _Toc96597728][bookmark: _Toc70606505][bookmark: _Toc70606782]CP-2(2) Capacity Planning
USMA conducts capacity planning, as resources permit so that necessary capacity for information processing, telecommunications, and environmental support exists during contingency operations. Capacity planning is a component of CIO/G6’s contribution(s) to the USMA COOP Working Group—an ongoing effort to more fully develop COOP plans for a wider variety of scenarios/circumstances.
With the hybrid nature of the WREN (e.g., few on-premises resources, many cloud-based resources), USMA has reduced the on-premises capacity requirements in the event organizations need to transition to distributed operations (e.g., work at home such as COVID, school at home such as COVID).
In the context of Financial Management Systems—the application of the Financial Management overlay triggered this control’s applicability—USMA conducts capacity planning to ensure minimal operational impacts to such systems during times of limited capacity. Financial management system owners (e.g., ODIA, DCA, G8) who host their capability on the WREN will conduct their own internal capacity planning and relay their requirements through their chains of command to the USMA COOP Working Group.
[bookmark: _Toc96597729]CP-2(3) Resume Essential Missions / Business Functions
Implement COOP fully no later than 12 hours after activation; designated personnel identified in the COOP are prepared to sustain operations for up to 30 days.  
[bookmark: _Toc96597730][bookmark: _Toc70606506][bookmark: _Toc70606783]CP-2(4) Resume All Missions / Business Functions
The USMA CIO/G6 Contingency Plan (see link in Appendix E) refers to the Recovery Time Objectives to resume all missions / Business functions.
[bookmark: _Toc96597731]CP-2(5) Continue Essential Missions / Business Functions
The USMA CIO/G6 Contingency Plan (see link in Appendix E) refers to the Information System Contingency Plan Scenarios for the essential missions and business functions with little to no loss of operational continuity.  WREN has adapted to a hybrid nature and has mitigations in place that they have utilized (e.g., provisions set for working through COVID) for the continuation of the essential mission at USMA.
[bookmark: _Toc96597732]CP-2(6) Alternate Processing / Storage Site
The USMA CIO/G6 Contingency Plan (see link in Appendix E) identifies the Emergency Relocation Group (ERG) that will report to the alternate site within 12 hours to the Emergency Relocation Facility (ERF).  The ERG will establish communication with other appropriate organizations and higher HQs to coordinate with other groups' COOP plans along with the Department of Emergency Services (DES).  USMA will also utilize the mitigations of their hybrid nature (cloud-based resources) to establish communication and transition to distributed operations.  
[bookmark: _Toc96597733]CP-2(8) Identity Critical Assets
CIO/G6 identifies in the COOP, critical information system assets supporting essential missions and business functions.  See also USMA “Prioritization of IT Restoration of Services Memo”.
[bookmark: _Toc70606507][bookmark: _Toc70606784][bookmark: _Toc96597734]CP-3 Contingency Training
CIO/G6 provides contingency training to information system users consistent with assigned contingency roles and responsibilities in accordance with (IAW) the Contingency Plan and the COOP.  Provide training to personnel within, at a maximum, 10 working days of assuming a contingency role or responsibility, when required by information system changes, and at least annually thereafter.  CIO/G6 maintains documentation of the training activity dates, location, and personnel for audit trail purposes and future reference (e.g., scheduling refresher training, etc.).
0. [bookmark: _Toc96597735][bookmark: _Toc70606508][bookmark: _Toc70606785]CP-3(1)Simulated Events
CIO/G6 will set up simulated events to test their Contingency and COOP plans of the WREN at least annually to assist with training of the USMA CIO/G6 Contingency and COOP roster. User participation will be recorded as part of their training records. 
[bookmark: _Toc96597736]CP-4 Contingency Plan Testing
CIO/G6 conducts tests defined in the Contingency Plan and the COOP, at least annually to determine the effectiveness of the plans and the organizational readiness to execute the plan.  CIO/G6 records, documents, and reviews the results of the test.  Maintain an audit trail of issues identified during the reviews of the contingency plan test results, including any corrective actions required and/or taken after reviewing the contingency plan test results.
0. [bookmark: _Toc70606509][bookmark: _Toc70606786][bookmark: _Toc96597737]CP-4(1) Coordinate with Related Plans
CIO/G6 ensures the coordination of contingency plan testing with organizational elements responsible for related plans (e.g., MOUs, MOAs, SLAs, contracts). 
[bookmark: _Toc96597738]CP-4(2) Verification of Security Functions
The organization, after the information system is changed, checks the security functions to verify that the functions are implemented correctly, operating as intended, and producing the desired outcome with regard to meeting the security requirements for the system.
[bookmark: _Toc96597739][bookmark: _Toc70606510][bookmark: _Toc70606787]CP-4(4) Full Recovery / Reconstitution
The USMA CIO/G6 Contingency Plan (see link in Appendix E) references testing the Contingency Plan at least annually by performing a full recovery to a known state as part of the Contingency Plan testing.
[bookmark: _Toc96597740]CP-6 Alternate Storage Site
IAW the COOP, CIO/G6 establishes an alternate storage site including necessary agreements to permit the storage and retrieval of information system backup information; and ensure that the alternate storage site provides information security safeguards equivalent to that of the primary site.
USMA inherits compliance for this control through the contracting of M365/A5.
0. [bookmark: _Toc70606511][bookmark: _Toc70606788][bookmark: _Toc96597741]CP-6(1) Separation from Primary Site
CIO/G6 identifies an alternate storage site separated from the primary storage site to reduce susceptibility to the same threats.
USMA inherits compliance for this control through the contracting of M365/A5.
[bookmark: _Toc70606512][bookmark: _Toc70606789][bookmark: _Toc96597742]CP-6(3) Accessibility
CIO/G6 identifies and documents in the contingency plan potential accessibility problems to the alternate storage site in the event of an area-wide disruption or disaster and outlines explicit mitigation actions.  USMA has two circuits and is building a third to maintain contact with O365.
[bookmark: _Toc11229155][bookmark: _Toc70606513][bookmark: _Toc70606790][bookmark: _Toc96597743]CP-7 Alternate Processing Site
IAW the COOP, CIO/G6 establishes an alternate processing site including necessary agreements to permit the transfer and resumption of information system operations for essential missions/business functions within 12 hours as defined in the COOP, when the primary processing capabilities are unavailable; ensures that equipment and supplies required to transfer and resume operations are available at the alternate processing site or contracts are in place to support delivery to the site within the defined period for transfer/resumption and ensure that the alternate processing site provides information security safeguards equivalent to that of the primary site.  
0. [bookmark: _Toc70606514][bookmark: _Toc70606791][bookmark: _Toc96597744]CP-7(1) Separation from Primary Site
CIO/G6 identifies and documents within the COOP an alternate processing site not susceptible to the same threats that exist at the primary processing site. The organization will document threats in the risk management strategy IAW DoDI 8510.01 and Program Management (PM) policy. 
[bookmark: _Toc70606515][bookmark: _Toc70606792][bookmark: _Toc96597745]CP-7(2) Accessibility
CIO/G6 identifies potential accessibility problems to the alternate processing site in the event of an area-wide disruption or disaster and will outline explicit mitigation actions.  Area-wide disruptions refer to those types of disruptions that are broad in geographic scope (e.g., hurricane, regional power outage).  
[bookmark: _Toc70606516][bookmark: _Toc70606793][bookmark: _Toc96597746]CP-7(3) Priority of Service
CIO/G6 documents and gains approval for alternate processing site agreements that contain priority-of-service provisions IAW availability requirements (including recovery time objectives).  Priority-of-service agreements refer to negotiated agreements with service providers that ensure that organizations receive priority treatment consistent with their availability requirements and the availability of information resources at the alternate processing site.  
See Priority of IT Restoration of Services Memorandum.
[bookmark: _Toc96597747][bookmark: _Toc70606517][bookmark: _Toc70606794]CP-7(4) Preparation for Use
 USMA CIO/G6 has configured the WREN in a hybrid nature (described earlier) enabling mitigations for reducing the on-premises capacity requirements in the event organizations need to transition to distributed operations; in addition to moving to the alternate site described in the USMA CIO/G6 COOP plan if necessary.
[bookmark: _Toc96597748]CP-7(6) Inability To Return To Primary Site
USMA CIO/G6 has configured the WREN in a hybrid nature (described earlier) enabling mitigations for reducing the on-premises capacity requirements in the event organizations need to transition to distributed operations. The distributed operations format would enable USMA to still perform the essential missions.  
[bookmark: _Toc96597749]CP-8 Telecommunications Services
Currently, there are no telecommunications attached to the WREN network.  CIO/G6 is not responsible for any telecommunications for USMA.  Telecommunications for USMA is the responsibility of the local Network Enterprise Center (NEC).
0. [bookmark: _Toc70606518][bookmark: _Toc70606795][bookmark: _Toc96597750]CP-8(1) Priority of Service Provisions
CIO/G6 develops primary and alternate telecommunications service agreements that contain priority-of-service provisions IAW availability requirements and DoDI 8100.04 (including recovery time objectives), and request Telecommunications Service Priority for all telecommunications services used for national security emergency preparedness that is if a common carrier provides primary and/or alternate telecommunications services.  CIO/G6 considers the potential mission/business impact in situations where telecommunications service providers are servicing other organizations with similar priority-of-service provisions.  
CIO/G6 identifies and documents within the contingency plan, any telecommunications services used for national security emergency preparedness.  If the primary telecommunications services (provided by a common carrier), the organization formally requests Telecommunications Service Priority IAW the DHS Telecommunications Service Priority Process.  
If a mid-tier provider provides telecommunications services instead of a common carrier (e.g., Defense Information Systems Agency (DISA)) the organization must ensure that its provider formally requests Telecommunications Service Priority on their behalf.
[bookmark: _Toc70606519][bookmark: _Toc70606796][bookmark: _Toc96597751]CP-8(2) Singe Points of Failure
CIO/G6 obtains alternate telecommunications services to reduce the likelihood of sharing a single point of failure with primary telecommunications services IAW DoDI 8100.04.  
[bookmark: _Toc70606520][bookmark: _Toc70606797][bookmark: _Toc96597752]CP-9 Information System Backup
CIO/G6 has identified that they are backing up data that resides on-premises or in their Azure Stack.  All current pertinent data resides in Office 365 or other cloud-based servers and services.  Data on servers in Azure Data Center in the cloud are being backed up daily and weekly.  USMA also has a contract with Microsoft that is replicating its environment in another location in case the primary location goes down for any reason.
0. [bookmark: _Toc70606521][bookmark: _Toc70606798][bookmark: _Toc96597753]CP-9(1) Testing for Reliability / Integrity
CIO/G6 has identified this as Not Applicable since there are no backups to test for reliability/integrity.
[bookmark: _Toc70606522][bookmark: _Toc70606799][bookmark: _Toc96597754]CP-9(5) Transfer to Alternate Storage Site
[bookmark: _Hlk11061082]CIO/G6 has identified that this is Not Applicable since there are no backups to transfer to an alternate site. 
[bookmark: _Toc96597755]CP-9(6) Redundant Secondary Systems
[bookmark: _Toc70606523][bookmark: _Toc70606800]USMA CIO/G6 has configured the WREN in a hybrid nature (described earlier) enabling mitigations for reducing the on-premises capacity requirements in the event organizations need to transition to distributed operations. The distributed operations format would enable USMA to still perform the essential missions.
[bookmark: _Toc96597756]CP-10 Information System Recovery and Reconstitution
The Contingency Plan provides for the recovery and reconstitution of the information system to the known site after disruption, compromise, or failure.
0. [bookmark: _Toc70606524][bookmark: _Toc70606801][bookmark: _Toc96597757]CP-10(2) Transaction Recovery
[bookmark: _Toc10802133]CIO/G6 ensures that the COOP identifies, documents, and implements transaction recovery capability for transaction-based systems.  WREN documents transaction recovery results as part of contingency plan testing.  
0. [bookmark: _Toc96597758]CP-10(6) Component Protection
The organization protects backup and restoration hardware, firmware, and software.
USMA CIO/G6 has configured the WREN in a hybrid nature (described earlier) enabling mitigations for reducing the on-premises capacity requirements in the event organizations need to transition to distributed operations. The backup and restoration hardware and software for the WREN are located in the Spellman Hall DC building 2101 for onsite systems. Physical protection of the Spellman Hall Building 2101 DC is manually inherited from the local and region NEC and the Garrison Commander.  Backup and restoration for USMA cloud-based systems are located in the Microsoft datacenter.  USMA will inherit the physical security controls of the data center for their cloud-based systems.  USMA also has configured resources of cloud-based systems to replicate to an alternate Microsoft cloud site in case of emergencies. 
0. [bookmark: _Toc96597759]CP-11 Alternate Communication Protocols
Refer to the USMA CIO/G6 Contingency Plan (see link in Appendix E) and the USMA CIO/G6 COOP (see link in Appendix D) for capabilities of maintaining continuity of operations.  USMA inherits telecommunication from the local and regional NEC.
[bookmark: _Toc96597760]CP-12 Safe Mode
This control added as part of the Facilities Control overlay, is not applicable as of the date of this publication.  It remains in the policy document to maintain traceability between the policy document and the RMF.
[bookmark: _TocAPPENDIXA][bookmark: _elm000ca9][bookmark: _Toc70606525][bookmark: _Toc70606802][bookmark: _TocAPPENDIXA_REFERENCES]
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[bookmark: _Toc70606526][bookmark: _Toc70606803][bookmark: _Toc96597764]Acronyms
	Acronym
	Definition

	AMS
	Academy Management System

	AO
	Authorizing Official

	AP
	Assessment Procedures

	CIA
	Confidentiality, Integrity and Availability 

	COOP 
	Continuity of Operations Plan 

	CP
	Contingency Planning

	DISA
	Defense Information Systems Agency

	DoD, DOD 
	Department of Defense 

	DODI 
	Department of Defense Instructions 

	ERF
	Emergency Relocation Facility

	ERG
	Emergency Relocation Group

	IAW
	In Accordance With

	ICS
	Industrial Control Systems

	IR
	Incident Response

	IS 
	Information System 

	ISSM 
	Information System Security Manager 

	ISSO
	Information System Security Officer 

	MADs
	Military Academy Directorates

	MOA
	Memorandum of Agreement

	MOU
	Memorandum of Understanding

	NEC
	Network Enterprise Center

	NIPRNet
	Non-classified Internet Protocol Router Network

	NIST
	National Institute of Standards and Technology 

	O&M
	Operations & Maintenance

	PM
	Program Management

	RMF
	Risk Management Framework 

	SCADA
	Supervisory Control and Data Acquisition

	SLA
	Service Level Agreement

	USCC
	United States Corps of Cadets

	USMA
	United States Military Academy

	WREN
	West Point Research and Education Network




[bookmark: _Toc8739622][bookmark: _Toc10802137][bookmark: _Toc70606527][bookmark: _Toc70606804][bookmark: _Toc96597765]Definitions
See also NIST Computer Security Resource Center Glossary at https://csrc.nist.gov/Glossary/?term=3816 for definitions.
Terms not defined by National Institute of Standards and Technology (NIST) are below:


[bookmark: Appendix_D_WREN_COOP][bookmark: _Toc70606528][bookmark: _Toc70606805][bookmark: _Toc96597766]Continuity of Operations Plan
See USMA CIO/G6 Continuity of Operations Plan (COOP).


[bookmark: _Toc70606529][bookmark: _Toc70606806][bookmark: _Toc96597767][bookmark: Appendix_E_ContingencyPlan]Information System Contingency Plan
See USMA CIO-G6 Information System Contingency Plan
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