	[bookmark: _elm000002][bookmark: _elm000001][bookmark: _elm000000]USMA Regulation 25 – 2
[bookmark: _elm000004][bookmark: _elm000003]Information Management
[bookmark: _elm000005]Cybersecurity





[bookmark: _elm000006]Headquarters
United States Military Academy
West Point, NY 10996
[bookmark: _elm000009]15 MAR 2022






UNCLASSIFIED


[bookmark: _elm00000d][bookmark: _elm00000c]SUMMARY of CHANGE
[bookmark: _elmsummary_pubno]USMA Regulation 25 – 2
[bookmark: _elmsummary_pubtitle]Cybersecurity
[bookmark: _elm00000e][bookmark: _elm000021]This minor revision—
· Changes the publication and effective dates
· Updates all references to For Official Use Only (FOUO) to Controlled Unclassified Information (CUI). Aligns with DoD deprecating use of FOUO as a handling caveat.
· Updates table of contents to reflect new paragraphs in Chapter 2
· Adjusts hyperlinks to documents throughout. For USMA documents, made the links specific to the document. For Army Publications, made the links point to the Army Publications website, as Army changes the link for each edition of the document. A functioning link to the website is preferable to a broken link to a specific outdated document.
· Adds language to the Proponent and exception authority paragraph to clarify exception authority. Aligns with lessons learned.
· Para 2-1. Adds language to make explicit that reciprocity for other forms of IT risk assessment are appropriate for USMA’s operational environment (e.g., SOC 2, ISO 27001). Aligns with lessons learned.
· Para 2-2. Adds language to Military Academy Directorate (MAD) principles that they must implement Risk Management Framework (RMF) controls for IT that they procure and that they operate, maintain, and defend. Adds language to clarify that MADs must coordinate with CIO/G6 to ensure IT they procure is properly included in the USMA Authority to Operate. Adds new sub-paragraphs to clarify 3 Privacy related responsibilities: MADs must coordinate with the USMA Chief Data Officer and USMA Privacy Officer prior to collecting, storing, and processing Privacy Act Protected in new information collection(s); MADs must adhere to PII breach plans; and expectation to be Office of Coordinating Responsibility (OCR) to Privacy Officer for maintaining awareness of Privacy Act protected information collections. Removed language specifying the contents of a vulnerability management process and pushed that content to USMA Regulation 25-2-RA Risk Assessment. Removed passive voice in multiple locations. Deleted three paragraphs that were redundant to others (n-p).  Changes align with lessons learned about MADs needs and capacity.
· Para 2-5. Removes para 2-5.e tasking G1 to appoint a Privacy Officer. The material was redundant to Army Regulation 25-22 Army Privacy Program. Aligns with lessons learned and external assessments findings.
· Adds new para 2-12 Chief Data Officer. Renumbered subsequent paragraphs. Aligns with creation of CDO position and office.
· Adds new para 2-13 Privacy Officer. Renumbered subsequent paragraphs. Aligns with lessons learned and external assessments findings.
· Adds new para 2-23 User Manager. Renumbered subsequent paragraphs. Aligns with lessons learned.
· Para 2-24 All Personnel. Moves responsibilities from Para 2-25 Authorized Users to this para. Remove passive voice. Adds language to be clearer that most cloud service offerings (also known as web sites) have no formal authorization to store or process controlled unclassified information (CUI) (e.g., Personally Identifiable Information, other Privacy Act protected data). Aligns with lessons learned.
· Para 2-25 Authorized User Categories. Renames the paragraph. Moves most content to Para 2-24. Adds language that describes authorized/eligible users. Specific implementation details of what capabilities different users get is deferred to USMA Reg 25-2-AC Access Control. Delegates to USMA AODR/CIO the ability to add categories of users. Aligns with lessons learned. 
· Para 2-1.d. Moved content from the AUP addendum to this paragraph regarding the delegation of limited decision authorities to specific Military Academy Directorate (MAD) principals. 
· Para 2-2.o. Moved content from AUP addendum to this paragraph about MAD principals that exercise the delegated authority in para 2-1.d keeping the CIO and CISO informed of their decisions WRT cybersecurity risks to USMA data and the WREN.
· Para 4-12 Software assurance. Brought text from the previous iteration’s AUP Addendum to this paragraph expressly sanctioning the use of open-source software (OSS), freeware, and shareware as well as personally procured software. Also added verbiage that provides guidance/controls on the security posture of that use by differentiating expectations between mass market products (e.g., free web browsers) and niche products, personal and non-personal use.
· Para 5-1: Adds verbiage that WREN users are to sign AUP once per calendar year or when USMA revises. 
· Para 5-1.b.(1): Adds language that USMA CIO/G6 will use technologies and capabilities to facilitate centralized collection and reporting of user acceptance of AUPs, AUP Addendums, PAAs, and NDAs specific to USMA.
· Para 5-1.b.(2): Adds language that USMA CIO/G6 and subordinate elements track issuance, signing, and periodic reviews of user agreements with CIO/G6 periodically auditing those actions.
· Para 5-2: Moved content addressing expected and sanction uses to para 5-4. Moved content about unsanctioned uses of the WREN to para 5-5. 
· Para 5-3.a: Updated links to the Privacy Policy.
· Para 5-4 and 5-5: Migrated non-exhaustive list of examples of acceptable and unacceptable uses and activities from the previous AUP addendum to the regulation itself.  No changes to the list from the previous addendum, verbiage was modified.
· Appendix C. Updates Acceptable Use Agreement / Policy (AUP): Changed Section II Addendum to AUP by using a watermark to indicate the included text is a sample.  The intent of the Addendum(s) published by the CIO is to provide notification to users of modifications to the AUP prior to the AUP itself moving through the entirety of the USMA staffing process.  It also provides points of clarification that CIO/G6 staff will incorporate into the appropriate Cybersecurity Regulation or policy in the next edit/update cycle.
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Superintendent
[bookmark: _elm000025][bookmark: _elm000027][bookmark: _elm000026][bookmark: _elm000028]History. This publication is a minor revision.
[bookmark: _elm000029][bookmark: _elm00002b][bookmark: _elm00002a][bookmark: _elm00002c]Summary. This regulation establishes the USMA Cybersecurity Program and sets forth the mission, responsibilities, and policies to ensure uniform implementation of public law and Office of Management and Budget, and Department of Defense issuances for protecting and safeguarding Army information technology, to include the USMA-managed West Point Research and Education Network (WREN), (hereafter referred to as information technology) and information in electronic format (hereafter referred to as information). Information technology includes infrastructure, services, and applications used directly by USMA by legal agreements or other binding contracts.
[bookmark: _elm00002d][bookmark: _elm00002f][bookmark: _elm00002e][bookmark: _elm000030]Applicability. This regulation applies to all USMA organizations, USMA personnel, USMA-authorized users and USMA privileged users unless otherwise stated. It applies to all USMA information technology and information in electronic format. 
[bookmark: _elm000032][bookmark: _elm000034][bookmark: _elm000033][bookmark: _elm000035][bookmark: _elm000036]Proponent and exception authority. The proponent of this regulation is the USMA Chief Information Officer/G – 6. The proponent has the authority to approve exceptions or waivers to this regulation that are consistent with controlling law and regulations and, in accordance with AR 25-2, do not change the residual risk level upon which the Authorizing Official issued the authority to operate (ATO). Military Academy Directorates (MADs) and Staff Principles may request a waiver to this regulation by providing justification that includes a full analysis of the expected benefits, controls to mitigate risk, and residual risk(s) to USMA. All waiver requests will be endorsed by the commander or senior leader of the requesting activity and forwarded through its higher headquarters to the policy proponent. The request must include formal review by the activity’s senior legal officer. The authorizing official (USMA Superintendent) is the approval authority for all requests with residual risk of high or that will change the overall USMA residual risk from moderate. Refer to AR 25 – 30 for specific guidance.
[bookmark: _elm000038][bookmark: _elm000039][bookmark: _elm00003a]Suggested improvements. Users should send comments and suggested improvements directly to the Chief Information Officer/G6, Building 606, West Point, NY 10996.
[bookmark: _elm00004f][bookmark: _elm000051][bookmark: _elm000050][bookmark: _elm000052]Distribution. This publication is available in electronic media only and is intended for all USMA personnel.
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[bookmark: _elm000056][bookmark: _elm000055][bookmark: _Toc29460421][bookmark: _elm00008a]Chapter 1
[bookmark: _TocCHAPTER1][bookmark: _elm000057][bookmark: _TocCHAPTER1_INTRODUCTION]Introduction
[bookmark: _elm000058][bookmark: _elm000059][bookmark: _elm00005d][bookmark: _elm00005c][bookmark: _Toc1–1_PURPOSE‎][bookmark: _Toc1–1][bookmark: _elm00005a][bookmark: _elm00005b]1 – 1. Purpose
[bookmark: _elm00005e]This regulation establishes policies and assigns responsibilities for the USMA Cybersecurity Program to ensure adherence to Department of Defense (DOD) cybersecurity policies, processes, and equivalent, if not identical, standards. It integrates and coordinates with the functional elements of AR 525 – 20 Information Operations to safeguard USMA assets. The cybersecurity program sets the conditions necessary for USMA to protect and safeguard information technology (IT) capabilities; support mission readiness and resilience; and ensure the confidentiality, integrity, and availability of information in electronic format (hereafter referred to as information). It fully integrates risk management into every aspect of USMA information technology. The West Point Research and Education Network (WREN) operates as a partnered system enclave and is not a national security system. The operational environment at USMA incorporates services from public multi-tenant cloud service providers for multiple user groups (e.g. U.S. citizens, foreign nationals, cadets, and contractors) to process several types of unclassified information (e.g., controlled unclassified information (CUI) [e.g., Personally Identifiable Information (PII), Law Enforcement Sensitive (LES), and as defined in DODM 5200.01 Vol 4], college registrar, business operations, Army and research-partner intellectual property, and public). The operational environment also includes a mix of government furnished equipment (GFE) and non-GFE (e.g., personally, owned devices, research partner devices). With appropriate controls described in this regulation and supporting policies, users may store and process CUI on non-GFE. This regulation establishes how USMA will operate its information technology (e.g., WREN, Distributed Antenna Systems (DAS), excluding Non-secure Internet Protocol Routing Network (NIPRNet), Secure Internet Protocol Routing Network (SIPRNet), and other network services provided by the local Network Enterprise Center (NEC)) to meet its educational mission and establishes the appropriate controls and policies to safeguard information and resources. 
[bookmark: _elm00005f][bookmark: _elm000060][bookmark: _elm000064][bookmark: _elm000063][bookmark: _Toc1–2_REFERENCES][bookmark: _Toc1–2][bookmark: _elm000061][bookmark: _elm000062][bookmark: _elm000065]1 – 2. References
[bookmark: _elm000066]See appendix A.
[bookmark: _elm000069][bookmark: _elm00006a][bookmark: _elm00006e][bookmark: _elm00006d][bookmark: _Toc1–3_EXPLANATIONOFABBREVIATIONSANDTER][bookmark: _Toc1–3][bookmark: _elm00006b][bookmark: _elm00006c]1 – 3. Explanation of abbreviations and terms
[bookmark: _elm00006f][bookmark: _elm000070][bookmark: _elm000071]See glossary. ‎
[bookmark: _elm000072][bookmark: _elm000073][bookmark: _elm000077][bookmark: _elm000076][bookmark: _Toc1–4_RESPONSIBILITIES][bookmark: _Toc1–4][bookmark: _elm000074][bookmark: _elm000075]1 – 4. Responsibilities
[bookmark: _elm000078][bookmark: _elm000079][bookmark: _elm00007b][bookmark: _elm00007a]See chapter 2 for responsibilities. 
[bookmark: ToPara1Overview]1 – 5. Overview
Cybersecurity is a holistic program to manage IT-related security risk. To be effective, USMA must integrate it fully into every aspect of its operations. Cybersecurity requires the implementation and enforcement of proper management and operational procedures by the entire organization, from commanders and senior leaders of Military Academy Directorates (MADs), agencies and activities providing the strategic vision and goals for the organization, to strategic planners and project and program managers (PMs), down to each individual who helps develop, implement, and operate the IT that supports USMA’s mission and business processes. Furthermore, everyone, at every level, is responsible for procedural compliance with the proper practices and procedures for safeguarding information and IT. The responsibility for ensuring that personnel abide by these practices and procedures is inherent to commanders and senior leaders of MADs, agencies, and activities.
[bookmark: _elm00007c][bookmark: _elm00007d][bookmark: _elm000081][bookmark: _elm000080][bookmark: _Toc1–5_STATUTORYAUTHORITY][bookmark: _Toc1–5][bookmark: _elm00007e][bookmark: _elm00007f]1 – 6. Statutory authority
[bookmark: _elm000082]Statutory authority is derived from Section 2223, Title 10, United States Code (10 USC 2223); 40 USC 11315; 44 USC, Chapter 35; and applicable Office of Management and Budget (OMB) memoranda, to include reporting requirements established via the Federal Information Security Modernization Act (FISMA) of 2014, Defense authorization and appropriations acts.
[bookmark: _elm000086][bookmark: _elm000087][bookmark: _elm00008c][bookmark: _elm00008b][bookmark: _Toc1–6_PRECEDENCE][bookmark: _Toc1–6][bookmark: _elm000088][bookmark: _elm000089]1 – 7. Precedence
[bookmark: _elm00008d]This regulation is the proponent policy document for the USMA Cybersecurity Program, which implements the Army’s and DOD’s Cybersecurity Program. USMA will follow the instructions and directives in this regulation to provide appropriate and adequate protection while supporting the mission of the Academy. Supporting USMA implementation policy will provide uniform procedures for implementing and enforcing the policies in this regulation. Compliance with this regulation and the supporting USMA CIO/G6 implementing policies is mandatory. When needed, USMA, in accordance with (IAW) USMA Army Regulations (AR) AR 25-30, will issue clarification(s) and implementation policy(ies) to amplify the directives in this document. This document does not alter or supersede existing DOD or DA authorities and policies for other non-USMA network enclaves (e.g., NIPRNet, SIPRNet).
[bookmark: _elm00008f][bookmark: _elm00008e][bookmark: _Toc29460422][bookmark: _elm0007d9]

Chapter 2
[bookmark: _TocCHAPTER2][bookmark: _elm000090][bookmark: _TocCHAPTER2_RESPONSIBILITIES]Responsibilities
[bookmark: _elm000091]Commanders and senior leaders of MADs and those they appoint, to include PMs, information system owners (ISOs), application owners, IT service owners, information owners, portfolio managers and resource managers, are accountable for the implementation and enforcement of this regulation and will ensure individual and organization accountability within organizations and activities under their purview.
[bookmark: _elm000092][bookmark: _elm000093][bookmark: _elm000096][bookmark: _Toc2–1_PRINCIPALOFFICIALS,HEADQUARTERS,][bookmark: _Toc2–1][bookmark: _elm000168]2-1 Superintendent, USMA
The Superintendent is the Authorizing Official (AO) for the USMA WREN IAW AR 25-2 Cybersecurity (available at the Army Publications website). The AO is the official with the authority to formally assume responsibility for operating USMA Enterprise IT system(s) at an acceptable level of risk. The AO renders authorization decisions for USMA information systems and platform IT (PIT) systems under their purview in accordance with DODI 8510.01. 
a. The AO is responsible for authorizing or denying the operation (or the testing) of USMA information systems by issuing an authorization decision (that is, authorization to operate (ATO), interim authority to test (IATT), and denial of ATO). The AO cannot delegate authorization decisions. Other AO responsibilities and tasks may be delegated to formally appointed and qualified AO designated representatives (AODR). 
b. The AO reviews the risk management framework package within Enterprise Mission Assurance Support Service (eMASS), including supporting material, and the recommendation of the security control assessor  to reach an authorization decision. An authorization decision with conditions for systems that present a residual risk level of high or very high requires the concurrence of the Army CIO/G–6. The AO shall provide the Army SISO a course of action for how non-compliant information systems will satisfy FISMA reporting requirements. The AO may downgrade or revoke an authorization decision at any time if risk conditions or concerns so warrant. For a comprehensive list of duties and responsibilities, see DA Pam 25 – 2 –12 (available Army publications website).
c. The AO is accountable for the security risks associated with the operation of USMA IT and the protection of USMA’s data. The AO will ensure that all activities and functions associated with security authorizations are carried out, to include but not limited to—
(1) Render authorization decisions for IT under the AO’s purview, in accordance with DODI 8510.01 and Army CIO guidance. 
(2) Implement cybersecurity reciprocity procedures, as described in DODI 8510.01. Implement reciprocal acceptance of DOD and other Federal Agency and Federal Department IT ATOs to the maximum extent possible. Incorporate, as appropriate, other risk management frameworks/processes (e.g., ISO/IEC 27001, SOC 2).
(3). Assess and approve development and execution of plan of actions and milestones (POA&M) to address known vulnerabilities in IT, with the support of IT threat data from PEO Simulation, Training, and Instrumentation’s (PEO STRI) Threat System Management Office (TSMO), the Army Research Laboratory (ARL), System Lethality Analysis Directorate (SLAD), their successor organizations, and other relevant organizations, agencies, or commands.
d. The AO has delegated decision making for sanctioning additional forms of use that do not change the overall risk categorization of the WREN to the following: the CIO/G6 as the AO Designated Representative (AODR); the Dean and authorizes further delegation to no lower than Dean’s Academic Department Heads; the Chief of Staff for special and general staff; the Commandant and authorizes further delegation to no lower than one additional level within USCC, Athletic Director and Military Deputy. The AO reserves the prerogative to override such decisions. The AO remains accountable to HQDA for the security risks associated with the operation of USMA IT and the protection of USMA’s data.
[bookmark: _elm000094][bookmark: _elm000095]2 – 2. Military Academy Directorate Principals, USMA Staff Principals, Senior Leaders, and Senior Leaders of Partner Units and Activities
[bookmark: _elm000097]USMA MAD Principals and senior leaders will—
[bookmark: _elm000098][bookmark: _elm000099][bookmark: _elm00009b][bookmark: _Toc2–1a][bookmark: _elm00009a][bookmark: _elm00009c]a. Implement the USMA Cybersecurity Program to ensure that their personnel and processes adhere to this regulation and its implementing policies. Implement, in coordination with CIO/G6, risk management framework (RMF) controls for IT for which they have development, procurement, integration, modification, operation, maintenance, defense, and/or final disposition responsibility comply with this regulation and the amplifying policy guidance. 
This includes, but is not limited to—
[bookmark: _elm00009e][bookmark: _elm00009d][bookmark: _elm00009f][bookmark: _Toc2–1a(1)][bookmark: _elm0000a0](1) Develop, maintain, modify, and defend IT and CUI as required to ensure uniform application of cybersecurity policies, procedures, and standards, and risk management security controls, in accordance with USMA, OMB, National Institute of Standards and Technology (NIST), DOD, Joint, and Army issuances. 
[bookmark: _elm0000a2][bookmark: _elm0000a1][bookmark: _elm0000a3][bookmark: _Toc2–1a(2)][bookmark: _elm0000a4](2) Implement, and maintain the security plan for assigned IT, as prescribed in this document; or develop, implement, and maintain a security plan coordinated and approved by the CIO/G6.
[bookmark: _elm0000a6][bookmark: _elm0000a5][bookmark: _elm0000a7][bookmark: _Toc2–1a(3)][bookmark: _elm0000a8](3) Ensure that CIO/G6 Cybersecurity incorporates IT in the authorization to operate (ATO) the AO issues. Comply with all authorization decisions, including denial of authorization to operate. Enforce authorization termination dates.
[bookmark: _elm0000b2][bookmark: _elm0000b1][bookmark: _elm0000b3][bookmark: _Toc2–1a(4)][bookmark: _Toc2–1a(5)][bookmark: _Toc2–1a(6)][bookmark: _elm0000b4](4) Implement USMA’s and Army’s Privacy Program. 
(a) Provide appropriate notice of privacy rights and explain monitoring policies to all users accessing the WREN. At the Academy level, the privacy policy and cadet consumer information is available as a link from the West Point home under the “About Menu” at https://www.westpoint.edu/about/cadet-consumer-information.
(b) At the Academy level, the USMA Privacy Policy is also available from the same link as above.
(c) Coordinate with the USMA Chief Data Officer and USMA Privacy Officer for the collection, storing, and processing of Privacy Act Protected Data (e.g., PII) in a new or existing information collection (as defined by Office of Management and Budget). 
(d) Adhere to USMA’s and Army’s PII breach response plan(s) (see also USMA Policy 25-2-IR Incident Response).
[bookmark: _elm0000b6][bookmark: _elm0000b5][bookmark: _elm0000b7][bookmark: _Toc2–1a(7)][bookmark: _elm0000b8](e) Serve as Office of Coordinating Responsibility (OCR) to USMA Privacy Officer’s maintenance and development of Privacy related documentation (e.g., Privacy Impact Assessment and System of Record Notice).(5) Require user authentication to information systems and networks to USMA enterprise identify management service(s) in accordance with this document.
[bookmark: _elm0000ba][bookmark: _elm0000b9][bookmark: _elm0000bb][bookmark: _Toc2–1a(8)][bookmark: _elm0000bc](5) Ensure an effective vulnerability management process is in place IAW USMA Regulation 25-2-RA Risk Assessment.
[bookmark: _elm0000ce][bookmark: _elm0000cd][bookmark: _Toc2–1a(8)(b)][bookmark: _elm0000cf][bookmark: _Toc2–1a(8)(c)][bookmark: _Toc2–1a(8)(d)][bookmark: _Toc2–1(9)][bookmark: _elm0000d0](6) Provide for vulnerability mitigation and incident response and reporting capabilities to—
[bookmark: _elm0000d2][bookmark: _elm0000d1][bookmark: _elm0000d3][bookmark: _Toc2–1(9)(a)][bookmark: _elm0000d4](a) Comply in a timely and efficient manner with Academy, Army, and DOD cybersecurity directives, guidance, and alerts for implementing mitigations and taking corrective action in defense of the WREN information network.
[bookmark: _elm0000d6][bookmark: _elm0000d5][bookmark: _elm0000d7][bookmark: _Toc2–1(9)(b)][bookmark: _elm0000d8](b) Limit damage and restore effective service following an incident IAW the MAD’s continuity of operations plan(s).
[bookmark: _elm0000da][bookmark: _elm0000d9][bookmark: _elm0000db][bookmark: _Toc2–1(9)(c)][bookmark: _elm0000dc](c) Collect and retain audit data to support technical analysis relating to misuse, penetration, or other incidents involving IT under their purview, and provide these data to appropriate law enforcement or other investigating agencies. See also USMA Regulation 25-2-AU Audit and Accountability)
[bookmark: _elm0000de][bookmark: _elm0000dd][bookmark: _elm0000df][bookmark: _Toc2–1(10)][bookmark: _elm0000e0](7) Implement security-informed configuration management (CM) and change management processes in accordance with the USMA Policy 25-2-CM (Change Management Policy) and the Change Management Council (CMC) described therein.
[bookmark: _elm0000e2][bookmark: _elm0000e1][bookmark: _elm0000e3][bookmark: _Toc2–1(11)][bookmark: _elm0000e4](8) Implement insider threat policy, guidance, and monitoring activities as part of a comprehensive cybersecurity program directed by national, DOD, and office of the DNI leadership. See also Army Directive 2013-18 (Army Insider Threat Program), AR 381-12 Threat Awareness and Reporting Program, DoDD 5205.16 The DoD Insider Threat Program.
[bookmark: _elm0000e7][bookmark: _elm0000e8][bookmark: _Toc2–1b][bookmark: _elm0000e9]b. Assign the appropriate responsibility and authority to individuals within the organization as necessary to implement, manage, and enforce this regulation, and for all applicable roles in accordance with this document.
[bookmark: _elm0000eb][bookmark: _elm0000ea][bookmark: _elm0000ec][bookmark: _Toc2–1b(1)][bookmark: _elm0000ed](1) Appoint and oversee Information systems owners (ISO), and as necessary Program/System manager (PM/SM), and Organizational Information System Security Manager (O-ISSM).
(2) Appoint, in writing (see also Army Training and Certification Tracking System (ATCTS) appointment order templates at https://atc.us.army.mil/iastar/regulations.php), and oversee, privileged users (see also Paragraph 2-23 for clarification of who qualifies as a privileged user). Ensure that privileged users meet the requirements for authorized and privileged users in accordance with this regulation and its supporting USMA 25-2 series policies. Monitor privileged users to ensure that they continue to meet the requirements. Revoke through USMA CIO/G6 privileged access when their users do not meet the requirements or when such access is no longer necessary. MAD and staff principles may delegate appointment authority in writing to their chosen representative(s).
(3) The USMA AO and AODR reserve the prerogative to deny privileged rights/permissions, and access in general, to personnel using the WREN.
[bookmark: _elm0000f3][bookmark: _elm0000f4][bookmark: _elm0000f6][bookmark: _Toc2–1b(2)][bookmark: _Toc2–1c][bookmark: _elm0000f5][bookmark: _elm0000f7]c. Ensure that personnel—
[bookmark: _elm0000f9][bookmark: _elm0000f8][bookmark: _elm0000fa][bookmark: _Toc2–1c(1)][bookmark: _elm0000fb](1) Are appropriately cleared (e.g., DPTMS background check), trained (e.g., IAW DoD 8570.01M or its successor document(s) if a GS2210 series civilian or contractor, annual cybersecurity training, USMA-directed cyber-related training, see also USMA Policy 25-2-AT), qualified (e.g., IAW USMA policy, IAW DoD 8570.01M, or its successor document(s)) , and authorized (e.g., appointment orders, supervisor’s validating need for account(s)) in accordance with applicable USMA, Army, and DOD information security, communications security (COMSEC), and cybersecurity issuances before accessing IT, and continue as such while authorized access. For purposes of cadets, USMA CIO/G6 may issue accounts prior to completion of background checks in support of their cadets’ academic mission—receipt of derogatory information from the completed background checks may entail review(s) of the cadet(s) accounts. 
[bookmark: _elm000109][bookmark: _elm000108][bookmark: _Toc2–1c(2)][bookmark: _elm00010a][bookmark: _Toc2–1c(2)(a)][bookmark: _Toc2–1c(2)(b)](2) See also USMA Policy 25-2 Awareness and Training (25-2-AT) Para 3-1 through 3-4 for further guidance on WREN-required training and training tracking. Generally, users with DoD Common Access Cards will use ATCTS for tracking training and qualifications.  Generally, users without CACs will use the my.westpoint.edu portal to provide evidence of training.
(3) See also USMA Policy 25-2-Access Control (25-2-AC) para 3-2 for use of the USMA electronic workflow equivalent to the DD2875. USMA does not use paper or fillable PDF DD2875s where avoidable. Cadet’s DD2875s happen in a coordinated process between Directorate of Admissions (DAD) and USMA CIO/G6 through transferring data from applicants’ files to WREN systems to create accounts and enable printing/downloading of DD2875s.
[bookmark: _elm00010c][bookmark: _elm00010d][bookmark: _elm00010f][bookmark: _Toc2–1d][bookmark: _elm00010e][bookmark: _elm000110]d. Incorporate appropriate administrative and/or criminal processes and penalties if personnel knowingly, willingly, or negligently compromise, damage, or place IT or information at risk by violating the AUP, and/or their PAA, this regulation, or its implementing policies. This includes—
[bookmark: _elm000112][bookmark: _elm000111][bookmark: _elm000113][bookmark: _Toc2–1d(1)][bookmark: _elm000114](1) Individuals who misuse IT or participate in prohibited activities may be subject to suspension of access for a defined period and/or be required to complete appropriate remedial training.
[bookmark: _elm000116][bookmark: _elm000115][bookmark: _elm000117][bookmark: _Toc2–1d(2)][bookmark: _elm000118](2) Noncompliance with USMA regulations pertaining to the use of IT may raise security concerns about an individual’s reliability and trustworthiness for access to information and IT. Conditions that call into question the willingness or ability of an individual to properly protect sensitive information and IT—
[bookmark: _elm00011a][bookmark: _elm000119][bookmark: _elm00011b][bookmark: _Toc2–1d(2)(a)][bookmark: _elm00011c](a) Will cause USMA G2, DPTMS, and USMA CIO/G6 to assess continued ed to determine whether access will be authorized or, if already authorized, access will be revoked.
[bookmark: _elm00011e][bookmark: _elm00011d][bookmark: _elm00011f][bookmark: _Toc2–1d(2)(b)][bookmark: _elm000120](b) Shall be reported according to AR 380 – 67.
[bookmark: _elm000122][bookmark: _elm000121][bookmark: _elm000123][bookmark: _Toc2–1(3)][bookmark: _elm000124](3) Ensure that contracts hold companies responsible for their employees’ maintaining cybersecurity discipline and performing in compliance with this regulation, as well as other applicable laws, policies, procedures, standards, and related guidance.
[bookmark: _elm000126][bookmark: _elm000125][bookmark: _elm000127][bookmark: _Toc2–1(4)][bookmark: _elm000128](4) Ensure that, if military, civilian, or contractor personnel knowingly, willfully, or negligently violate the policies in this regulation and place at risk DOD, Army, or any other Federal Government IT, punishment options will be based on the individual’s status. In a nondeployment status, contractor and civilian personnel are not subject to the Uniform Code of Military Justice (UCMJ) and therefore punishments are limited. After the investigation U.S. Army Criminal Investigation Command is complete, in accordance with AR 195 – 2, contractor personnel may be removed from the Government location (persona non grata) and returned to their private sector organization. Investigations that reveal espionage or other related acts will be referred accordingly. As for Federal civilian employees, the punishment is similar in nature in that an administrative letter of reprimand may be issued after an investigation is completed and, in the event of espionage, the results of the investigation will be referred to the proper authorities for further action. For military personnel subject to UCMJ, punishment may be both administrative in nature, such as an administrative letter of reprimand, or it may fall under non-judicial punishment with varying levels of discipline. Should the investigation warrant, military personnel will receive criminal penalties under the court-martial options contained with UCMJ. 
[bookmark: _elm000129][bookmark: _elm00012a][bookmark: _elm00012c][bookmark: _Toc2–1e][bookmark: _elm00012b][bookmark: _elm00012d]e. Build capabilities to support cybersecurity objectives that are shared with mission partners and ensure that they are consistent with guidance contained in this document and governed through the integrated decision structures and processes described in in this regulation.
[bookmark: _elm000130][bookmark: _elm000131][bookmark: _Toc2–1f][bookmark: _elm000132]f. Identify the resources required to implement this document for inclusion in the USMA planning, programming, budgeting, and execution process.
[bookmark: _elm000135][bookmark: _elm000136][bookmark: _Toc2–1g][bookmark: _elm000137]g. Incorporate cybersecurity risk assessments and decisions, in accordance with this document, into USMA mission and business risk management processes.
[bookmark: _elm00013a][bookmark: _elm00013b][bookmark: _Toc2–1h][bookmark: _elm00013c]h. Ensure consistent development and incorporation of cybersecurity requirements into plans and procedures across their areas of responsibility.
[bookmark: _elm00013f][bookmark: _elm000140][bookmark: _Toc2–1i][bookmark: _elm000141]i. Maintain ongoing awareness of cybersecurity threats and vulnerabilities to support risk management decisions. Ensure that real-world threat data and analysis inform risk decisions. Consider shared risks. Take no unnecessary risk, but do not be risk averse.
[bookmark: _elm000144][bookmark: _elm000145][bookmark: _Toc2–1j][bookmark: _elm000146]j. Integrate security early and throughout the IT development life cycle, capital planning, investment control, portfolio management, and enterprise architecture processes in accordance with this document.
[bookmark: _elm000149][bookmark: _elm00014a][bookmark: _Toc2–1k][bookmark: _elm00014b]k. Integrate security standards into acquisition planning and contract administration. Ensure that contracts and other agreements include specific requirements to provide cybersecurity for information and the IT used to process that information in accordance with this document. Document baseline cybersecurity requirements as a condition of contract award for acquisitions utilizing IT.
[bookmark: _elm00014e][bookmark: _elm00014f][bookmark: _Toc2–1l][bookmark: _elm000150]l. Ensure that incident response and reporting programs are followed, and personnel are aware of, and held accountable for, daily practices that protect against suspected intrusions, unauthorized activity, suspected attacks, and other anomalous activity. Report suspected or confirmed incidents in accordance with Army regulations relevant to the specific incident, Army Cyber Command (ARCYBER) or supporting cybersecurity service provider’s published procedures, and formal internal policies and procedures.
[bookmark: _elm000153][bookmark: _elm000154][bookmark: _Toc2–1m][bookmark: _elm000155]m. Ensure that maintenance and disposal of information on IT comply with the provisions of this document and DA Pam 25-2-8 Sanitization of Media.
[bookmark: _elm000156][bookmark: _elm000157][bookmark: _elm000159][bookmark: _Toc2–1n][bookmark: _elm000158][bookmark: _elm00015a]n. Comply with the specific policies developed by the CIO/G – 6 for the USMA Cybersecurity Program, in accordance with the statutory requirements outlined in FISMA.
o. MAD principles exercising their delegated authority (see para 2-1.d) will ensure the AO, via the CIO and CISO, has records of those decisions.
[bookmark: _elm00021f][bookmark: _elm000220][bookmark: _elm000215][bookmark: _elm000216][bookmark: _Toc2–6][bookmark: _elm000223][bookmark: _Toc2–7_ARMYCHIEFINFORMATIONOFFICER][bookmark: _Toc2–7][bookmark: _elm00033a][bookmark: _elm000217][bookmark: _elm000222]2 – 3. USMA Chief Information Officer/G–6
[bookmark: _elm000224][bookmark: _elm000225][bookmark: _elm000227][bookmark: _elm000226]In addition to the responsibilities in paragraph 2 – 1, as the USMA CIO, the CIO/G – 6 will—
[bookmark: _elm000228][bookmark: _elm000229][bookmark: _elm00022b][bookmark: _Toc2–7a][bookmark: _elm00022a][bookmark: _elm00022c]a. In accordance with this document, on behalf of the AO, establish policy, resourcing, and oversight of the USMA Cybersecurity Program that is consistent with HQDA directives to create the WREN.
[bookmark: _elm00022d][bookmark: _elm00022e][bookmark: _elm000230][bookmark: _Toc2–7b][bookmark: _elm00022f][bookmark: _elm000231]b. Serve as proponent for policies and guidance for USMA cybersecurity activities to support USMA operations as described in this document IAW USMA Reg 25-30.
[bookmark: _elm000232][bookmark: _elm000233][bookmark: _elm000235][bookmark: _Toc2–7c][bookmark: _elm000234][bookmark: _elm000236]c. In coordination with (ICW) the USMA IT Strategy Committee, set the strategic direction and policy, and verify the effective use of USMA enterprise resources for Academy wide activities; design, build, configure, secure, operate, maintain, modernize, and sustain the USMA-managed WREN and USMA IT; and protect and defend IT by ensuring availability, integrity, authentication, confidentiality, and non-repudiation.
[bookmark: _elm000237][bookmark: _elm000238][bookmark: _elm00023a][bookmark: _Toc2–7d][bookmark: _elm000239][bookmark: _elm00023b]d. Promulgate policies and guidance to ensure that all IT complies with applicable law and national and Federal issuances, to include USMA-applicable DoD issuances and NIST standards. Document exceptions and accepted risk decisions. Reassess documented exceptions and accepted risks on a periodic basis to ensure leadership remains aware of the USMA IT risk posture.
[bookmark: _elm00023c][bookmark: _elm00023d][bookmark: _elm00023f][bookmark: _Toc2–7e][bookmark: _elm00023e][bookmark: _elm000240]e. Ensure that support for the USMA cybersecurity architecture is provided as described in this document.
[bookmark: _elm000241][bookmark: _elm000242][bookmark: _elm000244][bookmark: _Toc2–7f][bookmark: _elm000243][bookmark: _elm000245]f. Validate that IT investments comply with WREN mission objectives, to include leveraging DOD-wide cybersecurity solutions to the extent practical and are consistent with USMA cybersecurity architecture.
[bookmark: _elm000246][bookmark: _elm000247][bookmark: _elm000249][bookmark: _Toc2–7g][bookmark: _elm000248][bookmark: _elm00024a]g. As the USMA Enterprise Information Environment Mission Area (EIEMA) lead, manage the portfolio of cybersecurity capabilities in accordance with this document and ICW the IT Strategy Committee to ensure that investments support WREN requirements.
[bookmark: _elm00024b][bookmark: _elm00024c][bookmark: _elm00024e][bookmark: _Toc2–7h][bookmark: _elm00024d][bookmark: _elm00024f]h. Ensure that in-depth cybersecurity orientation, training, certification, and awareness programs are developed and made available to all USMA MADs for execution.
[bookmark: _elm000250][bookmark: _elm000251][bookmark: _elm000253][bookmark: _Toc2–7i][bookmark: _elm000252][bookmark: _elm000262][bookmark: _elm000263][bookmark: _Toc2–7j][bookmark: _Toc2–7k][bookmark: _Toc2–7l]i. The CIO/G–6 holds responsibility, authority, and oversight, and develops procedures, for cybersecurity activities, including PKI and public-key enabling technologies. The CIO/G–6 also ensures compliance with appropriate policies governing the WREN.
[bookmark: _elm0002a9][bookmark: _elm0002aa][bookmark: _Toc2–7n(12)][bookmark: _elm0002ab][bookmark: _Toc2–7o][bookmark: _Toc2–7p][bookmark: _Toc2–7q][bookmark: _elm0002ac]j. Ensure that appropriate authorizations are obtained and maintained throughout system life cycles.
[bookmark: _elm0002ae][bookmark: _elm0002af][bookmark: _elm0002b0][bookmark: _Toc2–7r][bookmark: _elm0002b1]k. Coordinate with ARCYBER regarding any system that introduces a "very high" or "high" risk level to determine under what conditions such a system may operate due to mission criticality.
[bookmark: _elm0002b3][bookmark: _elm0002b4][bookmark: _elm0002b5][bookmark: _Toc2–7s][bookmark: _elm0002b6]l. Represent USMA at Federal, DOD, Joint-level, and Army-level AO forums.
[bookmark: _elm0002b7][bookmark: _elm0002b8][bookmark: _elm0002ba][bookmark: _Toc2–7t][bookmark: _elm0002b9][bookmark: _elm0002bb]m. Appoint the USMA Chief Information Security Officer (CISO) and Chief Technology Officer (CTO).
[bookmark: _elm0002bd][bookmark: _elm0002be][bookmark: _elm0002bf][bookmark: _Toc2–7u][bookmark: _elm0002c0]n. Appoint the USMA code signing officer.
[bookmark: _elm0002c2][bookmark: _elm0002c3][bookmark: _elm0002c4][bookmark: _Toc2–7v][bookmark: _elm0002c9][bookmark: _elm0002ca][bookmark: _Toc2–7w]o. Advise USMA mission area leads to ensure that cybersecurity requirements are addressed for all IT.
[bookmark: _Toc2–7x][bookmark: _elm0002dd][bookmark: _Toc2–7y][bookmark: _Toc2–7z][bookmark: _Toc2–7aa][bookmark: _elm0002de]p. Ensure that cybersecurity solutions do not unnecessarily restrict the use of assistive technology by individuals with disabilities, or access to or use of information and data by individuals with disabilities, in accordance with law and DOD issuances.
[bookmark: _elm0002e2][bookmark: _Toc2–7bb][bookmark: _elm0002e3]q. Ensure that cybersecurity requirements are addressed and visible in all capability portfolios, and are properly addressed during IT development in the non-kinetic (cyber) piece of the systems survivability key performance parameters, technical architectures, IT life-cycle management processes, and investment programs that incorporate IT.
[bookmark: _elm0002e7][bookmark: _Toc2–7cc][bookmark: _elm0002e8]r. As USMA’s proponent to the Information Management Program Evaluation Group, coordinate, and advocate for resources for USMA-wide cybersecurity solutions, to include overseeing appropriations allocated to the USMA Cybersecurity Program.
[bookmark: _elm0002ec][bookmark: _Toc2–7dd][bookmark: _elm0002ed]s. Ensure that system-of-systems network vulnerability assessments are integrated into the USMA cybersecurity program.
[bookmark: _elm0002f1][bookmark: _Toc2–7ee][bookmark: _elm0002f2]t. Identify root causes and solutions for systemic and critical cybersecurity issues reported to the USMA Risk management organization.
[bookmark: _elm0002f6][bookmark: _Toc2–7ff][bookmark: _elm0002f7]u. Issue and annually review the requirements governing the appropriate use of USMA IT, which will be included in all UMSA IT user agreements.
[bookmark: _elm0002fb][bookmark: _Toc2–7gg][bookmark: _elm0002fc]v. Validate cybersecurity strategy annexes.
[bookmark: _elm000300][bookmark: _Toc2–7hh][bookmark: _elm000305][bookmark: _elm000306][bookmark: _Toc2–7ii]w. Oversee the USMA registration authority for the issuance of PKI credentials.
[bookmark: _elm00030a][bookmark: _Toc2–7jj][bookmark: _elm00030b]x. Provide guidance and oversight of USMA IT implementation to ensure that ports, protocols, and services follow the requirements outlined in this document. 
[bookmark: _elm00030f][bookmark: _Toc2–7kk][bookmark: _elm000310]aa. Provide regulatory and policy recommendations and oversight.
[bookmark: _elm000319][bookmark: _Toc2–7ll][bookmark: _Toc2–7mm][bookmark: _elm00031a]bb. Develop and publish common cybersecurity assessment benchmarks based on the DOD RMF and in accordance with NIST guidance.
[bookmark: _elm00031e][bookmark: _Toc2–7nn][bookmark: _elm00031f][bookmark: _elm000320][bookmark: _elm000322][bookmark: _elm000321]cc. In addition to the responsibilities in paragraph 2 – 2, as the USMA Staff G–6, the CIO/G – 6 will—
(1) Promote and facilitate the USMA Cybersecurity Program and related activities to support WREN Operations.
[bookmark: _elm000327][bookmark: _elm000326][bookmark: _Toc2–7oo](2) Oversee management of cybersecurity activities to support WREN operations and DCO – IDM.
[bookmark: _elm00032c][bookmark: _elm00032b][bookmark: _Toc2–7pp][bookmark: _elm000336][bookmark: _elm000335][bookmark: _Toc2–7qq][bookmark: _Toc2–7rr](3) Ensure that cybersecurity inspections and compliance oversight activities are accomplished in coordination with AR 525 – 2 Army Protection Program, and that the cybersecurity trend information is shared with key stakeholders.
[bookmark: _elm00033b][bookmark: _Toc2–7ss][bookmark: _elm00033c](4) Integrate Federal-cybersecurity requirements into the USMA technical architecture. Integrate DOD- and Joint-directed cybersecurity requirements and capability sets as applicable to WREN operations.
(5) Ensure utilization of the WREN cybersecurity architecture.
(6) Ensure that IT investments comply with DODI 8500.01.
(7) Validate that the cybersecurity and cyber resilience of capabilities are addressed consistent with WREN documentation.
(8) Ensure that vulnerability mitigation, incident response, and reporting capabilities are integrated with IT-enabled USMA capabilities across mission and functional areas, as described in this document.
(9) Serve as the Program Manager for the WREN.
[bookmark: _elm00033d][bookmark: _elm00033e][bookmark: _elm000341][bookmark: _Toc2–8_THEINSPECTORGENERAL][bookmark: _Toc2–8][bookmark: _elm000358][bookmark: _elm000340]2 – 4. USMA Inspector General
[bookmark: _elm000342][bookmark: _elm000343]In addition to the responsibilities in paragraph 2 – 2, the Inspector General will—
[bookmark: _elm000346][bookmark: _elm000347][bookmark: _elm000349][bookmark: _Toc2–8a][bookmark: _elm000348][bookmark: _elm00034a]a. Upon directive, conduct evaluation(s) to determine the effectiveness of the USMA Cybersecurity Program and cybersecurity practices.
[bookmark: _elm00034b][bookmark: _elm00034c][bookmark: _elm00034e][bookmark: _Toc2–8b][bookmark: _elm00034d][bookmark: _Toc2–8c][bookmark: _elm000359][bookmark: _elm00035a][bookmark: _Toc2–8d]b. Upon directive, coordinate with the USMA CIO/G – 6 to identify root causes and support identification of solutions for reported systemic and critical cybersecurity issues.
[bookmark: _elm00036f][bookmark: _elm000370][bookmark: _Toc2–9b][bookmark: _elm000373][bookmark: _Toc2–10_DEPUTYCHIEFOFSTAFF,G–1][bookmark: _Toc2–10][bookmark: _elm000385][bookmark: _elm000371]2 –5. USMA G – 1
[bookmark: _elm000374]In addition to the responsibilities in paragraph 2 – 2, the G – 1 will—
[bookmark: _elm000378][bookmark: _elm000379][bookmark: _elm00037b][bookmark: _Toc2–10a][bookmark: _elm00037a][bookmark: _elm00037c]a. Assign a position designation (PD) for personnel occupying cybersecurity positions using the criteria found in DODM 5200.02 and DODI 1400.25, Vol. 731; and document the PD in the Defense Civilian Personnel Data System.
[bookmark: _elm00037d][bookmark: _elm00037e][bookmark: _elm000380][bookmark: _Toc2–10b][bookmark: _elm00037f][bookmark: _elm000381]b. Ensure that the PD includes the associated suitability and fitness requirements in accordance with Army policies, procedures, standards, and other guidance.
[bookmark: _elm000382][bookmark: _elm000383][bookmark: _elm000386][bookmark: _Toc2–10c]c. Coordinate with the USMA Records Manager to identify and store G1 generated cybersecurity related information IAW AR 25-400-2 Army Records Information Management System.
[bookmark: _Toc2–5d][bookmark: _elm00021a][bookmark: _elm000219][bookmark: _Toc2–6_ADMINISTRATIVEASSISTANTTOTHESECR][bookmark: _elm00021b]d. Develop procedures for managing and reporting loss or unauthorized disclosure of personally identifiable information (PII), or other Privacy Act information, including information in electronic format.
[bookmark: _elm000388][bookmark: _elm000389][bookmark: _elm00038c][bookmark: _Toc2–11_DEPUTYCHIEFOFSTAFF,G–2][bookmark: _Toc2–11][bookmark: _elm0003f6][bookmark: _elm00038b]2 – 6. USMA G – 2
[bookmark: _Toc2–11a(2)][bookmark: _elm0003a8][bookmark: _elm0003a9][bookmark: _Toc2–11b][bookmark: _Toc2–11c][bookmark: _Toc2–11d]In addition to the responsibilities in paragraph 2 – 2, the G – 2 will—
a. Issue procedures for promptly managing and reporting actual or potential compromise of classified information and unauthorized disclosure of controlled unclassified information (CUI) in an electronic format, to include such losses on cleared contractor systems.
[bookmark: _elm0003aa][bookmark: _elm0003ab][bookmark: _elm0003ad][bookmark: _Toc2–11e][bookmark: _elm0003ac][bookmark: _elm0003ae]b. Develop a policy for and ensure the collection, analysis, and dissemination of USMA-level cyber threat data, in accordance with applicable regulations.
[bookmark: _elm0003af][bookmark: _elm0003b0][bookmark: _elm0003b2][bookmark: _Toc2–11f][bookmark: _elm0003b1][bookmark: _elm0003b3]c. Prescribe the activities, policies, processes, procedures, and protocols for reportable intelligence and information related to cyberspace.
[bookmark: _elm0003b4][bookmark: _elm0003b5][bookmark: _elm0003b7][bookmark: _Toc2–11g][bookmark: _elm0003b6][bookmark: _Toc2–11r]d. Coordinate with the Provost Marshal to ensure the physical security program includes the measures required to safeguard IT equipment appropriately
e. Coordinate with the USMA Records Manager to identify and store G2 generated cybersecurity related information IAW AR 25-400-2 Army Records Information Management System.
[bookmark: _elm0003f9][bookmark: _elm0003fa][bookmark: _elm0003fd][bookmark: _Toc2–12_DEPUTYCHIEFOFSTAFF,G–3/5/7][bookmark: _Toc2–12][bookmark: _elm000450][bookmark: _elm0003fc]2 –7. USMA G – 3
[bookmark: _elm0003fe]In addition to the responsibilities in paragraph 2 – 2, the G – 3 will—
[bookmark: _Toc2–12b][bookmark: _elm000419][bookmark: _Toc2–12c][bookmark: _Toc2–12d][bookmark: _Toc2–12e][bookmark: _elm00041a]a. Ensure that cybersecurity training is integrated and conducted throughout USMA.
[bookmark: _elm00041e][bookmark: _Toc2–12f][bookmark: _elm00041f]b. Report systemic or critical cybersecurity-related issues identified during USMA assessments, critical infrastructure risk management assessments, and insider threat monitoring to applicable governing bodies. Cybersecurity will be included as part of USMA protection program assessments and protection-related actions.
[bookmark: _elm000423][bookmark: _Toc2–12g][bookmark: _elm000424]c. Track operational compliance with directed vulnerability mitigation and incident response actions related to cyberspace operations.
[bookmark: _elm000428][bookmark: _Toc2–12h][bookmark: _elm00042d][bookmark: _Toc2–12i][bookmark: _elm00042e]d. Ensure that cybersecurity is included as a specific readiness status reporting requirement. 
[bookmark: _elm000432][bookmark: _Toc2–12j][bookmark: _elm00043c][bookmark: _Toc2–12k][bookmark: _Toc2–12l][bookmark: _elm00043d]e. Coordinate and synchronize cybersecurity resiliency reviews of USMA platforms.
[bookmark: _elm000441][bookmark: _Toc2–12m][bookmark: _elm000442]f. Validate the cybersecurity mission-essential task list for readiness status reporting.
[bookmark: _elm000443][bookmark: _elm000444][bookmark: _elm000446][bookmark: _Toc2–12n][bookmark: _elm000447]g. Ensure consideration of the AO’s risk decision when conducting operational risk assessments.
[bookmark: _elm00044b][bookmark: _Toc2–12o][bookmark: _elm00044c]h. In coordination with the USMA CIO/G – 6, issue appropriate implementing instructions to ensure that all USMA organizations are responsive to CIO/G6 directives.
[bookmark: _elm000451][bookmark: _Toc2–12p][bookmark: _elm000452]i. Coordinate and synchronize all USMA cybersecurity and protection inspections, including service providers for installations.
j. Coordinate with the USMA Records Manager to identify and store G3 generated cybersecurity-related information IAW AR 25-400-2 Army Records Information Management System.
[bookmark: _elm000453][bookmark: _elm000454][bookmark: _elm000457][bookmark: _Toc2–13_DEPUTYCHIEFOFSTAFF,G–4][bookmark: _Toc2–13][bookmark: _elm000473][bookmark: _elm000456]2 –8. USMA G – 4
[bookmark: _elm000458]In addition to the responsibilities in paragraph 2 – 2, the G – 4 will—
[bookmark: _elm00045c][bookmark: _elm00045d][bookmark: _elm00045f][bookmark: _Toc2–13a][bookmark: _elm00045e][bookmark: _elm000460]a. Ensure that logistics policies implement applicable cybersecurity controls required across USMA, to include but not 
limited to asset management, sustainment, and maintenance.
[bookmark: _elm000461][bookmark: _elm000462][bookmark: _elm000464][bookmark: _Toc2–13b][bookmark: _elm000463][bookmark: _elm000465][bookmark: _Toc2–13e]b. Integrate IT asset management into existing asset management and inventory procedures.
c. Coordinate with the USMA Records Manager to identify and store G4 generated cybersecurity-related information IAW AR 25-400-2 Army Records Information Management System.
[bookmark: _elm000476][bookmark: _elm000477][bookmark: _elm00047b][bookmark: _elm00047a][bookmark: _Toc2–14_DEPUTYCHIEFOFSTAFF,G–8][bookmark: _Toc2–14]2 –9. USMA G – 8
[bookmark: _elm00047c]In addition to the responsibilities in paragraph 2 – 2, the G – 8 will—
a. Independently assess the development, integration, and defense of programming to support USMA cyber investments in the program objective memorandum and the Planning, Programming, Budgeting, and Execution System. 
b. In coordination with, CIO/G6, verify that programmed and budgeted resources are incorporated into budget justification material for IT investments to ensure understanding of approved requirements that support the WREN. 
c. Develop, implement, and maintain an IT security plan for each G8 IT system, to include a list and the implementation status of all required controls.
d. Coordinate with the USMA Records Manager to identify and store G8 generated cybersecurity-related information IAW AR 25-400-2 Army Records Information Management System.
[bookmark: _elm000636][bookmark: _elm000637][bookmark: _Toc2–23g][bookmark: _elm00063a][bookmark: _Toc2–24_ARMYSENIORINFORMATIONSECURITYOF][bookmark: _Toc2–24][bookmark: _elm00067b][bookmark: _elm000638][bookmark: _elm000639][bookmark: _elm00063b]2 – 10. Chief Information Security Officer
Appointed by the USMA CIO, the USMA Chief Information Security Officer (CISO) will direct and coordinate the USMA Cybersecurity Program, to include but not limited to‒
[bookmark: _elm00066b][bookmark: _elm00066c][bookmark: _elm000651][bookmark: _elm000652][bookmark: _Toc2–24b][bookmark: _Toc2–24c][bookmark: _Toc2–24d][bookmark: _elm000653][bookmark: _Toc2–24e][bookmark: _elm00066d]a. Serve as the cybersecurity coordination point for USMA programs that are deploying information technologies to USMA .edu networks (e.g., WREN, WREN Public)
[bookmark: _elm000662][bookmark: _Toc2–24f][bookmark: _Toc2–24g][bookmark: _Toc2–24h][bookmark: _elm000663]b. Oversee implementation and enforcement of DODI 8510.01 within USMA.
[bookmark: _elm000664][bookmark: _elm000665][bookmark: _elm000667][bookmark: _Toc2–24i][bookmark: _elm00063f][bookmark: _elm000640][bookmark: _Toc2–24a](1) Oversee the development and dissemination of the overall cybersecurity policy for USMA IAW USMA Reg 25-30.
[bookmark: _elm000644][bookmark: _elm000645](2) Oversee the USMA Security Control Assessor-Organization function to include assessment of the quality, capacity, visibility, and effectiveness of cybersecurity assessments, and direct modifications, as necessary.
[bookmark: _elm000646][bookmark: _elm000647][bookmark: _elm000649][bookmark: _elm00064e][bookmark: _elm00064f](3) Ensure that USMA cybersecurity assessment process remains consistent with DOD and DA policy and guidance. Where USMA’s mission requires deviations/derogations, ensure the AO/AODR has accepted the risk of the deviation/derogation and that other appropriate Army stakeholders are aware of the deviations/derogations.
[bookmark: _elm000676][bookmark: _elm000677](4). Recommend updates and additions for NIST security controls. Where USMA’s mission requires deviations/derogations, ensure the AO/AODR has accepted the risk of the deviation/derogation and that other appropriate Army stakeholders are aware of the deviations/derogations.
[bookmark: _Toc2–24j][bookmark: _Toc2–24k][bookmark: _Toc2–24l][bookmark: _elm00067c][bookmark: _elm000666][bookmark: _elm00067d](5). Recommend updates and additions to the security control baselines and overlays published by NIST and/or DoD to the USMA RMF.
[bookmark: _elm000668]c. Establish and oversee the workforce of cybersecurity professionals responsible for conducting security assessments.
[bookmark: _Toc2–24m]d. Serve as co-chair of the Configuration Management Council (CMC) with the CTO.
e. Serve as the Command’s Information System Security Manager-Program (ISSM-P).
f. ICW the CIO’s and IT Strategy Committee’s priorities, plan and execute MS4X Management Decision Execution Package (MDEP) monies. Use the Army’s Information System Security Program (ISSP) web tool (https://issp.army.mil/), or its successor capability(ies), ICW USMA G8 to input MDEP planning values.
g. Ensure the Army’s Army Portfolio Management System (APMS), or its successor system(s), is kept up to date for designated enclaves and systems. 
h. Ensure Army’s Enterprise Mission Assurance Support Service (eMASS), or its successor system(s), is kept up to date for designated enclaves and systems.
i. Coordinate with the USMA Records Manager to identify and store CISO and cybersecurity branch-generated cybersecurity-related information IAW AR 25-400-2 Army Records Information Management System.
j. Ensure the proper review and integrity of audit trails. 
k. CIO/G6 is the Office with Coordinating Responsibility (OCRs).
During an incident, the CISO is responsible for the administration and management of the USMA CIO/G6 Cyber and Incident Response Team (IRT) program and is the focal point for all organizational information systems security concerns as the IRT Lead. 
The CISO incident responsibilities include:
a. Passing incoming incident information from the ISSOs or users to network management and service/agency levels in a timely fashion. 
b. Notifying the CIO and the CTO in the event of a serious security incident which will activate the USMA Cyber IRT. 
c. Executing any additional instructions or tasks from higher authority to the IRT. Notifying higher echelon network security personnel and the installation security personnel, if applicable. implementing the overall information system security program
d. Ensuring that all information systems security-related incidents and violations are immediately reported, properly investigated, and correctly resolved. 
e. Coordinating all targeted monitoring activity to include appropriate notification to the General Counsel, SSO, Commander, and Senior Intelligence Officer (SIO) for the system being monitored. During targeted monitoring activities, extreme care must be exercised in conducting targeted monitoring as a response to an incident or suspected incident to ensure that evidence is not destroyed, innocent personnel are not implicated, and the subject does not become aware of a planned monitoring activity. 
f. Gathering data, performing analysis, and applying principles, procedures, and methodologies to assist the investigating personnel in resolving problems. 
g. Collecting audit records from the local USMA CIO/G6 components and reviewing and retaining the local security audit trail.
h. Requesting appointments from the USMA CIO or USMA CTO for members of the IRTs.
i. Reporting all known or suspected security weaknesses and incidents, including unauthorized disclosures of information. 
j. Ensuring the proper review and integrity of audit trails. 
k. Cooperating with the investigating forensic team.
l. Ensuring alternate CISO or IRT Manager is in place in case the USMA CISO is not available. 
[bookmark: _elm000690]2 – 11. Chief Technology Officer
Appointed by the USMA CIO, the CTO will direct and coordinate the day to day operations of the WREN, to include but not limited to‒
a. Oversee implementation of USMA’s cybersecurity policies.
b. Serve as the Information System Owner of the WREN.
c. Serve as co-chair of the CMC with the CISO.
d. Coordinate with the USMA Records Manager to identify and store CTO generated cybersecurity-related information IAW AR 25-400-2 Army Records Information Management System.
[bookmark: _elm00068e][bookmark: _elm00068f][bookmark: _Toc2–25b][bookmark: _elm000691][bookmark: _Toc2–26_AUTHORIZINGOFFICIALDESIGNATEDRE][bookmark: _Toc2–26][bookmark: _elm0006ac]2 – 12. Chief Data Officer
In addition to the responsibilities in paragraph 2 – 2, the Chief Data Officer (CDO) will—
a. Coordinate with USM CIO/G6 to incorporate risk management framework controls into USMA’s Data Strategy and Governance documents. 
b. Coordinate with USMA Privacy Officer to align Privacy Office documents (e.g., Privacy Impact Assessments and System of Record Notices (SORNs)) with USMA’s Data Strategy and Governance documents. 
2 – 13. Privacy Officer
In addition to the responsibilities contained in AR 25-22, the Privacy Officer will—
a. Be the Office of Primary Responsibility (OPR) for the Academy’s Privacy Impact Assessments (PIAs) and achieving HQDA approval of the PIA. CIO/G6 is an office of coordinating responsibility (OCR).
b. Be the OPR for the Academy’s System of Record Notices (SORNs) and achieving HQDA approval of the SORNs. CIO/G6 is an office of coordinating responsibility (OCR).
c. Assist MADs and reporting parties in the USMA PII breach reporting process (see also USMA Reg 25-2-IR Incident Response).
[bookmark: _elm000692]2 – 14. Authorizing Official Designated Representative
[bookmark: _Toc2–26b(1)][bookmark: _Toc2–26b(2)][bookmark: _Toc2–26b(3)][bookmark: _elm0006ad][bookmark: _elm0006ae][bookmark: _Toc2–26c]For a comprehensive list of duties and responsibilities, please refer to the DA Pam 25 – 2 –12 Authorizing Official (available at https://armypubs.army.mil/epubs/DR_pubs/DR_a/pdf/web/ARN16683_DAPam_25_2_12_FINAL.pdf).
[bookmark: _elm0006af][bookmark: _elm0006b0][bookmark: _elm0006b2][bookmark: _Toc2–27_SECURITYCONTROLASSESSOR][bookmark: _Toc2–27][bookmark: _elm0006c1][bookmark: _elm0006b3]2 – 15. Security Control Assessor-Organizational
[bookmark: _elm0006b4][bookmark: _elm0006b5][bookmark: _elm0006b7][bookmark: _Toc2–27a][bookmark: _elm0006b6][bookmark: _elm0006b8]a. The SCA-O holds the delegated authority and delegated responsibility for the assessment of all information systems and PIT systems governed by the USMA Cybersecurity Program. USMA uses the SCA-O position by exception and for limited time periods.
[bookmark: _elm0006b9][bookmark: _elm0006ba][bookmark: _elm0006bc][bookmark: _Toc2–27b][bookmark: _elm0006bb][bookmark: _elm0006bd]b. The SCA-O evaluates the cybersecurity capabilities and services of a USMA information system or PIT system and recommends mitigation, remediation, or acceptance of risk to the CISO. The SCA-O also continuously assesses and guides the quality and completeness of RMF activities and tasks and the resulting artifacts.
[bookmark: _elm0006be][bookmark: _elm0006bf][bookmark: _elm0006c2][bookmark: _Toc2–27c][bookmark: _elm0006c0][bookmark: _elm0006c3]c. For a comprehensive list of duties and responsibilities, please refer to DA Pam 25-2-14 Risk Management Framework for Army Information Technology (available at https://armypubs.army.mil/epubs/DR_pubs/DR_a/pdf/web/ARN16680_DAPam_25_2_14_FINAL.pdf).
[bookmark: _elm0006c4][bookmark: _elm0006c5][bookmark: _elm0006c7][bookmark: _Toc2–28_INFORMATIONSYSTEMOWNER][bookmark: _elm0006d1][bookmark: _Toc2–28][bookmark: _elm0006c8]2 –16. Information System Owner
[bookmark: _elm0006c9][bookmark: _elm0006ca][bookmark: _elm0006cc][bookmark: _Toc2–28a][bookmark: _elm0006cb][bookmark: _elm0006cd]a. All USMA information systems and PIT systems have an appointed Information System Owner (ISO) who holds primary responsibility for managing system procurement, development, integration, modification, operation and maintenance, life-cycle management, and disposal. The ISO is responsible for ensuring that the appropriate operational security posture is maintained. The ISO will work with the SCA-O, information system security managers (ISSMs), information system security officers (ISSOs), and Department Computer Officers (DCOs) to ensure compliance with USMA policies for the systems they own. The ISO will ensure the appointment of an ISSM, ISSO, and a user representative for each IT system to implement and maintain cybersecurity and satisfy the RMF program’s requirements.
[bookmark: _elm0006ce][bookmark: _elm0006cf][bookmark: _elm0006d2][bookmark: _Toc2–28b][bookmark: _elm0006d0][bookmark: _elm0006d3]b. For a comprehensive list of duties and responsibilities, please refer to DA Pam 25-2-14 Risk Management Framework for Army Information Technology (available at https://armypubs.army.mil/epubs/DR_pubs/DR_a/pdf/web/ARN16680_DAPam_25_2_14_FINAL.pdf).
c. Coordinate with USMA CIO/G6 for entry of the information system in the Army Portfolio Management System (APMS) or its successor system(s), as appropriate.
d. When circumstances warrant, a single individual may fulfill both the ISO and System Administrator (SA) roles (e.g., a faculty researcher owning and administering a device supporting a research project).
e. Coordinate with the USMA Records Manager to identify and store IS and cybersecurity-related information IAW AR 25-400-2 Army Records Information Management System.
[bookmark: _elm0006d4][bookmark: _elm0006d5][bookmark: _elm0006d7][bookmark: _Toc2–29_PROGRAMANDSYSTEMMANAGERS][bookmark: _Toc2–29][bookmark: _elm0006e6][bookmark: _elm0006d8]2 – 17. Program Managers and System Managers
[bookmark: _elm0006d9][bookmark: _elm0006da][bookmark: _elm0006dc][bookmark: _Toc2–29a][bookmark: _elm0006db][bookmark: _elm0006dd]a. A Program Manager (PM) or System Manager (SM) is responsible for the development, production, and sustainment of a capability that meets user operational needs. Additionally, the PM/SM serves as the focal point for the integration of cybersecurity into and throughout the system life cycle.
[bookmark: _elm0006de][bookmark: _elm0006df][bookmark: _elm0006e1][bookmark: _Toc2–29b][bookmark: _elm0006e0][bookmark: _elm0006e2]b. For each assigned information system or PIT system, the PM/SM will appoint an ISSM with the support, authority, and resources to satisfy the responsibilities established in USMA policies. The PM/SM will ensure that each program acquiring an information system or PIT system has an assigned information system security engineer who is fully integrated into the systems engineering process. The PM/SM also will ensure that the planning and execution of all RMF activities are aligned, integrated with, and supportive of the system acquisition process.
[bookmark: _elm0006e3][bookmark: _elm0006e4][bookmark: _elm0006e7][bookmark: _Toc2–29c][bookmark: _elm0006e5]c. For a comprehensive list of duties and responsibilities, see also DA Pam 25-2-14 Risk Management Framework for Army Information Technology (available at https://armypubs.army.mil/epubs/DR_pubs/DR_a/pdf/web/ARN16680_DAPam_25_2_14_FINAL.pdf).
d. Coordinate with the USMA Records Manager to identify and store IS and cybersecurity-related information IAW AR 25-400-2 Army Records Information Management System.
[bookmark: _elm0006e9][bookmark: _elm0006ea][bookmark: _elm0006ec][bookmark: _Toc2–30_INFORMATIONSYSTEMSECURITYOFFICE][bookmark: _Toc2–30][bookmark: _elm0006fb][bookmark: _elm0006ed]2 – 18. Information System Security Manager
[bookmark: _elm0006ee][bookmark: _elm0006ef][bookmark: _elm0006f1][bookmark: _Toc2–30a][bookmark: _elm0006f0]a. The Information System Security Manager (ISSM) acts as a technical advisor to the principle officials and senior leaders’ CISO. He or she holds primary responsibility for maintaining the overall security posture of the systems within his or her organization and is accountable for the implementation of USMA RMF. ISSMs develop the organization’s cybersecurity program, which must address cybersecurity architecture, requirements, objectives, and policies; cybersecurity personnel; and cybersecurity processes and procedures. ISSMs are also in charge of the continuous monitoring of systems within their purview to ensure compliance with cybersecurity policies. ISSMs ensure the secure configuration and approval of IT below the system level (that is, products and IT services), in accordance with applicable guidance, prior to acceptance into or connection to a DOD information system or PIT system.
b. ISSMs appoint ISSOs in writing. They provide ISSOs direction, in accordance with DODI 8500.01, and ensure that ISSOs are following established cybersecurity policies and procedures.
[bookmark: _Toc2–30c]c. For a comprehensive list of duties and responsibilities, please refer to DA Pam 25-2-14 Risk Management Framework for Army Information Technology (available at https://armypubs.army.mil/epubs/DR_pubs/DR_a/pdf/web/ARN16680_DAPam_25_2_14_FINAL.pdf).
d. Coordinate with the ISO to identify and store IS and cybersecurity-related information IAW AR 25-400-2 Army Records Information Management System.
[bookmark: _elm0006fe][bookmark: _elm0006ff][bookmark: _elm000701][bookmark: _Toc2–31_INFORMATIONSYSTEMSECURITYMANAGE][bookmark: _Toc2–31][bookmark: _elm000715][bookmark: _elm000700][bookmark: _elm000702]2 – 19. Information System Security Officer
[bookmark: _elm000703][bookmark: _elm000704][bookmark: _elm000706][bookmark: _Toc2–31a][bookmark: _elm000705][bookmark: _elm000707]a. The ISSO is responsible for ensuring that the appropriate operational security posture is maintained for their information system or PIT system. The ISSO implements and enforces all USMA information systems and PIT system cybersecurity policies and procedures, as defined by cybersecurity-related documents. The ISSO also ensures that all users have the requisite security clearances and access authorization and are aware of their cybersecurity responsibilities for the information systems and PIT systems under their purview before they are granted access to those systems. This includes activities related to maintaining situational awareness and initiating actions to improve or restore a sound cybersecurity posture. The ISSO will assist the ISSM in meeting their duties and responsibilities, as well.
b. When circumstances warrant, a single individual may fulfill both the ISSM and the ISSO roles.
c. For a comprehensive list of duties and responsibilities, please refer to DA Pam 25-2-14 Risk Management Framework for Army Information Technology (available at https://armypubs.army.mil/epubs/DR_pubs/DR_a/pdf/web/ARN16680_DAPam_25_2_14_FINAL.pdf).
d. Coordinate with the ISO and ISSM to identify and store IS and cybersecurity-related information IAW AR 25-400-2 Army Records Information Management System.
e. Define privileged user roles for WREN Managed IS; ensure they align with USMA policy and that all privileged users are assigned to a defined role(s).
f. Ensure Security Clearances, where appropriate, are current and minimize granted exceptions.
g. Perform and document a quarterly review/audit of all WREN privileged users identified in Active Directory and of all designated privileged users on non-Windows enterprise systems in accordance with applicable DISA STIG/SRG guidance. Minimize their number, scope, and breadth of privilege to only that which is required for effective security and operations of the network. Procedures for the review and audit of USMA CIO/G6 user accounts are found in USMA Policy 25-2-AC 
(Access Control Policy.) The resulting audit report will be provided to USMA CIO/G6 division/branch chiefs for review and follow-up action.
h. Ensure training and access data related to privileged users is accessible by internal and external Insider Threat and Continuous Evaluation elements. 
i. When applicable and feasible, monitor system audit logs for atypical usage. 
j. Reporting security incidents or deviation of security practices in accordance with site-specific requirements.
During an incident, the CISO has appointed an ISSO that is responsible for information system security of WREN information systems. The USMA CIO/G6 ISSO is the first level of interaction for users experiencing security incidents. It is the USMA CIO/G6 ISSO’s responsibility to coordinate incoming information, advise users on handling low-level security incidents, pass information up through the appropriate chain, and disseminate information downwards as appropriate. 
The action for incidents should be done IMMEDIATELY with a recorded log of all the actions that took place from discovery to submission to the USMA CIO/G6 Cyber team. 
The ISSO’s incident responsibilities include:
a. Reporting all security incidents to senior leadership immediately when discovered. 
b. Coordinating reporting with the USMA CTO and USMA CIO. 
c. Notifying the appropriate personnel and/or agencies of an incident and requesting assistance when necessary. 
d. Reviewing and analyzing security-related events and security violations or failures. 
e. Investigating all actual security violations (with appropriate technical assistance) to determine the cause and the actions required to prevent a recurrence. 
f. Generating an incident report for each security incident. 
g. Cooperating with and supporting the conduct of investigations of incidents conducted by authorized law enforcement authorities.
h. Evaluating known vulnerabilities to determine whether additional safeguards are needed. 
i. Coordinating with site security and following site Incident Reporting Procedures. 
[bookmark: _elm00071f][bookmark: _elm000720][bookmark: _Toc2–32][bookmark: _elm000724][bookmark: _elm000723][bookmark: _Toc2–33_USERREPRESENTATIVE][bookmark: _Toc2–33]2– 20. System Administrators and Network Administrators
a. For System Administrator (SA) and Network Administrator (NA) responsibilities see https://atc.us.army.mil/iastar/docs/Cyber_IT_appointment_template_update_4_Oct_2018.pdf
b. In addition to responsibilities that Supervisors and Appointing Officials levy using the Appointment template discussed above, SA and NA personnel have the following injunctions:
(1) Do not navigate the internet with a browser while using a privileged access role/account. This helps reduce the likelihood of account compromise through accessing a malicious or compromised web site(s). 
(2) Do not use the privileged access role/account when the permissions of the account are not necessary to perform an action or activity. Segregation of actions and activities helps reduce the likelihood that the scope of an action exceeds the intended scope. 
c. During an incident, SAs and NAs are responsible for the operational readiness and secure state of the computer systems, including:
(1) Reporting all suspected WREN security violations immediately to the CISO.
(2) Advising the CISO of security anomalies and vulnerabilities associated with the information system.
(3) Providing potential means of fixing identified vulnerabilities.
(4) Participating in the information system security incident reporting program.
(5) Coordinating with the USMA CIO/G6 CISO to investigate and resolve security problems.
2 – 21. Department Computer Officer 
a. The Department Computer Officer (DCO) is responsible for maintaining the operations and operational security posture for their assigned Department(s) information system(s) or PIT system(s). The DCO implements all USMA cybersecurity policies and procedures. The DCOs also supports Chains of Command ensuring that all users have the requisite security clearances and access authorization and are aware of their cybersecurity responsibilities for the information systems and PIT systems under their purview before they are granted access to those systems. This includes activities related to maintaining situational awareness and initiating actions to improve or restore a sound cybersecurity posture. The DCOs will assist the ISSOs in meeting their duties and responsibilities, as well.
b. When circumstances warrant, a single individual may fulfill both the ISSO and DCO roles.
c. For a comprehensive list of duties and responsibilities, please refer to DA Pam 25-2-14 Risk Management Framework for Army Information Technology (available at https://armypubs.army.mil/epubs/DR_pubs/DR_a/pdf/web/ARN16680_DAPam_25_2_14_FINAL.pdf).
d. Coordinate with the respective Department Records Manager to identify and store IS and cybersecurity-related information IAW AR 25-400-2 Army Records Information Management System.
[bookmark: _elm000721][bookmark: _elm000722]2 –22. User Representative
a. Appointed by the AO or AODR, the USMA Chief of IT Support Branch (ITSB) is the primary USMA User representative for the WREN. 
b. MADs may appoint their own User Representatives in support of MAD-specific RMF activities.
c. For a comprehensive list of duties and responsibilities, see also AR 25-2 paragraph 2-33.
2–23. User Manager
a. Appointed by the leadership of their organization (with the organization aligned with the Unit structure within ATCTS and USMA’s Identity Management service) and performing non-technical user management functions on behalf of their organization.
b. Within ATCTS and https://my.westpoint.edu, the user manager monitors and assists their chain of command’s enforcement of compliance for users and the accuracy of the users’ information in ATCTS and my.westpoint.edu. This is especially true for user departure dates, as USMA uses the departure date for automated WREN licensing and provisioning of important services to individual users. Accuracy of this data directly impacts USMA’s license management and license costs.
c. Quarterly reviews will be completed and verified using Army Training and Certification Tracking System (ATCTS), USMA’s Identity and Access Management (IdAM)  capability, https://my.westpoint.edu, and other capabilities as available and as appropriate.
[bookmark: _elm000726][bookmark: _elm000727][bookmark: _elm00072b][bookmark: _elm00072a][bookmark: _Toc2–34_ALLPERSONNEL][bookmark: _Toc2–34][bookmark: _elm000729]2 –24. All personnel
In addition to the responsibilities in paragraph 2 – 34 of AR 25-2, all USMA personnel and users of USMA networks will—
a. Use IT connected to the WREN IAW this regulation, the USMA Policy 25-2 series, and the USMA AUP. 
b. Access, store, and process classified information only on IT that is formally and explicitly authorized for the classification level, caveats, and sensitivity of the information, in accordance with DODM 5200.01 and DODD 5230.11. Processing classified information on any other type of system places the system at risk of destruction to mitigate the classified information spillage IAW the USMA Incident Response Plan and the USMA Negligent Discharge of Classified Information (NDCI) response plan and standard operating procedure(s) (SOP).
c. Access, store, and process controlled unclassified information (CUI) on IT that is formal and explicit authorized for the categorization level, caveats, and sensitivity of the information, in accordance with USMA policies, DODM 5200.01, and DODD 5230.11. As noted in the ATO, the WREN, and connected devices compliant with technical data access control policies, is such an IT system. As a rule, most cloud service offerings/websites (e.g., Google Docs™, Dropbox™, Zoom™) do not have formal authorization to store or process CUI. 
d. Immediately report all cybersecurity-related events (e.g., unauthorized disclosure of PII, loss of device(s) containing PII), potential threats, and vulnerabilities (e.g., insider threats) to the appropriate DCO, ISSO, ISSM, and/or security manager.
e. Appropriately safeguard authenticators for accessing IT and information, such as passwords, personal identification numbers, common access cards (CACs), other smartcards, and other devices USMA approves to prevent their loss or compromise. Report the loss of authenticators (e.g., personal phones used to authenticate to the WREN) to the appropriate DCO, ISSO, ISSM, and/or security manager.
f. Protect terminals, workstations, other input or output devices, and resident data from unauthorized access.
g. Inform the responsible ISSO or ISSM when access to specific IT is no longer required (e.g., completion of project, transfer, retirement, resignation) to enable appropriate property disposition and appropriate data storage sanitization/destruction.
h. Adhere to policies and procedures governing the secure operation and authorized use of IT, including operations security.
[bookmark: _elm00074a][bookmark: _elm00074b][bookmark: _Toc2–36][bookmark: _elm00074e][bookmark: _Toc2–37_AUTHORIZEDUSERS][bookmark: _Toc2–37][bookmark: _elm000780][bookmark: _elm00074c][bookmark: _elm00074d]2 – 25. Authorized User Categories
[bookmark: _elm00074f][bookmark: _elm000757][bookmark: _elm000758][bookmark: _Toc2–37a][bookmark: _Toc2–37b]USMA designed and built the WREN and services hosted by the WREN to support the following categories of Authorized Users that have operational needs/requirements to access WREN resources. See USMA 25-2-IA (Identity and Authorization) and USMA 25-2-AC (Access Control) for specific naming conventions, access rights, and capabilities provided to each category of user. 
The USMA AO has delegated authority to the Chief of Staff and AODR to add user categories to this list between regulation updates. USMA CIO/G6 will establish SOPs to assign licenses/capabilities for each of the user categories.
a. Applicants to USMA (though in an extremely limited capacity). 
b. Applicants admitted to USMA but not yet in-processed at Reception Day (R-Day)
c. Cadets enrolled at USMA, including:
(1) foreign nationals participating in semester abroad programs
(2) foreign nationals participating in four-year study abroad programs 
d. Cadet candidates enrolled at USMAPS and in an active status. 
e. Staff and Faculty of  USMA, including:
(1) Persons in the USMA or USMAPS Table of Distribution and Allowances (TDA) Manning Document in an active or sabbatical status 
(2) Foreign nationals participating in staff and faculty exchange programs
(3) Gratuitous Service Agreement (GSA) persons
(4) Inter-Governmental Personnel Agreement (IPA) persons
(5) Adjunct faculty when teaching and preparing to teach a course (up to one semester prior to teaching when so sponsored by their department)
(6) Reservists and National Guard members in active or drill status
(7) Individual Mobilization Augmentees (IMA) in active or drill status
(8) Faculty not yet signed into the Dean’s Directorate up to 1 academic term prior to their arrival
(9) Emeritus Faculty sponsored by the Dean of the Academic Board
(10) Retirees sponsored by their MAD for up to one month after retirement
(11) Personnel that have conducted a permanent change of station (PCS) sponsored by their MAD for up to one month post PCS date
(12) Personnel on their Operational Experience (OE) 
(13) Functional Area 47 selectees as sponsored by their Academic Department
f. Directorate of Admissions (DAD) sponsored Field Force representatives
g. Congress members and/or their representatives in support of their role in admissions processes. 
h. Sponsored Guests of Staff and Faculty, including research partners of USMA researchers. 
i. Formal interns, co-op students, and similar work-training program participants
j. Attendees at USMA or DA/DoD sponsored events (e.g., academic conferences, Commanders Conferences)
k. West Point personnel not assigned to USMA on a by exception basis, including:
(1) Emergency Operations Center (EOC) staff when the EOC is active
(2) Garrison Command Team
(3) Criminal Investigation Division
(4) Keller Army Community Hospital (KACH) supporting the Cadet Injury Tracking System (CITS)
(5) Logistics Readiness Center (LRC)
[bookmark: _elm000783][bookmark: _elm000784][bookmark: _Toc2–37j][bookmark: _elm000787][bookmark: _Toc2–38_PRIVILEGEDUSERSANDACCOUNTS][bookmark: _Toc2–38][bookmark: _elm0007da][bookmark: _elm000786]2 – 26. Privileged users and accounts
[bookmark: _elm000788]The AR 25-2 definition of “privileged users” is “individuals who have delegated authority and technical permissions to perform functions that ordinary users may not perform.”
USMA deviates from this definition as it applies to the need for specialized training, PAA and NDA (see also USMA Reg 25-2-AT Awareness and Training).
a. Persons with a local administrator account of their personal devices are not privileged users in the context of this regulation and device usage on the WREN. Persons with a local administrator’s account on their GFE endpoint device (e.g., laptop, desktop, tablet) are also not privileged users in the context of this regulation. 
b. The following are privileged users for the purposes of the WREN. They must complete training IAW USMA Policy 25-2-AT Awareness and Training para 3-1 through 3-4. They must also complete a PAA and NDA and ensure they upload both to ATCTS:
(1). Any administrator of an internet protocol (IP) based service operating on the WREN (e.g., Web Server(s), DNS, Identity Management) to which other users or devices can connect. IP-based service is any capability to which systems and/or users can connect to perform a function. Services operating exclusively on loopback address(es) (e.g.,127.0.0.1) do not qualify in this context.
(2) Any person, using their issued credentials, who can perform security relevant functions on someone else’s computer/device.
(3) Staff privileged users (e.g., DCOs, ISSOs, Government Service (GS) 2210 series, Career Program (CP34) series). See also para 2-18 System Administrators and Network Administrators.
c. Contractor privileged users. See also para 2-18 System Administrators and Network Administrators.
[bookmark: _elm0007de][bookmark: _elm0007dd][bookmark: _Toc2–38(10)][bookmark: _elm0008c0]

[bookmark: _Toc29460423]Chapter 3
[bookmark: _TocCHAPTER3][bookmark: _elm0007df][bookmark: _TocCHAPTER3_THEARMYCYBERSECURITYPROGRAM]The USMA Cybersecurity Program
[bookmark: _elm0007e0][bookmark: _elm0007e1][bookmark: _elm0007e4][bookmark: _Toc3–1_NEEDTITLE][bookmark: _Toc3–1][bookmark: _elm00084a][bookmark: _elm0007e2]3 – 1. Cybersecurity Program functions
[bookmark: _elm0007e5]The USMA Cybersecurity Program synchronizes and standardizes cybersecurity requirements for safeguarding IT and information to support the execution of critical USMA missions and essential functions.  USMA must‒
[bookmark: _elm0007e6][bookmark: _elm0007e7][bookmark: _elm0007e9][bookmark: _Toc3–1a][bookmark: _elm0007e8][bookmark: _elm0007ea]a. Incorporate cyber risk management principles and best practices into organization-wide strategic planning considerations, core missions, and business processes, and supporting organizational IT.
[bookmark: _elm0007eb][bookmark: _elm0007ec][bookmark: _elm0007ee][bookmark: _Toc3–1b][bookmark: _elm0007ed][bookmark: _elm0007ef]b. Integrate cybersecurity requirements into system development life-cycle processes.
[bookmark: _elm0007f0][bookmark: _elm0007f1][bookmark: _elm0007f3][bookmark: _Toc3–1c][bookmark: _elm0007f2][bookmark: _elm0007f4]c. Establish practical and meaningful boundaries for organizational information systems to identify what the organization is responsible for protecting. Also identify what needs to be protected under its direct control and management or within its scope of responsibilities, including people, processes, and information technologies that are part of the systems supporting the organization’s missions and business processes.
[bookmark: _elm0007f5][bookmark: _elm0007f6][bookmark: _elm0007f8][bookmark: _Toc3–1d][bookmark: _elm0007f7][bookmark: _elm0007f9][bookmark: _elm0007fa]d. As a non-national security system, implement the appropriate set of security controls from NIST SP 800 – 53 Rev. 4 and use assessment applicable and appropriate procedures from DOD Control Correlation Identifiers (CCI) and other DOD and Army guidance found on the DOD RMF Knowledge Service at https://rmfks.osd.mil. USMA will document AO accepted deviations necessary for undergraduate college operations as part of the RMF process. Where such applicable or appropriate procedures do not exist for undergraduate college environments, develop USMA-specific procedures.
[bookmark: _elm0007fb][bookmark: _elm0007fc][bookmark: _elm0007fe][bookmark: _Toc3–1e][bookmark: _elm0007fd][bookmark: _elm0007ff]e. Plan for the following when managing cyber risks to minimize the impact on USMA missions and business operations.
[bookmark: _elm000801][bookmark: _elm000800][bookmark: _elm000802][bookmark: _Toc3–1e(1)][bookmark: _elm000803](1) Operational resilience.
[bookmark: _elm000809][bookmark: _elm000808][bookmark: _elm00080a][bookmark: _Toc3–1e(1)(a)][bookmark: _Toc3–1e(1)(b)][bookmark: _elm00080b](a) Ensure that USMA is prepared for information resource degradation or loss during missions by performing developmental test and evaluation (T&E) of cybersecurity.
[bookmark: _elm00080d][bookmark: _elm00080c][bookmark: _elm00080e][bookmark: _Toc3–1e(1)(c)][bookmark: _elm00080f](b) Ensure that network operations have the means to prevail in the face of adverse events by establishing proactive protective internal defensive measures.
[bookmark: _elm000811][bookmark: _elm000810][bookmark: _elm000813][bookmark: _Toc3–1(2)][bookmark: _elm000812][bookmark: _elm000814](2) Interoperability. Ensure the ability of IT to interoperate with other mission partners’ (e.g., research sponsors) IT, as required.
[bookmark: _elm000816][bookmark: _elm000815][bookmark: _elm000818][bookmark: _Toc3–1(3)][bookmark: _elm000817][bookmark: _elm000819](3) Cyberspace. Cyberspace defense will be employed to protect, detect, characterize, counter, and mitigate unauthorized activity and vulnerabilities on USMA information networks. Cyberspace defense information will be shared with all appropriately cleared and authorized personnel in support of DOD enterprise-wide situational awareness.
[bookmark: _elm00081b][bookmark: _elm00081a][bookmark: _elm00081d][bookmark: _Toc3–1(4)][bookmark: _elm00081c][bookmark: _elm00081e](4) Performance. Manage cyber risks based on USMA’s strategic goals and objectives.
[bookmark: _elm000820][bookmark: _elm00081f][bookmark: _elm000822][bookmark: _Toc3–1(5)][bookmark: _elm000821][bookmark: _elm000823](5) USMA information. Implement policies and procedures to manage risk.
[bookmark: _elm000825][bookmark: _elm000824][bookmark: _elm000827][bookmark: _Toc3–1(6)][bookmark: _elm000826][bookmark: _elm000828](6) Identity assurance. Verify credentials to ensure that users are authorized and in compliance with USMA standards.
[bookmark: _elm00082a][bookmark: _elm000829][bookmark: _elm00082c][bookmark: _Toc3–1(7)][bookmark: _elm00082b][bookmark: _elm00082d](7) Workforce. Follow DOD and USMA guidelines to manage the workforce in accordance with cybersecurity objectives.
[bookmark: _elm000834][bookmark: _elm000833][bookmark: _elm000836][bookmark: _Toc3–1(8)][bookmark: _Toc3–1(9)][bookmark: _elm000835][bookmark: _elm000837](8) Culture of accountability. Work to execute and enforce responsibilities by aligning mission goals and standards, in accordance with cybersecurity guidelines.
[bookmark: _elm000843][bookmark: _elm000842][bookmark: _elm000845][bookmark: _Toc3–1(10)][bookmark: _Toc3–1(11)][bookmark: _Toc3–1(12)][bookmark: _elm000844][bookmark: _elm000846](9) Continuous monitoring. Maintain ongoing awareness of information and IT to support risk-related decisions by those with authority to accept the risk(s).
[bookmark: _elm000848][bookmark: _elm000847][bookmark: _elm00084b][bookmark: _Toc3–1(13)][bookmark: _elm000849][bookmark: _elm00084c](10) Reciprocity. USMA will use the Enterprise Mission Assurance Support Service (eMASS) or its successor, to share security authorization packages and risk assessment data with the rest of the Army and DoD. USMA will use reciprocity to reduce redundant testing, assessment, documentation, and associated costs in time and resources. 
[bookmark: _elm00084d][bookmark: _elm00084e][bookmark: _elm000851][bookmark: _Toc3–2_CYBERSECURITYGOVERNANCE][bookmark: _Toc3–2][bookmark: _elm000871][bookmark: _elm00084f][bookmark: _elm000850]3 – 2. Cybersecurity governance activities
[bookmark: _elm000852]IAW AR 25-2 paragraph 3-2. 
[bookmark: _elm000874][bookmark: _elm000875][bookmark: _TocFIGURE3–1_TIEREDRISKMANAGEMENTAPPROA][bookmark: _elm000878][bookmark: _Toc3–3_GOVERNANCESTRUCTURE][bookmark: _Toc3–3][bookmark: _elm00088f][bookmark: _elm000876][bookmark: _elm000877]3 – 3. Governance structure
[bookmark: _elm000879]The USMA Cybersecurity Program leverages the multi-tiered organization-wide risk management approach.
[bookmark: _elm00087d][bookmark: _elm00087e][bookmark: _elm000880][bookmark: _Toc3–3a][bookmark: _elm00087f][bookmark: _elm000881]a. Tier 1 – Organization: Risk management at this tier is performed through cybersecurity governance bodies at the USMA enterprise level in cooperation with contracted WREN service providers. The AO, AODR, and CISO perform risk management, supported by recommendations and artifacts of subject matter experts.
[bookmark: _elm000882][bookmark: _elm000883][bookmark: _elm000885][bookmark: _Toc3–3b][bookmark: _elm000884][bookmark: _elm000886]b. Tier 2 –MADs: Principles and subordinate unit directors are responsible for implementing risk management IAW direction from the CIO for implementing the USMA cybersecurity program and will seek exceptions in writing when mission requirements dictate.
[bookmark: _elm000887][bookmark: _elm000888][bookmark: _elm00088a][bookmark: _Toc3–3c][bookmark: _elm000889][bookmark: _elm00088b][bookmark: _Toc3–5b(4)]c. Tier 3 – Information system: Risk management at this tier is performed by individuals responsible for the management of individual IT systems, and is guided by the risk context, risk decisions, and risk activities at Tiers 1 and 2.
[bookmark: _elm0008c5][bookmark: _elm0008c4][bookmark: _Toc29460424][bookmark: _elm000c0c]Chapter 4
[bookmark: _TocCHAPTER4][bookmark: _elm0008c6][bookmark: _TocCHAPTER4_CYBERSECURITYRISKMANAGEMENT]Cybersecurity Risk Management Program
[bookmark: _elm0008c7][bookmark: _elm0008c8][bookmark: _elm0008cb][bookmark: _Toc4–1_ARMYRISKMANAGEMENTPROGRAM][bookmark: _Toc4–1][bookmark: _elm0008e3][bookmark: _elm0008c9][bookmark: _elm0008ca]4 – 1. USMA Risk Management Program
[bookmark: _elm0008cc]The USMA Risk Management Program and supporting processes manage information security risk to USMA operations, missions, functions, organizational assets, individuals, other organizations, mission partners, and the nation. It includes: (i) establishing the context for risk-related activities, (ii) assessing risk, (iii) responding to risk once determined, and (iv) monitoring risk over time.
[bookmark: _elm0008cd][bookmark: _elm0008ce][bookmark: _elm0008d0][bookmark: _Toc4–1a][bookmark: _elm0008cf][bookmark: _elm0008d1][bookmark: _elm0008d2]a. The USMA Risk Management Program analyzes the mission and business environment, along with IT and cybersecurity considerations. It includes—
[bookmark: _elm0008d4][bookmark: _elm0008d3][bookmark: _elm0008d5][bookmark: _Toc4–1a(1)][bookmark: _elm0008d6](1) Mission analysis that identifies and prioritizes critical mission-essential functions, other operational requirements, and critical assets to focus USMA priorities and resources.
[bookmark: _elm0008d8][bookmark: _elm0008d7][bookmark: _elm0008d9][bookmark: _Toc4–1a(2)][bookmark: _elm0008da](2) Risk assessments to inform risk decisions.
[bookmark: _elm0008db][bookmark: _elm0008dc][bookmark: _elm0008de][bookmark: _Toc4–1b][bookmark: _elm0008dd][bookmark: _elm0008df]b. Cybersecurity issues are addressed in the development, documentation, and updating of protection plans for critical infrastructure and key resources.
[bookmark: _elm0008e0][bookmark: _elm0008e1][bookmark: _elm0008e4][bookmark: _Toc4–1c][bookmark: _elm0008e2][bookmark: _elm0008e5]c. Analysis of all IT assets is conducted to determine criticality to the organization and to prioritize mission-critical functions and dependencies.
[bookmark: _elm0008e6][bookmark: _elm0008e7][bookmark: _elm0008ea][bookmark: _Toc4–2_CYBERRISKMANAGEMENT][bookmark: _Toc4–2][bookmark: _elm000900][bookmark: _elm0008e8][bookmark: _elm0008e9]4 – 2. Cyber risk management
[bookmark: _elm0008eb]See AR 25-2 paragraph 4-2. 
[bookmark: _elm000903][bookmark: _elm000904][bookmark: _Toc4–2b(3)][bookmark: _elm000907][bookmark: _Toc4–3_RISKMANAGEMENTFRAMEWORK][bookmark: _Toc4–3][bookmark: _elm000927][bookmark: _elm000905][bookmark: _elm000906]4 – 3. Risk Management Framework
[bookmark: _elm000908]USMA IT that receives, processes, stores, displays, or transmits USMA information is subject to USMA’s implementation of the DOD RMF processes. NIPR, SIPR, and other networks and IT remain subject to the Army’s implementation of DOD RMF. 
USMA’s implementation is guided by this regulation and supplemented by implementing policies and DA Pam 25-2-14 for assessing and managing risk per NIST issuances. USMA’s IT is broadly grouped as information systems, PIT, IT services, and IT products. It includes IT that supports research, development, test, and evaluation, and USMA owned IT operated by a contractor(s) or other entity(ies) on behalf of the USMA.
[bookmark: _elm000909][bookmark: _elm00090a][bookmark: _elm00090c][bookmark: _Toc4–3a][bookmark: _elm00090b][bookmark: _elm00090d]a. USMA RMF is modeled on a partnered system enclave and is not a national security system. USMA expects and supports multiple system owners on the WREN (e.g., cadets with personal devices on-network; corporate and research partner devices and data on-network, GFE equipment on-network). USMA expects controlled unclassified information CUI (e.g., PII, registrar, ITARS, law enforcement sensitive), personal and research partner data on the WREN. USMA also expects non-CUI or public-but-access-controlled, collaborative research restriction, public information, releasable research, and educational materials on the WREN. USMA is also explicitly supporting US Citizens, Foreign Nationals (FNs), cadets, contractors, and guest users on the WREN, GFE equipment, CTR equipment, personal equipment, and devices on the network will be on the WREN. IT services include public multitenant Cloud Service Providers (LMS, EDU, collab, and other CSP). USMA expects users to store and process CUI on the device types discussed above when operating devices in accordance with the controls in this regulation and its supporting policies.
b. USMA will ensure artifacts and records supporting execution and implementation of RMF at USMA are identified and maintained IAW AR 25-400-2 Army Records Information Management System.
[bookmark: _elm00092a][bookmark: _elm00092b][bookmark: _Toc4–3f][bookmark: _elm00092d][bookmark: _Toc4–4_CONTINUITYOFOPERATIONS][bookmark: _Toc4–4][bookmark: _elm00095f][bookmark: _elm00092c][bookmark: _elm00092e][bookmark: _elm000932][bookmark: _Toc4–4a][bookmark: _elm000933]4 – 4. Continuity of operations (COOP)
[bookmark: _Toc4–4b(3)(g)]See USMA G3 published COOP Plans and USMA 25-2-CP (Contingency Planning Policy.) 
[bookmark: _elm000962][bookmark: _elm000963][bookmark: _elm000967][bookmark: _elm000966][bookmark: _Toc4–5_PHYSICALSECURITY][bookmark: _Toc4–5][bookmark: _elm000964][bookmark: _elm000965]4 – 5. Physical security
[bookmark: _elm000968]See USMA G3 Anti-Terrorism and Force Protection directives and policies and USMA 25-2-PE (Physical and Environmental Protection Policy.)
[bookmark: _elm000969][bookmark: _elm00096a][bookmark: _elm00096d][bookmark: _Toc4–6_INFORMATIONSECURITY][bookmark: _Toc4–6][bookmark: _elm000981][bookmark: _elm00096b][bookmark: _elm00096c]4 – 6. Information security
[bookmark: _elm00096e]See also AR 25-2 paragraph 4-6 for classification and insider threat policies and procedures.
The Academy’s Privacy Impact Assessments (PIA) describe the system and uses of Academy-controlled collections of PII. MADs will coordinate with G1, G2, and CIO/G6 prior to establishing any new collections of PII to ensure compliance with Army and DoD Regulations and law.
Breaches of PII affect not only those whose data is lost but also causes direct impacts to USMAs operating budget. 
See also USMA Privacy Policy at US’MA's Home Page  or in the G5 Publications Library at USMA 25-22 Privacy Policy
4-7 Communications security 
See USMA 25-2-SC (System and Communication Protection Policy).
[bookmark: _elm0009a0][bookmark: _elm0009a1][bookmark: _Toc4–8][bookmark: _elm0009a5][bookmark: _elm0009a4][bookmark: _Toc4–9_OPERATIONSSECURITY][bookmark: _Toc4–9][bookmark: _elm0009a2][bookmark: _elm0009a3][bookmark: _elm0009a6]4 –8. Operations security
Operations security (OPSEC) protects critical information from adversary observation and collection in ways traditional security programs cannot. The USMA OPSEC officer, in coordination with the USMA CISO, will add IT relevant checks to the USMA’s OPSEC review plan as part of inspection programs IAW AR 530-1.
[bookmark: _elm0009a7][bookmark: _elm0009a8][bookmark: _elm0009aa][bookmark: _Toc4–10_PROTECTIONOFINFORMATIONTECHNOLO][bookmark: _Toc4–10][bookmark: _elm000a35][bookmark: _elm0009ab]4 –9. Protection of information technology and information
[bookmark: _elm0009ac][bookmark: _elm0009ad][bookmark: _elm0009b0][bookmark: _Toc4–10a][bookmark: _elm000a36][bookmark: _elm000a37][bookmark: _Toc4–10b(6)]All personnel will safeguard information IAW Chapter 5 and will comply with USMA 25-2-SI (System and Information Integrity Policy.) 
[bookmark: _elm000a38][bookmark: _elm000a39][bookmark: _elm000a3c][bookmark: _Toc4–11_ACCESSCONTROL][bookmark: _Toc4–11][bookmark: _elm000a55][bookmark: _elm000a3a][bookmark: _elm000a3b]4 – 10. Access control
[bookmark: _elm000a3d][bookmark: _Toc4–11b][bookmark: _Toc4–11c][bookmark: _Toc4–11d][bookmark: _elm000a56][bookmark: _elm000a57][bookmark: _Toc4–11e]See USMA 25-2-AC (Access Control Policy.)
[bookmark: _elm000a58][bookmark: _elm000a59][bookmark: _elm000a5c][bookmark: _Toc4–12_SYSTEMANDSERVICESACQUISITION][bookmark: _Toc4–12][bookmark: _elm000ad2][bookmark: _elm000a5a][bookmark: _elm000a5b]4 – 11. System and Services Acquisition
[bookmark: _elm000a5d]MAD principals, especially when operating and maintaining networked systems distinct to their organization will—
[bookmark: _elm000a5e][bookmark: _elm000a5f][bookmark: _elm000a61][bookmark: _Toc4–12a][bookmark: _elm000a60][bookmark: _elm000a62]a. General.
[bookmark: _elm000a64][bookmark: _elm000a63][bookmark: _elm000a65][bookmark: _Toc4–12a(1)][bookmark: _elm000a66](1) Explicitly address the risk (e.g., identification, reduction, mitigation) as early as possible and in an integrated manner across the IT life cycle and in coordination with USMA CIO/G6.
[bookmark: _elm000a68][bookmark: _elm000a67][bookmark: _elm000a69][bookmark: _Toc4–12a(2)][bookmark: _elm000a6a](2) Require newly acquired IT products to be free of known security vulnerabilities or obtain an AO acceptance of the risk or establish an AO-approved risk mitigation strategy to manage the risk to a level the AO accepts.
[bookmark: _elm000a6c][bookmark: _elm000a6b][bookmark: _elm000a6d][bookmark: _Toc4–12a(3)][bookmark: _elm000a6e][bookmark: _elm000a71][bookmark: _elm000a72][bookmark: _Toc4–12a(4)](3) Program for technology upgrades and continued support from a qualified DOD software maintainer or vendor, as necessary, to ensure continued compliance with applicable laws, NIST standards, and DOD strategic and operational risk decisions.
[bookmark: _elm000a74][bookmark: _elm000a73][bookmark: _elm000a75][bookmark: _Toc4–12a(5)][bookmark: _elm000a76](4) Support the use of open-source software (OSS), shareware, and freeware IAW USMA 25-2-SA (System and Services Acquisition Policy) and with appropriate legal advice for licenses thereof. 
[bookmark: _elm000a7c][bookmark: _elm000a7b][bookmark: _elm000a7d][bookmark: _Toc4–12a(6)][bookmark: _Toc4–12a(7)][bookmark: _elm000a7e](5) Ensure that all installed IT products maintain an up to date security posture to address publicly known security 
vulnerabilities.
[bookmark: _elm000a7f][bookmark: _elm000a80][bookmark: _elm000a82][bookmark: _Toc4–12b][bookmark: _elm000a81][bookmark: _elm000a83][bookmark: _elm000a85][bookmark: _elm000a84][bookmark: _elm000a86][bookmark: _Toc4–12b(1)]b. Acquire/procure information technology solutions, products, and services IAW USMA 25-2-SA (System and Services Acquisition Policy.)
[bookmark: _elm000ad5][bookmark: _elm000ad6][bookmark: _Toc4–12d(2)][bookmark: _elm000ad8][bookmark: _Toc4–13_SOFTWAREASSURANCE][bookmark: _elm000ae2][bookmark: _Toc4–13][bookmark: _elm000ad7][bookmark: _elm000ad9]4 – 12. Software assurance
[bookmark: _Toc4–13b]USMA expects and sanctions the use of mass market OSS, shareware, and freeware (e.g., operating systems, web browsers, java, software development tools, text editors, compilers, vendor provided software libraries, streaming services’ software, e-document readers, citation managers, client applications to cloud services (e.g., Google Drive™, Drobox™, Pandora™, GitHub™)). The software assurance and use of such products is a collaborative effort between USMA and users to maintain the security posture of those products to reduce risk(s) to stored/processed CUI and the WREN. 
Prior to the use of niche OSS, shareware, and freeware (e.g., products not generally known to general users), USMA personnel will research the product(s) to identify the types of risk(s) the product may inflict on protecting CUI and the WREN itself.  MITRE’s Common Vulnerability and Exposure (CVE)® located at https://cve.mitre.org/cve/search_cve_list.html is a good place to start when searching for whether a product has known vulnerabilities and the nature/speed of the product’s maintainers release of resolutions/mitigations. On order, using personnel will provide their research to CIO/G6. 
Users of any form of OSS, shareware, and freeware will update their installed versions when the maintainers of the product(s) release security updates in an expeditious manner. CIO/G6 security generally measures expeditiousness in days, not weeks.  If a product has no maintenance, and known vulnerabilities, users have the responsibility to cease use of the product or coordinate with CIO/G6 to determine mitigations that will reduce residual risk(s) to CUI and the WREN to moderate or lower.
USMA expects and sanctions the use of personally procured software on the WREN. This applies to mission use for all WREN users (e.g., commercial citation managers) and includes recreational use by cadets and cadet candidates. The software assurance and use of such products is a collaborative effort between USMA and users to maintain the security posture of those products to reduce risk(s) to stored/processed CUI and the WREN.
USMA retains the prerogative to prohibit the use of particular software, software versions, and products (e.g., Adobe Flash) and classes of products (e.g., Virtual Private Network (VPN) software for outbound connections from the WREN, bitcoin mining software, cybersecurity tools outside the context of academic or club use).
See also USMA 25-2-SA (System and Services Acquisition Policy.) for expanded discussion of government procurement of systems, software, and services.
[bookmark: _elm000af5][bookmark: _elm000af6][bookmark: _Toc4–14b][bookmark: _elm000af8][bookmark: _Toc4–15_IDENTITYANDACCESSMANAGEMENT][bookmark: _elm000b02][bookmark: _Toc4–15][bookmark: _elm000af7][bookmark: _elm000af9]4 – 13. Identity and access management
[bookmark: _elm000afd][bookmark: _Toc4–15a][bookmark: _Toc4–15b]See USMA 25-2-IA (Identification and Authentication System Policy) and USMA 25-2-AC (Access Control Policy.)
[bookmark: _elm000b05][bookmark: _elm000b06][bookmark: _elm000b08][bookmark: _Toc4–16_MOBILITY][bookmark: _Toc4–16][bookmark: _elm000b17][bookmark: _elm000b07][bookmark: _elm000b09]4 – 14. Mobility
[bookmark: _elm000b0a][bookmark: _elm000b0b][bookmark: _elm000b0d][bookmark: _Toc4–16a][bookmark: _elm000b0c][bookmark: _Toc4–16c]a. USMA expects most users in the college environment will be mobile users. USMA expects those users to operate a variety of GFE and non-GFE (e.g., personally owned devices, research partner-owned devices) on the USMA WREN. USMA will employ Mobile device management (MDM) and/or mobile application management (MAM) solutions to protect WREN data. See also paragraph 4-20 Media Security.
b. Cadets participating in the Semester Abroad Program or the Academy Exchange program must bring their computers to the client support branch for configuration prior to departing. They must do the same upon return to the Academy to access USMA IT services.
[bookmark: _elm000b1a][bookmark: _elm000b1b][bookmark: _elm000b1d][bookmark: _Toc4–17_MONITORING][bookmark: _Toc4–17][bookmark: _elm000b2f][bookmark: _elm000b1c][bookmark: _elm000b1e]4 – 15. Monitoring
[bookmark: _elm000b1f][bookmark: _elm000b20][bookmark: _elm000b22][bookmark: _Toc4–17a][bookmark: _elm000b23]a. Continuous monitoring maintains ongoing awareness of information and IT to support risk-related decisions at all tiers (USMA as an organization, mission/business processes, and the IT itself).
b. CIO/G6 leads USMA’s monitoring efforts with direct support from the MAD principals.
[bookmark: _elm000b25][bookmark: _elm000b24][bookmark: _elm000b26][bookmark: _Toc4–17a(1)][bookmark: _elm000b2a][bookmark: _elm000b2b][bookmark: _Toc4–17a(2)]c. All required activities must comply with USMA’s implementation of NIST SP 800 – 137.
[bookmark: _Toc4–18b(2)]4 – 16. Configuration Management
a. The configuration management council (CMC) is part of the USMA Governance processes. It meets under the auspices of the Superintendent to establish a near term (0-2 years) approval process for changes to USMA’s IT infrastructure. It provides updates and information briefs to the IT Strategy Committee. Periodically, it provides updates and information briefs to other elements of the Governance structure as the need arises (e.g., recommended changes to Superintendent level policies, updates to CIO/G6 level policies).
b. See also USMA 25-2-CM (Configuration Management Policy) and USMA Reg 10-1.
[bookmark: _elm000b4a][bookmark: _elm000b4b][bookmark: _elm000b4d][bookmark: _Toc4–19_INCIDENTRESPONSEANDREPORTING][bookmark: _Toc4–19][bookmark: _elm000b61][bookmark: _elm000b4c][bookmark: _elm000b4e]4 – 17. Incident response and reporting
[bookmark: _Toc4–19d]See USMA 25-2-IR (Incident Response Policy). The USMA IR policy is applicable to non-government furnished and government furnished devices.
[bookmark: _elm000b64][bookmark: _elm000b65][bookmark: _elm000b67][bookmark: _Toc4–20_MEDIASECURITY][bookmark: _Toc4–20][bookmark: _elm000b8b][bookmark: _elm000b66][bookmark: _elm000b68]4 –18. Media security
[bookmark: _Toc4–20c]a. Personnel who access CUI data on non-government furnished and/or government furnished mobile devices must employ data at rest protection (e.g. encrypted folders, whole disk encryption) to ensure confidentiality of the data.
b. See also USMA 25-2-MP (Media Protection Policy) and DA Pam 25-2-18 Sanitization of Media.
[bookmark: _elm000b8e][bookmark: _elm000b8f][bookmark: _elm000b91][bookmark: _Toc4–21_INTERNETANDCOMMERCIALCLOUDSERVI][bookmark: _elm000b9d][bookmark: _Toc4–21][bookmark: _elm000b92]4 –19. Internet and commercial cloud service providers
[bookmark: _elm000b9a][bookmark: _elm000b9b][bookmark: _Toc4–21a][bookmark: _elm000b9e][bookmark: _Toc4–21b][bookmark: _elm000b9c][bookmark: _elm000b9f]a. Use only USMA CIO/G6 authorized cloud service providers for processing and storing CUI. In general, this corresponds to FEDRAMP Moderate certified Cloud Service Offerings with enough compensatory controls to achieve a security posture appropriate to non-NSS CUI data.
b. USMA CIO/G6 and G8 encourage the use of commercial cloud-based solutions and services that reduce the cost of IT ownership the USMA CIO institutional use of a cloud service provider must approve. 
[bookmark: _elm000ba0][bookmark: _elm000ba1][bookmark: _elm000ba5][bookmark: _elm000ba4][bookmark: _Toc4–22_WIRELESSSERVICES][bookmark: _Toc4–22][bookmark: _elm000ba2][bookmark: _elm000ba3] 4– 20. Wireless services
[bookmark: _elm000ba6]a. USMA CIO/G6 will manage the academy wireless local area networks. MADs requiring additional permanent wireless services will request them IAW USMA 25-2-CM (Configuration Management Policy.) MADs have delegated authority to create ad-hoc networks outside the WREN accreditation boundary. Ad-hoc networks are networks designed to exist for less than a semester. 
[bookmark: _elm000ba7][bookmark: _elm000ba8][bookmark: _elm000bac][bookmark: _elm000bab][bookmark: _Toc4–23_PERIPHERALDEVICES][bookmark: _Toc4–23]b. USMA will take various technological steps to impede and disrupt uncoordinated wireless services and devices as those services and devices degrade the provided services. 
[bookmark: _elm000ba9][bookmark: _elm000baa][bookmark: _elm000bad]4 – 21. Peripheral devices
Academy and CIO/G6 operated and maintained peripheral devices, such as printers, scanners, facsimile, and multifunction devices, are generally included within the ATO system boundary. It is the responsibility of MAD Principals to operate, maintain, and defend devices, not within the ATO boundary.
[bookmark: _elm000bae][bookmark: _elm000baf][bookmark: _elm000bb1][bookmark: _Toc4–24_TELEWORKINGSECURITY][bookmark: _elm000bbb][bookmark: _Toc4–24][bookmark: _elm000bb0][bookmark: _elm000bb2]4 – 22. Teleworking security
[bookmark: _elm000bb3][bookmark: _elm000bb4][bookmark: _elm000bb6][bookmark: _Toc4–24a][bookmark: _elm000bb5][bookmark: _elm000bb7]a. In accordance with DODI 1035.01 USMA actively promotes and implements management approved telework in support of its commitment to workforce efficiency, emergency preparedness, and quality of life of cadets, faculty, and staff. Telework facilitates the accomplishment of work; can serve as an effective recruitment and retention strategy; enhances efforts to employ and accommodate people with disabilities; creates cost savings by decreasing the need for office space and parking facilities, and by reducing transportation costs. 
[bookmark: _Toc4–24b]b. See also paragraphs 4-16 Mobility and 4-20 Media Security.
[bookmark: _elm000bbe][bookmark: _elm000bbf][bookmark: _elm000bc2][bookmark: _Toc4–25_PRIVATELYOWNEDINFORMATIONTECHNO][bookmark: _Toc4–25][bookmark: _elm000bdb][bookmark: _elm000bc0][bookmark: _elm000bc1]4 – 23. Privately owned information technology
[bookmark: _elm000bc3]USMA supports the use of privately-owned IT on the USMA WREN in support of USMA’s mission. USMA reserves the prerogative to establish policy and controls upon such devices to connect to the WREN. In brief, USMA’s users may connect private-owned devices by—
[bookmark: _elm000bc4][bookmark: _elm000bc5][bookmark: _elm000bc7][bookmark: _Toc4–25a][bookmark: _elm000bc6][bookmark: _elm000bc8]a. Ensuring devices and their operating systems meet the minimum requirements established by the CIO.
[bookmark: _elm000bc9][bookmark: _elm000bca][bookmark: _elm000bcc][bookmark: _elm000bd1][bookmark: _Toc4–25b][bookmark: _Toc4–25c][bookmark: _elm000bcb][bookmark: _elm000bcd][bookmark: _elm000bd2]b. Ensuring devices meet security requirements when storing or processing USMA or CUI data.
[bookmark: _elm000bd3][bookmark: _elm000bd4][bookmark: _elm000bd6][bookmark: _Toc4–25d][bookmark: _elm000bd5][bookmark: _elm000bd7][bookmark: _elm000bdc][bookmark: _Toc4–25e]c. Agreeing that communications and data processed on and by privately owned IT is subject to government monitoring, and if applicable, remediation in the event the data is not authorized for such device(s) (e.g., classified information spillage).
d. Operate the device(s) IAW USMA 25-2-BYOD (Bring Your Own Device Policy.)
e. Agreeing that USMA CIO/G6 provides no technical support to those personal devices except under the following circumstances:
(1) Cadets’ primary laptops purchased in bulk by the Academy using cadets’ funds and the accompany accessory pack equipment (e.g., docking stations, mice, monitors, printer).
(2) Multi-factor authentication (MFA) reset services.
(3) USMA Knowledge Base (KB) articles and materials relevant to WREN users (e.g., How to check device compliance; How to install Company Portal) 
MADs may, at their discretion, allocate their IT support resources to support non-GFE. 
[bookmark: _elm000bde][bookmark: _elm000bdf][bookmark: _elm000be2][bookmark: _Toc4–26_WORKFORCEMANAGEMENT,TRAINING,ED][bookmark: _Toc4–26][bookmark: _elm000c0d]See also USMA 25-2-AC (Access Control Policy).
[bookmark: _elm000be0][bookmark: _elm000be1]4 – 24. Workforce management, training, education, and certification
[bookmark: _Toc4–26e][bookmark: _Toc4–26f][bookmark: _Toc4–26g][bookmark: _elm000c0e][bookmark: _elm000c0f][bookmark: _Toc4–26h]See USMA 25-2-AT (Security Awareness and Training Policy.)
[bookmark: _elm000c11][bookmark: _elm000c10][bookmark: _Toc29460425][bookmark: _elm000c50]

Chapter 5
[bookmark: _TocCHAPTER5][bookmark: _elm000c12][bookmark: _TocCHAPTER5_USERAGREEMENTS]Acceptable Use
[bookmark: _elm000c13][bookmark: _elm000c14][bookmark: _elm000c17][bookmark: _Toc5–1_NEEDTITLE][bookmark: _Toc5–1][bookmark: _elm000c37][bookmark: _elm000c15]5 – 1. User agreement
[bookmark: _elm000c18]Authorized users will sign (digitally or in ink) a user agreement (paper or electronic) (see also Appendix C) prior to account activation. WREN users will also sign the AUP at least once per calendar year and whenever USMA revises the baseline or applicable supplemental user agreement. 
[bookmark: _elm000c19][bookmark: _elm000c1a][bookmark: _elm000c1c][bookmark: _Toc5–1a][bookmark: _elm000c1b][bookmark: _elm000c1d]a. Users will sign the agreement acknowledging that they‒
[bookmark: _elm000c1f][bookmark: _elm000c1e][bookmark: _elm000c20][bookmark: _Toc5–1a(1)][bookmark: _elm000c21](1) Have read, understood, and agreed to abide by their responsibilities and the rules of behavior for IT usage and information handling, in accordance with this regulation and other relevant USMA policies and controls.
[bookmark: _elm000c23][bookmark: _elm000c22][bookmark: _elm000c24][bookmark: _Toc5–1a(2)][bookmark: _elm000c25](2) Have read, understood, and agreed to the notice of privacy rights, and consented to authorized monitoring and searches, in accordance with this regulation. ‎
[bookmark: _elm000c27][bookmark: _elm000c26][bookmark: _elm000c28][bookmark: _Toc5–1a(3)][bookmark: _elm000c29](3) Have read, understood, and accepted that violations of their responsibilities, unacceptable use of IT, and/or mishandling of information may be punishable by administrative and/or criminal penalties, may result in revocation or suspension of authorized access, may require remedial training to regain access, and/or may negatively influence adjudication decisions of security clearances.
[bookmark: _elm000c2a][bookmark: _elm000c2b][bookmark: _elm000c2d][bookmark: _Toc5–1b][bookmark: _elm000c2c][bookmark: _elm000c2e]b. USMA CIO will publish and update the baseline user agreement. The CIO will also publish and update any addendums. See Annex C for the User Agreement/Acceptable Use Policy.
[bookmark: _Toc5–1c][bookmark: _elm000c38][bookmark: _Toc5–1d](1) USMA CIO/G6 will use technologies and capabilities (e.g., MS Office Custom Terms and Conditions) to facilitate centralized collection and reporting of user acceptance of AUPs, AUP Addendums, Privileged Access Agreements (PAAs), and Non-Disclosure Agreements (NDAs) that are specific to USMA.  USMA users may use the USMA-specific AUP as the AUP they upload to Army Training and Certification Tracking System (ATCTS) in the event they do not use the cs.signal.army.mil site.
[bookmark: _elm000c39](2) USMA MADs and sub-ordinate elements will track the issuance, signing, and periodic reviews of user agreements for all users under their management control, with CIO/G6 periodically auditing those actions. . Users will NOT upload a copy of the signed WREN AUP to their ATCTS profile—until Army decides otherwise, ATCTS requires the standard Army AUP that applies to use of NIPRNet. This will need to change since the WREN AUP can now reference the Army AUP
[bookmark: _elm000c3a][bookmark: _elm000c3b][bookmark: _elm000c3e][bookmark: _Toc5–2_USERRESPONSIBILITIESANDRULESOFBE][bookmark: _elm000c49][bookmark: _Toc5–2][bookmark: _elm000c3c][bookmark: _elm000c3d]5 – 2. User responsibilities and rules of behavior
[bookmark: _elm000c3f][bookmark: _elm000c40]All personnel, to include authorized and privileged users, will comply with their responsibilities, this regulation, and other controlling Army, Joint, and DoD controlling documents. These responsibilities and rules of behavior are in place to help protect the confidentiality, integrity, and availability of USMA Information and the WREN. Noncompliance with laws and DOD, Army, and USMA regulations pertaining to the use of IT and the handling of information may raise security concerns about an individual’s reliability and trustworthiness for access to IT and information. 
[bookmark: _elm000c41][bookmark: _elm000c42][bookmark: _elm000c44][bookmark: _Toc5–2a][bookmark: _elm000c45]a. Access to USMA IT and information is for official use and authorized purposes (see also para 5-4). Official use is defined as use necessary to further a USMA governmental interest or otherwise directly related to the conduct of USMA business or having an indirect impact on the ability to conduct USMA business. Course development and administration, Authorized use must not adversely affect the performance of official duties or degrade IT performance, must be of reasonable duration and frequency and does not violate user responsibilities or the rules of behavior.course work, business operations, and research are, non-exhaustive, examples of official use. 
b. The USMA WREN will contain different types of unclassified information (e.g. PII, registrar, non-public research, personal user data, business operations, and public information). Users are responsible for verifying the categorization of unclassified data (e.g., controlled unclassified data, privacy related) in accordance with USMA G2 guidance and Army Regulation 380-5 Army Information Security Program. prior to sharing it with non-USMA personnel. Nothing in this regulation releases a user from their responsibility to understand the type of information they handle and properly safeguard information on devices and systems connected to the USMA WREN.
(2) The USMA WREN will connect a variety of equipment ISO USMA business. Government Furnished Equipment (GFE) business systems, GFE research/educational equipment, contractor equipment, and personal equipment may connect to the WREN. Systems connected to the WREN will receive services to include collaboration, educational, and Learning Management System (LMS) from public multi-tenant cloud service providers as well as non-public cloud service providers. Users with unique mission requirements will follow the “change request” instructions in USMA 25-2-CM (Configuration Management Policy.)
[bookmark: _elm000c46][bookmark: _elm000c47][bookmark: _elm000c4a][bookmark: _Toc5–2b][bookmark: _elm000c48][bookmark: _elm000c4b]bc. Military, civilian, and contractor personnel may be subject to administrative and/or criminal penalties if they knowingly, willingly, or negligently compromise, damage, or place IT or information at risk by violating applicable regulations.
cd. Nothing in this regulation detracts from the responsibilities of military members, military-civilian employees, and others under military jurisdiction to abide by the controls of the Joint Ethics Regulation (JER), the Uniform Code of Military Justice as applicable, and US Code.
[bookmark: _elm000c4c][bookmark: _elm000c4d][bookmark: _elm000c52][bookmark: _elm000c51][bookmark: _Toc5–3_NOTICEOFPRIVACYRIGHTSANDAUTHORIZ][bookmark: _Toc5–3][bookmark: _elm000c4e][bookmark: _elm000c4f]5 – 3. Notice of privacy rights and authorized monitoring and searches
[bookmark: _elm000c53]a. Consistent with the user agreement, USMA Policy 25-22 Privacy, and the standardized DOD banner, the use of USMA WREN is made with the understanding that users will have no expectations as to the privacy or confidentiality of any electronic communication, including personal uses. USMA reserves and will exercise the right to access, intercept, inspect, record, and disclose electronic communications on USMA WREN unless prohibited by law or privilege. Government systems will display the standardized DoD banner where capable and feasible prior to users’ access to those systems.  See also USMA Policy 25-22 Privacy at West Point Home Page in the G5 Publications Library.
5 –4. Authorized and Acceptable Activities and Uses‎
a. In addition to official use noted in para 5-2 above, USMA expects and sanctions other uses with the clear understanding that priority of use for the USMA WREN is always to the educational mission with personal, non-academic use a distant second priority. Authorized use must not adversely affect the performance of official duties or degrade IT performance, must be of reasonable duration and frequency and does not violate user responsibilities or the rules of behavior.
b. Staff and Faculty are substantially more constrained on personal use of government systems, government resources, and government time—see also local Union Collective Bargaining Agreement, Joint Ethics Regulations, etc.
c. The examples below must not adversely affect the performance of official duties or degrade IT performance, must be of reasonable duration and frequency and must not violate user responsibilities or rules of behavior.
(1) Use of removable media (e.g., solid state and magnetic media). CUI controls apply as appropriate.
(2) Cadets and cadet candidate personal use (e.g., shopping, shopping using crypto currency as a form of payment)
(3) Cadet and cadet candidate recreation (e.g., gaming consoles, streaming services consumption, gaming services and gaming frameworks)
(4) Cadet and cadet candidate streaming services consumption (e.g., Netflix, Pandora, Amazon Prime, iTunes)
(5) Limited cadet and cadet candidate personal gain activities (e.g., selling personal items on web sites, personal stock trading)
(6) Activities commonly associated with security/vulnerability education and training, testing, and ‘hacking’ when performed in the context of academic coursework, sanctioned research, or sanctioned extracurricular activities. This includes, but is not limited to, the use of software tools (e.g., IDA Pro), virtual machines (e.g., Kali Linux), malicious code development, penetration testing, cyber reconnaissance, and other similar-in-nature activity(ies). The sponsoring department’s leadership will coordinate these activities with the CIO/G6 and CISO to mitigate operational and reputational risks to USMA. Upon completion of coordination, department leadership will provide a memorandum for record to the CISO and CIO/G6 for knowledge continuity and cross department coordination.
(7) Other legal, moral, and ethical personal activities that do not negatively reflect on USMA. 
5 –5. Unauthorized and Unacceptable Activities and Uses‎
Below provides a non-exhaustive list of unauthorized and unacceptable uses. Numerous other USMA, Army, DoD, and other controlling documents also provide controlling and authoritative prohibitions (see also AR 25-13 Army Telecommunications and Unified Capabilities, May 2017).
[bookmark: _Hlk88141331]a. Activities commonly associated with security/vulnerability education and training, testing, and ‘hacking’ when performed outside the context of academic coursework, sanctioned research, or sanctioned extracurricular activities. 
b. Modifying, adding, moving, or removing network infrastructure without such changes being approved IAW USMA Policy 25-2-CM Change Management and the Change Management Council (CMC). 
c. Use non-USMA approved Virtual Private Network (VPN) clients for outbound connections.
d. Cryptographic currency ‘mining.’ 
e. Create and/or maintain non-sanctioned network-based servers and services that are available from any IP address other than 127.0.0.1 (aka localhost). 
[bookmark: _elm000c55][bookmark: _elm000c54][bookmark: _Toc29460426][bookmark: _elm000ca3]Chapter 6
[bookmark: _TocCHAPTER6][bookmark: _elm000c56][bookmark: _TocCHAPTER6_COMPLIANCE]Compliance
[bookmark: _elm000c57][bookmark: _elm000c58][bookmark: _elm000c5a][bookmark: _Toc6–1_NEEDTITLE][bookmark: _Toc6–1][bookmark: _elm000c74][bookmark: _elm000c59]6 – 1. Oversight and inspections
[bookmark: _elm000c5c][bookmark: _elm000c5d][bookmark: _elm000c5f][bookmark: _Toc6–1a][bookmark: _elm000c5e][bookmark: _elm000c60]a. USMA will implement an enterprise-level approach to achieve alignment and integration of requirements for inspection and oversight of component and command traditional security (information, personnel, physical, and industrial) and cybersecurity programs to identify trends that present unacceptable cybersecurity risk or result in inefficient use of resources. This will be accomplished by‒
[bookmark: _elm000c62][bookmark: _elm000c61][bookmark: _elm000c63][bookmark: _Toc6–1a(1)][bookmark: _elm000c64](1) Collecting data through automated processes whenever possible to limit the disruption to the activities of the organization from which the information is required and support continuous monitoring objectives.
[bookmark: _elm000c66][bookmark: _elm000c65][bookmark: _elm000c67][bookmark: _Toc6–1a(2)][bookmark: _elm000c68](2) Conducting vulnerability assessments, intrusion assessments, penetration testing, and other applicable activities (using internal or external capabilities) to provide a systemic view of the current IT risk posture.
[bookmark: _elm000c6a][bookmark: _elm000c69][bookmark: _elm000c6b][bookmark: _Toc6–1a(3)][bookmark: _elm000c6c](3) Leveraging data collected by existing DOD, Joint, Army, and peer educational institution inspections, audits, investigations, and program assessments, whenever practical, to inform compliance and risk assessments.
[bookmark: _elm000c6e][bookmark: _elm000c6d][bookmark: _elm000c6f][bookmark: _Toc6–1a(4)][bookmark: _elm000c70](4)  USMA will share applicable assessment results with its Cybersecurity Service Provider (CSSP) and ARCYBER. The purpose of sharing these results is not to support punitive or other negative action, but to identify and resolve systemic issues and mitigate unacceptable risk to USMA missions and business functions as well as the missions and functions of the wider Army and DoD. 
[bookmark: _elm000c71][bookmark: _elm000c72][bookmark: _elm000c75][bookmark: _Toc6–1b][bookmark: _elm000c73][bookmark: _elm000c76]b. All GFE IT will be assessed for interoperability and cybersecurity compliance and sustainment as part of the Academy’s acquisition processes. Interoperability and cybersecurity sustainment include continued alignment with the current industry best practices the ability to operate with vendor-supported applications and operating systems.
[bookmark: _elm000c77][bookmark: _elm000c78][bookmark: _elm000c7b][bookmark: _Toc6–2_COMPLIANCEREPORTINGREQUIREMENTS][bookmark: _Toc6–2][bookmark: _elm000ca4][bookmark: _elm000c79][bookmark: _elm000c7a]6 – 2. Compliance reporting requirements
[bookmark: _elm000c7c]USMA will report the status of cybersecurity metrics, when directed, to ensure that leadership has useful, up-to-date information regarding the level of performance and existing gaps in the cybersecurity posture.
[bookmark: _elm000c7d][bookmark: _elm000c7e][bookmark: _elm000c81][bookmark: _Toc6–2a][bookmark: _elm000c7f]a. See also AR 25-2 paragraph 6-2 a.
[bookmark: _elm000c83][bookmark: _elm000c84][bookmark: _elm000c87][bookmark: _Toc6–2b][bookmark: _elm000c85][bookmark: _elm000c86][bookmark: _elm000c89][bookmark: _elm000c88][bookmark: _elm000c8c][bookmark: _elm000c8d][bookmark: _Toc6–2b(1)]b. Privacy impact assessments. ‎See AR 25-2 paragraph 6-2 b. 
[bookmark: _elm000c92][bookmark: _elm000c93][bookmark: _elm000c96][bookmark: _Toc6–2b(2)][bookmark: _Toc6–2c][bookmark: _elm000c94][bookmark: _elm000c95][bookmark: _elm000c97][bookmark: _elm000c98][bookmark: _elm000c99][bookmark: _elm000c9c][bookmark: _Toc6–2d]c. Cybersecurity readiness. MAD Principals will emphasize the importance of cybersecurity discipline within their organizations and ensure that their organizational inspection program assesses cybersecurity readiness and compliance against higher-level risk management policy and guidance.
[bookmark: _elm000c9a][bookmark: _elm000c9b][bookmark: _elm000c9d]d. Systemic or critical cybersecurity issues. Systemic or critical cybersecurity-related issues will be reported as expeditiously as possible to the USMA Chief Information Security Officer or cybersecurity branch at cyber@westpoint.edu. 
[bookmark: _elm000c9e][bookmark: _elm000c9f][bookmark: _elm000ca5][bookmark: _Toc6–2e][bookmark: _elm000ca0][bookmark: _elm000ca1][bookmark: _elm000ca6]e. Cyber events. Report suspected or confirmed incidents in accordance with USMA and Army regulations relevant to the specific incident, ARCYBER published procedures, applicable COOP plans (IAW AR 500 – 3), incident response plans IAW USMA 25-2-IR (Incident Response Policy), contingency plans IAW USMA 25-2-CP (Contingency Planning Policy), and organizational policies and procedures.
[bookmark: _elm001263]

[bookmark: _elm000ca8][bookmark: _elm000ca7][bookmark: _Toc29460427][bookmark: _elm001047]Appendix A
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[bookmark: _elm000d41]Cybersecurity Tools Unified Capabilities Approved Products List Process
[bookmark: _elm000d46][bookmark: _elm000d47]DA Pam 25 – 2 – 3
[bookmark: _elm000d48]Reuse of Army Computer Hard Drives
[bookmark: _elm000d4d][bookmark: _elm000d4e]DA Pam 25 – 2 – 4
[bookmark: _elm000d4f]Control of Removable Media
[bookmark: _elm000d54][bookmark: _elm000d55]DA Pam 25 – 2 – 5
[bookmark: _elm000d56]Software Assurance
[bookmark: _elm000d5b][bookmark: _elm000d5c]DA Pam 25 – 2 – 6
[bookmark: _elm000d5d]Cybersecurity Training and Certification Program
[bookmark: _elm000d62][bookmark: _elm000d63]DA Pam 25 – 2 – 7
[bookmark: _elm000d64]Army Information System Privileged Access
[bookmark: _elm000d69][bookmark: _elm000d6a]DA Pam 25 – 2 – 8
[bookmark: _elm000d6b]Sanitization of Media
[bookmark: _elm000d70][bookmark: _elm000d71][bookmark: _elm000d89][bookmark: _elm000d8a][bookmark: _elm000d97][bookmark: _elm000d98]DA Pam 25 – 2 –9
[bookmark: _elm000d72]Wireless Security Standards
[bookmark: _elm000d77][bookmark: _elm000d78]DA Pam 25 – 2 – X–10
[bookmark: _elm000d79]Mobile Standards 
[bookmark: _elm000d7b][bookmark: _elm000d7c]DA Pam 25 – 2 – 11
[bookmark: _elm000d7d]Cybersecurity Strategies for Programs of Record
DA Pam 25 – 2 – 13
[bookmark: _elm000d8b]Army Identity and Access Management and Public Key Infrastructure Implementing Instructions
DA Pam 25 – 2 –15
[bookmark: _elm000d99]Cybersecurity and Cloud Technology
[bookmark: _elm000d9e][bookmark: _elm000d9f]DA Pam 25 – 2 –16
[bookmark: _elm000da0]Communication Security
[bookmark: _elm000da5][bookmark: _elm000da6]DA Pam 25 – 2 –17
[bookmark: _elm000da7]Incident Reporting 
[bookmark: _elm000ea3][bookmark: _elm000ea4]NIST SP 800 – 34 Rev. 1
[bookmark: _elm000ea5][bookmark: _elm000ea6]Contingency Planning Guide for Federal Information Systems (Available at http://csrc.nist.gov/publications/pubssps.html.)
[bookmark: _elm000eab][bookmark: _elm000eac]NIST SP 800 – 39
[bookmark: _elm000ead][bookmark: _elm000eae]Managing Information Security Risk: Organization, Mission, and Information System View (Available at http://csrc.nist.gov/publications/pubssps.html.)
[bookmark: _elm000ebb][bookmark: _elm000ebc]NIST SP 800 – 53A Rev. 4
[bookmark: _elm000ebd][bookmark: _elm000ebe]Assessing Security and Privacy Controls in Federal Information Systems and Organizations (Available at http://csrc.nist.gov/publications/pubssps.html.)


[bookmark: _elm00104c][bookmark: _elm00104b][bookmark: _Toc29460431][bookmark: _elm0010b0][bookmark: _TocAPPENDIXB][bookmark: _elm00104d][bookmark: _TocAPPENDIXB_INTERNALCONTROLEVALUATION]Appendix B
[bookmark: _elm00104e][bookmark: _elm00104f][bookmark: _elm001053][bookmark: _elm001052][bookmark: _TocB–1_FUNCTION][bookmark: _TocB–1][bookmark: _elm0010b1]Internal Control Evaluation
[bookmark: _Toc29460432]B – 1. Function
[bookmark: _elm001054][bookmark: _elm001055][bookmark: _elm001056][bookmark: _elm00105a][bookmark: _elm001059][bookmark: _TocB–2_PURPOSE][bookmark: _TocB–2]The function covered by this checklist is the administration of USMA cybersecurity in information management. 
[bookmark: _Toc29460433]B – 1. Purpose
[bookmark: _elm00105b][bookmark: _elm00105c][bookmark: _elm00105d][bookmark: _elm001061][bookmark: _elm001060][bookmark: _TocB–3_INSTRUCTIONS][bookmark: _TocB–3]The purpose of this checklist is to assist USMA and external assessors in evaluating the key internal controls listed. It is intended as a guide and does not cover all controls. 
[bookmark: _Toc29460434]B – 3. Instructions
[bookmark: _elm001062][bookmark: _elm001063][bookmark: _elm001064][bookmark: _elm001066][bookmark: _TocB–4_TESTQUESTIONS][bookmark: _TocB–4][bookmark: _elm0010a2]Answers must be based on the actual testing of internal controls (such as document analysis, direct observation, sampling, and simulation). Answers that indicate deficiencies must be explained and corrective action indicated in supporting documentation. Certification that this evaluation has been conducted must be accomplished on DA Form 11 – 2 (Internal Control Evaluation Certification). 
[bookmark: _Toc29460435]B – 4. Test Questions
[bookmark: _elm001068][bookmark: _elm001069][bookmark: _elm00106b][bookmark: _TocB–4a][bookmark: _elm00106a][bookmark: _elm00106c][bookmark: _elm00106d][bookmark: _elm00106e][bookmark: _elm001070][bookmark: _TocB–4b]a. Have appropriate security personnel (e.g., ISSMs) been appointed? 
[bookmark: _elm00106f][bookmark: _elm001071][bookmark: _elm001072][bookmark: _elm001073][bookmark: _elm001075][bookmark: _TocB–4c]b. Have risk analyses been performed for systems that process, access, transmit, or store USMA information? 
[bookmark: _elm001074][bookmark: _elm001076][bookmark: _elm001077][bookmark: _elm001078][bookmark: _elm00107a][bookmark: _TocB–4d]c. Are the appropriate leadership and management personnel aware of the results of risk analyses and risk assessments? 
[bookmark: _elm001079][bookmark: _elm00107b][bookmark: _elm00107c][bookmark: _elm00107d][bookmark: _elm00107f][bookmark: _TocB–4e]d. Have security assessments been performed per standard methodologies, as detailed in this regulation, to ensure consistency? 
[bookmark: _elm00107e][bookmark: _elm001080][bookmark: _elm001081][bookmark: _elm001082][bookmark: _elm001084][bookmark: _TocB–4f]e. Does the organization understand the cyber risk to organizational operations? 
[bookmark: _elm001083][bookmark: _elm001085][bookmark: _elm001086][bookmark: _elm001087][bookmark: _elm001089][bookmark: _TocB–4g]f. Is access to assets and associated facilities limited to authorized users? 
[bookmark: _elm001088][bookmark: _elm00108a][bookmark: _elm00108b][bookmark: _elm00108c][bookmark: _elm00108e][bookmark: _TocB–4h]g. Have the organization’s personnel and partners been provided cybersecurity awareness training? 
[bookmark: _elm00108d][bookmark: _elm00108f][bookmark: _elm001090][bookmark: _elm001091][bookmark: _elm001093][bookmark: _TocB–4i]h. Does the organization ensure that its technical security solutions are consistent with policy and procedures? 
[bookmark: _elm001092][bookmark: _elm001094][bookmark: _elm001095][bookmark: _elm001096][bookmark: _elm001098][bookmark: _TocB–4j]i. Is anomalous activity detected in a timely manner and its potential impact on systems clearly understood? 
[bookmark: _elm001097][bookmark: _elm001099][bookmark: _elm00109a][bookmark: _elm00109b][bookmark: _elm00109d][bookmark: _TocB–4k]j. Are response processes in place and adequately maintained to ensure timely response to detected cybersecurity events? 
[bookmark: _elm00109c][bookmark: _elm00109e][bookmark: _elm00109f][bookmark: _elm0010a0][bookmark: _elm0010a3][bookmark: _TocB–4l]k. Is there a plan in place to ensure response activities will be coordinated with internal and external stakeholders, to include external support from law enforcement? 
[bookmark: _elm0010a1][bookmark: _elm0010a4][bookmark: _elm0010a5][bookmark: _elm0010a6][bookmark: _elm0010aa][bookmark: _elm0010a9][bookmark: _TocB–5_SUPERSESSION][bookmark: _TocB–5]l. Are recovery planning and processes continuously evaluated for relevance and improvement? 
[bookmark: _Toc29460436][bookmark: _elm0010ab]B – 5. Supersession
[bookmark: _elm0010ac][bookmark: _elm0010ad][bookmark: _elm0010b3][bookmark: _elm0010b2][bookmark: _Toc][bookmark: _TocB–6_COMMENTS][bookmark: _TocB–6]No supersession. 
[bookmark: _Toc29460437]B – 6. Comments
[bookmark: _elm0010b4][bookmark: _TocGLOSSARY][bookmark: _elm0011e8][bookmark: _elm00125f]Help make this a better Appendix for evaluating internal controls. Submit comments to USMA CISO at cyber@westpoint.edu.   
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[bookmark: _Toc29460438][bookmark: Appendix_C][bookmark: _TocSECTIONI_ABBREVIATIONS][bookmark: _elm0011f1][bookmark: _elm0011f2][bookmark: _elm001260][bookmark: _TocSECTIONII_TERMS]Appendix C
[bookmark: _Toc29460439]Section I Acceptable Use Agreement / Policy (AUP)
By signing this document, you acknowledge and consent to the following rules of conduct and policies when accessing the United States Military Academy’s (USMA) networks, to include the Internet:
1. In Accordance With (IAW) DoD CIO’s Standard Consent Policy Memorandum dated 9 May 2008, “You are accessing a U.S. Government (USG) Information System (IS) that is provided for USG-authorized use only. By using this IS (which includes any device attached to this IS), you consent to the following conditions: -The USG routinely intercepts and monitors communications on this IS for purposes including, but not limited to, penetration testing, COMSEC monitoring, network operations and defense, personnel misconduct (PM), law enforcement (LE), and counterintelligence (CI) investigations. -At any time, the USG may inspect and seize data stored on this IS. Communications using, or data stored on, this IS are not private, are subject to routine monitoring, interception, and search, and may be disclosed or used for any USG authorized purpose. -This IS includes security measures (e.g., authentication and access controls) to protect USG interests--not for your personal benefit or privacy. -Notwithstanding the above, using this IS does not constitute consent to PM, LE or CI investigative searching or monitoring of the content of privileged communications, or work product, related to personal representation or services by attorneys, psychotherapists, or clergy, and their assistants. Such communications and work product are private and confidential.” 
2. USMA authorizes the connection of non-government furnished equipment (GFE) (e.g., personally-owned/Bring your Own Device (BYOD) systems, research partner’s devices) to the USMA network(s) (e.g., West Point Research and Education Network (WREN) and others as fielded) on several conditions: device registration with USMA; devices ‘comply to connect’ to the network (e.g., up-to-date operating system, up-to-date anti-virus); when using device(s) to access organizational data (e.g., Exchange, SharePoint) use of USMA mobile device management (MDM) capabilities (e.g., Intune); formal exceptions to Army policies regarding non-GFE equipment on USG networks. 
a. When accessing secured U.S. Government Information Systems from any device, including your non-GFE device, you consent to the Army AUP (available at https://cs.signal.army.mil/UserMngmt/aup/aupsig.asp) and the DOD Standard Mandatory Notice and Consent (available at https://dodcio.defense.gov/Portals/0/Documents/DoDBanner-9May2008-ocr.pdf). You also consent to government monitoring and collection by government authorities consistent with any DoD Monitoring Consent Banner you accept as a condition precedent to accessing a Government Information System. USMA will respect the privacy of your personal device and will only request access to the device by technicians to implement security controls or to respond to legitimate discovery requests arising out of administrative, civil, or criminal proceedings. This differs from the policy for government-provided equipment/services, where government employees do not have the right, nor should they have the expectation, of privacy while using government equipment or services. 
b. Owners/operators acknowledge that government-provided third-party software (e.g., Company Portal, Microsoft Defender™) may decrease the available memory and/or storage on the device(s) and that USMA is not responsible for any loss or theft of, damage to, or failure in the device that may result from use of third-party software and/or use of the device on the WREN. 
c. Owners/operators understand that contacting vendors for troubleshooting and support of third-party software is their own responsibly, with only multi-factor authentication reset support available from USMA—USMA’s Gold Coats will continue to provide hardware and USMA-Enterprise software support to cadets for cadets’ bulk-purchased but personally owned laptops. 
d. Owners/operators understand use of their devices for USMA or other official activities may result in increases to their personal monthly service plan cost(s). Owners/operators further understand USMA will not reimburse for any such increases in costs. 
e. Owners/operators agree that upon ceasing formal official affiliation, USMA requires the owners/operators to remove USMA provided applications, application keys, operating systems, and USG data. They also agree that USMA may conduct such removal remotely if the need arises.
f. Owners/operators agree that when they cease formal official affiliation with USMA (e.g., cadet’s graduation or separation from USMA, employee termination/departure, Soldiers’ permanent change of station/retirement/separation, research project conclusion) they will lose access to USMA-provided operating system(s) and application(s) licenses and USMA provided storage. 
3. Authorized network activity:  USMA CIO/G6 created and maintained IS images, and the executables in those images, have default authorization for use. The USMA Acceptable Use Addendum has additional information USMA leaders and users must be aware of given USMA’s unique mission and environment.  
4. The list of unauthorized network activity is long and partially enumerated in United States Corps of Cadets (USCC) and USMA Regulations and policies, AR 25-1, AR 25-2, the Joint Ethics Regulation, and the acceptable use addendum. The list of unauthorized activity is infeasible to completely enumerate. Rules of thumb include do nothing that is illegal, immoral, or unethical; do not inflict risk on the academy that exceeds your level of authority to assume risk. 
5. You acknowledge that in the event of a classified information spillage, the system(s) with the classified data are subject to seizure IAW due process requirements. USMA will, as feasible, forensically wipe the classified data and return, as feasible, the sanitized device(s). USMA, at its discretion, may provide a temporary GFE device to replace a GFE device or a cadet’s primary laptop. USMA will not provide a temporary device for non-GFE devices. USMA will not reimburse the owners/operators for the loss of the device should return of a personal device be infeasible to mitigate the risks of the classified data spillage. USMA CIO/G6 activities to mitigate against information spillage will occur in coordination with appropriate law enforcement activities. 
6. [bookmark: _Hlk51078932]You acknowledge that USMA may obtain an over-the-network copy of a user’s disk(s) from GFE, to include personal data, at any time, during an official investigation into conduct on this network, without obtaining additional permission.
7. You acknowledge that you are responsible for understanding and abiding with what USMA has authorized (and not authorized) for usage/behavior (See also USMA Regulation 25-2 Cybersecurity and its supporting implementing policy documents at USMA G5’s Document Library).  
8. You acknowledge that you will abide by USMA or DoD-specified controls when storing, processing, or transmitting controlled unclassified Information (CUI) (e.g., others’ Personally Identifiable Information, Privacy Act protected data). Owners/operators agree that should they lose any device that contains CUI they will report the loss to USMA’s Cybersecurity (cyber@westpoint.edu) and USMA’s Privacy Officer (privacy@westpoint.edu) for reporting to HQDA and US-CERT (for PII breaches), and mitigating the loss of controlled access to the CUI (e.g., remote removal of the CUI data). USMA reserves the prerogative to remotely wipe lost GFE. Users may request CIO/G6 remotely wipe or remotely disable their lost personal device. 
9. You acknowledge that violations of this AUP, the standard Army AUP, West Point, Army, DoD, or Joint regulations/policies, or USMA addendums, may result in consequences including, but not limited to: loss of network access; loss of administrative privileges on government-managed system(s); mandated use of a government operating system image, loss of other network provided service(s); civilian or military administrative action; civilian or military criminal action.
[bookmark: _Hlk531767695]I have read the statement above and will comply accordingly.
____________________________________     _______________________________________    ___________________
Printed Name/Number 	Signature	Date


[bookmark: _elm001255][bookmark: _elm001256][bookmark: _Toc29460440]Section II Addendums to AUP
USMA CIO/G6 will publish addendums to the AUP at the G6 Publications library at https://usarmywestpoint.sharepoint.com/sites/g6.policies/Shared%20Documents/Forms/AllItems.aspx. The intent of the Addendum(s) published by the CIO is to provide notification to users of modifications to the AUP prior to the AUP itself moving through the entirety of the USMA staffing process.  It also provides points of clarification that CIO/G6 staff will incorporate into the appropriate Cybersecurity Regulation or policy in the next edit/update cycle.



The AUP Addendum depicted below is a sample of one such addendum. 
 (
SAMPLE
)MAIO	6 January 2020
MEMORANDUM FOR UNITED STATES MILITARY ACADEMY (USMA) CADETS, FACULTY, STAFF 
SUBJECT:  USMA West Point Research and Education Network (WREN) Acceptable Use Policy Addendum
1. References. 
a. USMA Regulation 25-2, Cybersecurity, available at https://usarmywestpoint.sharepoint.com/:b:/r/sites/g5.publications/publications/USMA%2025-2%20Cybersecurity.pdf?csf=1&web=1&e=urq7Ju.
b. USMA Policies 25-2-XYZ, the 20+ policies that implement reference a’s Cybersecurity Risk Management Program available at https://portal.westpoint.edu/usstaff/G6/Pages/home.aspx.  
2. Background. USMA has a unique mission as an Army unit, necessitating modifications to standard Army Cybersecurity regulations and policies. In support of the academic mission, members of the Corps of Cadets, faculty and staff have very broad latitude in using the Army provided network systems. However, there are USMA policy and security limitations to that latitude as noted in references a-b. At no time should any person interpret the references or this document’s guidance as permission to assume risk to USMA beyond their duly delegated authority. 
3. Purpose. This document supplements refs a-b. by clarifying authorized and unauthorized computer and network activity.
4. References a-b discuss numerous varieties of authorized computer activity. Reference a and ref a’s implementing policies also discuss numerous differences between cadet use and staff and faculty use—with cadets receiving a larger set of authorized activities. Below are paraphrased summaries of some of the more common authorized activities at USMA.  
a. Creating, storing, and processing Controlled Unclassified Information (CUI) on government furnished equipment (GFE) and non-GFE so long as the non-GFE have sufficient compensatory controls to achieve impact level 4 (IL4) or better data protections. 
b. Creating work product, academic course work, research, and research work.  
c. Mission Applications. This includes, but is not limited to, applications, operating systems, and other forms of software (e.g., open-source software (OSS), freeware (e.g., git, meteor, Firefox, chrome, Adobe Reader)), needed to conduct classes and faculty/faculty-supervised research at USMA. Sponsoring department’s leadership will coordinate these activities with the CIO/G6 and CISO to mitigate operational and reputational risks to USMA. Upon completion of coordination, department leadership will provide a memorandum for record to the CISO and CIO/G6 for knowledge continuity and cross-department coordination. 
d. Personal Use Applications. This includes, but is not limited to, applications for the purpose of meeting the academic mission (e.g., open-source software (OSS), freeware (e.g., git, meteor, Firefox, Chrome), citation manager(s)). Cadets may use WREN resources to support limited personal gain activities (e.g., selling  (
SAMPLE
)personal items on eBay, personal stock trading) while excluding other personal gain activities (e.g., bitcoin mining, selling a large volume of items in repeated transactions). Cadets may use the WREN for personal recreational (e.g., gaming consoles) and other legal, moral, and ethical personal activities that do not negatively reflect on USMA. WREN users may not, for example, host illegal file sharing, host pornography, mine digital currencies, operate mail relays, operate Internet Protocol (IP) based services. Staff and Faculty are substantially more constrained on personal use of government systems, government resources, and government time—see also local Union Collective Bargaining Agreement, Joint Ethics Regulations, etc. 
e. Applications using streaming data, audio, or video. This includes, but is not limited to, gaming software and frameworks such as Steam, entertainment software (e.g., Netflix’s or other streaming service’s client software, iTunes, Pandora), and communications clients (e.g., MS Teams, Lync, Skype, Google Chat). 
f. Applications making use of commercial cloud capabilities with dedicated or configurable clients. This includes but is not limited to Google Drive, Dropbox, iCloud, MS OneDrive, Google File Stream, Trello, GitHub, and others. USMA expressly prohibits storing of CUI on systems that do not have formal risk acceptance at the appropriate level of authority. Organizations using commercial cloud capabilities will coordinate the use with CIO/G6. See below or guidance related to Privacy Act protected data. 
g. Activities commonly associated with security/vulnerability education and training, testing, and ‘hacking’ when performed in the context of academic coursework, sanctioned research, or sanctioned extracurricular activities. This includes, but is not limited to, the use of software tools (e.g., IDA Pro), virtual machines, malicious code development, penetration testing, cyber reconnaissance, and other similar-in-nature activity (ies). The sponsoring department’s leadership will coordinate these activities with the CIO/G6 and CISO to mitigate operational and reputational risks to USMA. Upon completion of coordination, department leadership will provide a memorandum for record to the CISO and CIO/G6 for knowledge continuity and cross-department coordination. 
h. The use of removable media (e.g., solid-state, and magnetic media).  
5. Priority of use for the USMA WREN is always to the educational mission with personal, non-academic use a distant second priority.  
6. The Authorizing Official (AO) has delegated decision making for sanctioning additional forms of use that do not change the overall risk categorization of the WREN to the following: the CIO/G6 as the AO Designated Representative; the Dean and authorizes further delegation to no lower than Dean’s Academic Department Heads; the Chief of Staff for special and general staff; the Commandant and authorizes further delegation to no lower than one additional level within USCC, Athletic Director and Military Deputy. Decision makers exercising their delegated authority will ensure the AO, via the CIO and CISO, has records of those decisions. The AO reserves the prerogative to override such decisions. 
7. Unauthorized use or abuse of DOD and Army telecommunications systems, to include telephone, e-mail systems, local and wide area networks, may subject users to administrative, criminal, or other adverse action. In addition to examples of unauthorized use or abuse noted in refs a-b, USMA users shall not: 
a. Move or modify (physically or logically) network infrastructure equipment (e.g., switches, routers, Wireless Access Points (WAP)).  
b. Use non-USMA approved Virtual Private Network (VPN) clients. 
c. Create and/or maintain non-sanctioned network-based servers and services. 
8. The POC for this action is the USMA Chief Information Security Officer (CISO) at cyber@westpoint.edu and 845-938-0565.


[bookmark: _Toc29460441]Appendix D Non-Disclosure Agreement and Privileged Access Agreement
The PAAs depicted in this appendix are minimal adaptations of the Army’s PAA form found on the Army Training and Certification Tacking System (ATCTS). The adaptations are exclusively focused on their use within the WREN.
USMA has no PAA for privileged access on personally owned devices. Use of personally owned devices will comply with USMA’s AUP and other applicable controlling authority policies.
As previously noted in this regulation, Staff and Contractors that operate IT systems (e.g., 2210 series and CP34 series civil servants) will continue to adhere to Army Regulation 25-2 Cybersecurity and its requirements (e.g., use of the ATCTS hosted PAA and uploading of that PAA to ATCTS). 
Faculty and Cadets who are system administrators (SA) for server(s) or IP-based service(s) use the applicable form for their server/service PAA. 
The NDA depicted in this appendix is a direct extract of the verbiage in the NDA section of the Army’s PAA form found on ATCTS.
Section I Non-Disclosure Agreement
Disclosure of protected or privilege information
Whoever, being an officer, employee or agent of the United States or of any department, agency or contractor thereof, publishes, divulges, discloses or makes known in any manner or to any extent not authorized by law, any information coming to him/her in the course of their employment or official duties, which information concerns or relates to the trade secrets or proprietary information of a non-Federal government entity; any information protected by the Privacy Act; any information subject to protection under the Freedom of Information Act; other law, regulation, or policy (including all privileged communications such as doctor-patient, attorney-client, etc.); any information protected under the classification system set forth in AR 380-5; or any other information protected by law or regulation (i.e., IG, AAA, CID); shall, in addition to any penalty imposed by said law or regulation, be subject to UCMJ, administrative, or contract remedy enforcement.
CERTIFICATION
I have read the provisions herein and I understand my responsibility not to disclose any matters connected with or pertaining to these provisions as they pertain to my organization's network except to persons theretofore listed as having a need to know.
______________________________________________	__________________________
Printed Full Name and Signature / Digital Signature 		Date


Section II Privileged Level Access Agreement (PAA) for USMA Faculty
United States Military Academy Faculty Privileged Access Agreement (PAA) and Acknowledgement of Responsibilities for Government Furnished Equipment (GFE)
I understand that the United States Military Academy (USMA) has granted me, a faculty member at USMA, access to the West Point Research and Education Network (WREN) , and that I have and will maintain the necessary clearances and authorizations for local administrator access to my government furnished equipment (GFE) information system(s) (e.g., laptop, desktop, mobile device, etc.). 
As a Privileged-access user of GFE:
•	I will protect my account and my authenticator(s) to the highest level of data or resource it secures. 
•	I will NOT share my account and authenticator(s) entrusted for my use. 
•	I am responsible for all actions taken under my account and understand that the exploitation of this account places other systems and assets (e.g., Controlled Unclassified Information (CUI)) on the WREN at risk.
•	I will not attempt to hack the network or connected information systems (ISs), subvert USMA cybersecurity controls or processes, subvert data protection schemes, or otherwise expose the WREN to risks for which I have no risk acceptance authority. Hacking and security activities in the context of a classroom, assignment, faculty research, or faculty supervised USMA club activity is exempt from this prohibition when coordinated with, and approved by, the faculty member’s chain of command and the USMA CIO/G6.
•	I will not gain, access, share, or elevate permissions to data or ISs for which I have no explicit permission from a controlling authority.
•	I will immediately report any indication of computer network intrusion, unexplained degradation or interruption of system or network services, illegal or improper possession of content or files, or the actual or possible compromise of data, files, access controls, or systems to my chain of command and USMA Cybersecurity Branch.
•	I will not install malicious code of any variety. Creation, study or other use of malicious code as part of research or the academic program is exempt from this prohibition when coordinated with, and approved by, the faculty member’s chain of command and the USMA CIO/G6.
•	I will practice due diligence to ensure software/code that I install does not contain known and unpatched vulnerabilities.
•	I am prohibited from obtaining, installing, copying, pasting, modifying, transferring, or using software or other materials in violation of the appropriate owner’s/vendor's patent, copyright, trade-secret, or license agreements. 
•	I will not create or elevate access rights of others; share permissions to ISs for which they are not authorized; nor allow others access to ISs or networks using my privileged account. 
•	I am prohibited from accessing, storing, processing, displaying, distributing, transmitting, and viewing material that is: pornographic, racist, defamatory, vulgar, hate-crime related, subversive in nature, or involves chain letters, spam, or similarly related criminal offenses such as encouragement of criminal activity, or violation of State, Federal, National, or International law. 
•	I am prohibited from storing, accessing, processing, sharing, removing, or distributing classified information on the WREN. If I become aware of such information on my GFE IS or other WREN-connected system, I will disconnect the system from the network, while leaving it powered on, and make a report to my chain of command and the USMA Cybersecurity Branch.
•	I am prohibited from storing, accessing, processing, sharing, removing, or distributing Controlled Unclassified Information (CUI) (e.g., Personally Identifiable Information (PII)) data in ways that violate USMA policies or other controlling authority policies.
•	I will contact my chain of command if I am in doubt as to any of my roles, responsibilities, or delegated authorities.
•	I am subject to loss of privileged access rights on my GFE IS and other forms of disciplinary or punitive action for violating the PAA, Acceptable Use Policy (AUP), or other controlling documents (e.g., Joint Ethics Regulation, Army Regulations).
[bookmark: _Hlk46236645]
______________________________________________	____________________
Printed Full Name and Signature / Digital Signature 		Date


[bookmark: _Hlk51166832]Section III Privileged Level Access Agreement (PAA) for USMA Cadets
United States Military Academy Cadet Privileged Access Agreement (PAA) and Acknowledgement of Responsibilities for Government Furnished Equipment (GFE)
I understand that the United States Military Academy (USMA) has granted me, a cadet at USMA, access to the West Point Research and Education Network (WREN), and that I have and will maintain the necessary clearances and authorizations for local administrator access to government furnished equipment (GFE) information system(s) (e.g., laptop, desktop, mobile device, etc.). 
As a Privileged-access user of GFE: 
•	I will protect my account and my authenticator(s) to the highest level of data or resource it secures. 
•	I will NOT share my account and authenticator(s) entrusted for my use. 
•	I am responsible for all actions taken under my account and understand that the exploitation of this account places other systems and assets (e.g., Controlled Unclassified Information (CUI)) on the WREN at risk.
•	I will not attempt to hack the network or connected information systems (ISs), subvert USMA cybersecurity controls or processes, subvert data protection schemes, or otherwise expose the WREN to risks for which I have no risk acceptance authority. Hacking and security activities in the context of a classroom, assignment, faculty supervised research, or faculty supervised USMA club activity is exempt from this prohibition when coordinated with, and approved by, the sponsoring/supervising faculty member’s chain of command and the USMA CIO/G6.
•	I will not gain, access, share, or elevate permissions to data or ISs for which I have no explicit permission from a controlling authority.
•	I will immediately report any indication of computer network intrusion, unexplained degradation or interruption of system or network services, illegal or improper possession of content or files, or the actual or possible compromise of data, files, access controls, or systems to my chain of command and USMA Cybersecurity Branch.
•	I will not install malicious code of any variety. Creation, study, or other use of malicious code as part of research or the academic program is exempt from this prohibition when coordinated with, and approved by, the faculty member’s chain of command and the USMA CIO/G6.
•	I will practice due diligence to ensure software/code that I install does not contain known and unpatched vulnerabilities.
•	I am prohibited from obtaining, installing, copying, pasting, modifying, transferring, or using software or other materials in violation of the appropriate owner’s/vendor's patent, copyright, trade-secret, or license agreements. 
•	I will not create or elevate access rights of others; share permissions to ISs for which they are not authorized; nor allow others access to ISs or networks using my privileged account. 
•	I am prohibited from accessing, storing, processing, displaying, distributing, transmitting and viewing material that is: pornographic, racist, defamatory, vulgar, hate-crime related, subversive in nature, or involves chain letters, spam, or similarly related criminal offenses such as encouragement of criminal activity, or violation of State, Federal, National, or International law. 
•	I am prohibited from storing, accessing, processing, sharing, removing, or distributing classified information on the WREN. If I become aware of such information on my GFE IS or other WREN-connected system, I will disconnect the system from the network, while leaving it powered on, and make a report to my chain of command and the USMA Cybersecurity Branch. 
•	I am prohibited from storing, accessing, processing, sharing, removing, or distributing Controlled Unclassified Information (CUI) (e.g., Personally Identifiable Information (PII), Controlled Unclassified Information (CUI)) data in ways that violate USMA policies or other controlling authority policies.
•	I will contact my chain of command if I am in doubt as to any of my roles, responsibilities, or delegated authorities.
•	I am subject to loss of privileged access rights on my GFE IS and other forms of disciplinary or punitive action for violating the PAA, Acceptable Use Policy (AUP), or other controlling documents (e.g., Joint Ethics Regulation, Army Regulations). 

______________________________________________	____________________
Printed Full Name and Signature / Digital Signature 		Date





Glossary
See also National Institute of Standards and Technology (NIST) Computer Security Resource Center Glossary at https://csrc.nist.gov/Glossary/?term=3816%20 for definitions.
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