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[bookmark: _Toc6834598][bookmark: _Toc6837375][bookmark: _Toc96598952]Introduction
[bookmark: _Toc6834599][bookmark: _Toc6837376][bookmark: _Toc96598953]Purpose
[bookmark: _Toc6223399][bookmark: _Toc6825317][bookmark: _Toc6834600][bookmark: _Toc6837377]The purpose of this policy establishes the basis for implementing secure Security Assessment and Authorization (CA) practices for protecting Information Systems (IS) and data within the United States Military Academy (USMA) West Point Research and Education Network (WREN) and other USMA .edu networks as they come into existence. The policy provides both generalized guidance as well as specific practices for the implementation of CA.
[bookmark: _Hlk11397465]This policy adheres to the guidance identified within the NIST Special Publication 800-53A Rev 4 Security Assessment and Authorization family (see also https://nvd.nist.gov/800-53/Rev4/impact/moderate for the WREN Managed Zone and https://nvd.nist.gov/800-53/Rev4/impact/low for the WREN Public Zone).
[bookmark: _Toc96598954]Background
[bookmark: _Toc6223400]The USMA WREN, physically located at West Point, NY and logically in one or more cloud service providers, must maintain an IS environment that empowers USMA to continue its leadership as the premier leader development institution in the world. USMA WREN will sustain and enhance the military and academic leadership opportunities for cadets, staff, faculty, visiting dignitaries, visiting and assigned foreign nationals (e.g., exchange faculty, exchange cadets, semester abroad faculty and cadets), and the general public (e.g., event attendees (e.g., conferences, forums, symposia) and sponsored guests (e.g., cadets’ parents, visiting researchers, visitors on official business).
[bookmark: _Toc9410458][bookmark: _Toc96500407][bookmark: _Toc96598955]Applicability
The Security Assessment and Authorization policy applies to all USMA Military Academy Directorates (MADs) (see also USMA Regulation 10-1 Organizations and Functions), WREN users, and consumers of information systems resources connected directly or through a remote connection to the WREN.  The policy supports the Risk Management Framework (RMF) through the application of CA Assessment Procedures (AP) and the implementation of risk mitigation strategies for the protection of Confidentiality, Integrity, and Availability (CIA).
[bookmark: _Toc96598956]Managed Zone Applicability to MADs
Substantial portions of this policy are written with an explicit focus on USMA CIO/G6 managed systems, services, and capabilities (e.g., the managed zone(s) and the public zone’s infrastructure).  Despite this explicit phrasing, the content of this policy are equally applicable to MADs that design, build, operate, maintain, and defend systems and capabilities hosted in the USMA managed zone(s). The MADs so impacted will inherit the vast majority of RMF controls from the WREN. For those systems and capabilities that do not inherit specific controls, the MAD will develop, in coordination with USMA’s CIO, a memorandum of understanding (MOU) with the Authorizing Official (AO) (i.e., Superintendent), that enumerates and makes explicit the differentiated responsibilities between USMA CIO/G6 (the system owner of the WREN) and the MAD. The MOU will address, minimally, maintainability, defensibility, sustainability, and severability. To minimize differentiated responsibilities, MADs should strongly consider tight coupling with the WREN and the capabilities it provides.
[bookmark: _Toc96598957]Public Zone Applicability to MADs
MADs that design, build, operate, maintain, and defend systems and capabilities in the public security zone accept complete responsibility for those systems and capabilities outside the formal RMF process as a function of USMA operating an .edu network enclave. 
[bookmark: _Toc96598958]Specialized Controls for Financial Management
See also the applicability questions of Figure 4 and Figure 5 of OSD Memorandum, “Enhanced Integration of Finance Management Requirements with the Risk Management Framework”, dated 21 April 2016 for determining applicability to specific systems. MADs have the affirmative obligation to coordinate with USMA CIO/G6 for technical implementation of these systems, their security, and satisfying RMF controls and Assessment Procedures applicable to these systems. Coordination will also include establishing operations and maintenance (O&M) and system life cycle responsibilities.
An example of an organization using such a system is USMA G8’s / Cadet Treasurer and their use of software modules within the Academy Management System (AMS). 
[bookmark: _Toc96598959]Specialized Control for Facility Related Control Systems
MADs that design, build, operate, maintain, and defend facility related control systems have particular and specific controls that apply to those systems. MADs have the affirmative obligation to coordinate with USMA CIO/G6 for technical implementation of these systems as well as the coordination for the defense of these systems.
Examples of such systems include outdoor lighting systems (e.g., United States Corps of Cadets’ (USCC) Outdoor Lighting Control System), Door Control Systems (e.g., presently Garrison hosts Velocity™ on NIPRNet, but future capabilities may move to WREN), and other forms of Industrial Control Systems (ICS)/Supervisory and Data Collection Acquisition (SCADA) systems (e.g., network enabled heating/air conditioning). 
[bookmark: _Toc79067800][bookmark: _Toc69914492][bookmark: _Toc96598960]Roles and Responsibilities
See USMA Regulation 25-2 Cybersecurity Chapter 2 Roles and Responsibilities.
[bookmark: _Toc6834601][bookmark: _Toc6837378][bookmark: _Toc96598961][bookmark: _Toc6825321][bookmark: _Toc6834604][bookmark: _Toc6837381]Security Assessment and Authorization Policy
[bookmark: _Toc96598962]CA-1 Security Assessment and Authorization Policies and Procedures
The USMA Information Security Policy defines WREN security policies. This document addresses the purpose, scope, roles, responsibilities, compliance requirements, and required coordination among the various USMA organizations providing some level of support for the security of the WREN. Policies are made available to roles identified in the System Security Plan via SharePoint and Enterprise Mission Assurance Support Service (eMASS).
All Policies and Standard Operating Procedures (SOPs) are reviewed and revised on a yearly basis unless a more rapid revision is necessary. 
[bookmark: _Toc96598963]CA-2 Security Assessments
IAW NIST Special Publication 800-53A Rev 4, USMA does the following: 
Develops this security assessment plan that describes the scope of the assessment including: 
Security controls and control enhancements under assessment. 
Assessment procedures determine security control effectiveness, assessment environment, assessment team, and assessment roles and responsibilities.
Assesses the security controls in the information system and its environment of operation to determine the correct implementation, operating as intended, and producing the desired outcome with respect to meeting established security requirements. 
Produces a security assessment report that documents the results of the assessment. 
Provides the results of the security control assessment to, at a minimum, the Information System Security Officer (ISSO) and Information System Security Manager (ISSM). 
Implementation
In accordance with (IAW) DoD policy, USMA will use the records prepared and developed through eMASS and the procedures/templates defined in the RMF Knowledge Service to comply with NIST Special Publication 800-53A Rev 4 requirements. 
1. The security assessment plan is in the Security Plan (SP) and the Security Assessment Report (SAR) is automatically created as part of the system eMASS record. Provide the completed SAR to the ISSO and the ISSM. 
CISO will ensure that the system eMASS record correctly lists the assessment team members and their associated assessment roles and responsibilities in the security assessment plan. 
Define the WREN authorization boundary via network diagrams, data flow diagrams, system design documents, and authorized hardware/software lists.  This documentation should be posted to the related system eMASS record to support the system SP. 
An annual assessment should be done for related technical, management, and operational security controls. The security controls should be reviewed every 3-years, except for those requiring more frequent review as defined in another site or overarching policy.
0. [bookmark: _Toc96598964]CA-2(1) Independent Assessors
Independent assessors or assessment teams are individuals or groups who conduct impartial assessments of organizational ISs. Impartiality implies that assessors are free from any perceived or actual conflicts of interest with regard to the development, operation, or management of the organizational ISs under assessment or to the determination of security control effectiveness. 
To achieve impartiality, assessors should not: 
1. Create a mutual or conflicting interest with the organizations where conducting the assessments.
Assess their own work.
Act as management or employees of the organizations they are serving.
Place themselves in positions of advocacy for the organizations acquiring their services. 
USMA will use the Army’s Assessor Bid Request & Tracking System to provide assessors.
[bookmark: _Toc96598965]CA-2(2) Specialized Assessments
USMA includes as part of security control assessments, announced and unannounced 3rd party and internal security assessments.  Assessments include in-depth monitoring; vulnerability scanning; insider threat assessment; performance/load testing; vulnerability disclosure program (VDP) (aka Bug Bounty Program), Army organized 'Hack the Army' programs, DA Inspector General assessments.
Vulnerability scanning happens on an ad-hoc basis as well as a monthly recurring basis. The Army funds a continuous and ongoing VDP program.  The Army periodically funds a ‘Hack the Army’ effort.  DA IG assessments happen according to their internal scheduling processes.
USMA CIO/G6 conducts STIG checks and reviews of managed systems on a 120% per year basis for system types (e.g., networking infrastructure in managed and unmanaged zones) and for managed servers and services.  The specific systems checked each month are based on a 10% random draw, without replacement. 
[bookmark: _Toc96598966]CA-2(3) External Organizations
The organization accepts the results of an assessment of the WREN enclave performed by C5ISR when the assessment meets the normal expectations of the SCA-V team. 
The identification and assessment of risk is a continuous and ongoing process. Once initial risks are identified, USMA re-examines risks regularly to identify new risks or changes to existing risks. Risks are then analyzed for their potential effect or impact on the WREN. Risk assessments and related management approvals are documented and maintained in files such as the System Security Plan (SSP). 
USMA WREN also undergoes other external assessments (e.g., Army Protection Program, Army Inspector General, Defense Digital Services, Hack the Army) and incorporates the results into its risk management program.
[bookmark: _Toc96598967]CA-3 System Interconnections 
When dedicated connections between WREN and other ISs (that is, system interconnections that are not transitory like user-controlled connections such as email and website browsing) require that each system has different authorizing officials, USMA does the following: 
1. Develops and certifies, by appropriate signatures (e.g., Authorizing Official (AO), network managers), Interconnection Security Agreements, (e.g., Memorandum of Understanding (MOU), Service Level Agreement (SLA), or contract authorizing the connection of the WREN to the other IS. 
Documents the interface characteristics for each interconnection. The use of external reporting databases for these characteristics when tied to the specific interconnection is acceptable (e.g., ports, protocols, and services). 
For each interconnection, identify and document any additional security controls to implement to protect the confidentiality, integrity, and availability of the connected systems and the data passing between them. Controls should be appropriate for the systems to connect and the environment in which the interconnection will operate. 
Documents in the interconnection security agreement the type of information transferred/transmitted. Characteristics will include, but not be limited to information type (e.g., Personal Identification Information (PII), Privacy Act protected data, financial data, etc.) 
Reviews and updates Interconnection Security Agreements at least annually.  Maintains an audit trail of reviews and updates. 
If interconnecting systems have the same authorizing official, an Interconnection Security Agreement is not required.  In such a case, CIO/G6 documents the interface characteristics in the Security Plan. 
0. [bookmark: _Toc96598968]CA-3(1) Unclassified National Security System Connections
USMA prohibits the USMA interconnection of the WREN to National Security Systems (NSS) and enclaves except through authorized connections (e.g., NIPRNet Federate Gateway). 
This control is N/A as WREN is not an NSS.
0. [bookmark: _Toc96598969]CA-3(2) Classified National Security System Connections
The organization prohibits the direct connection of a classified national security system to an external network without the use of a DoD-approved cross-domain solution. The WREN does not directly connect nor contain any classified data from national security systems except through authorized connections (e.g., NIPRNET Federate Gateway).
[bookmark: _Toc96598970]CA-3(3) Unclassified Non-national Security System Connections 
USMA prohibits the direct connection of any system containing Controlled Unclassified Information (CUI), especially Personally Identifiable Information (PII) to an external network that is not Federal Risk and Authorization Management Program (FEDRAMP) moderate or better, ISO 27001, or SOC 2 Type 2 certified unless there is an AO approved exception to the policy on record. 
USMA does authorize, IAW USMA Regulation 25-2, MAD principles to assume the operational residual risk of using ancillary cloud service offerings (CSO)s that store and process low impact CUI and other ‘data of concern’ (e.g., a small portion of graded material, publisher provided resources that accompany textbooks and for which professors direct use) when those MADs have the operational imperative to do so.  Each MAD principle will, no less than yearly, review their list(s) of said CSOs to ensure they continue to endorse their use and endorse acceptance of the operational risk, register the CSO in the USMA CSO Registry, and provide a copy of such acceptances to the AO through the CISO at cyber@westpoint.edu. 
[bookmark: _Toc96598971]CA-3(4) Connections to Public Networks
The organization prohibits the direct connection of a system containing PII to an external network that is not FEDRAMP moderate or better, ISO 27001 or SOC2 Type 2 certified to a public network. WREN users obtain access to public networks through configured computer hardware and software.  The WREN implements an appropriate level of security, identifies, documents, and controls all access paths.  Connectivity between systems is approved only when appropriate by entity management.  Considerations are given to the risk and corresponding safeguards needed to protect sensitive data such as PII.
[bookmark: _Toc96598972]CA-3(5) Restrictions on External System Connections 
WREN employs a deny-all permit by exception (DAPE) policy, for formal system interconnections. 
The DAPE policy impacts interconnections of enclaves, at a system-to-system level. It does not apply to restricting user network traffic outbound from WREN.  An example of such an interconnection is the enabling of Single Sign On (SSO) within a CSO that uses the WREN’s IdAM. 
[bookmark: _Toc96598973]CA-5 Plan of Action and Milestones 
USMA CIO/G6 develops a security Plan of Actions & Milestones (POA&M) IAW DoDI 8510.01 Enclosure 6 to document the planned remedial actions to correct weaknesses or deficiencies noted during the assessment of the NIST Special Publication 800-53A Rev 4 security controls and to reduce or eliminate known vulnerabilities in the system. Develop the POA&M in eMASS and export/import as required.
The CIO/G6 Cybersecurity Branch is responsible for monitoring and updating the security POA&M IAW Cyber branch SOPs and ICW the AODR. 
USMA CIO/G6 documents all AO and/or AODR POA&M reviews, including those without changes, in the WREN eMASS record, preferably using the eMASS electronic workflow.  
0. [bookmark: _Toc96598974]CA-5(1) Automation Support for Accuracy/Currency
The organization employs automated mechanisms to help ensure that the POA&Ms for the information system are accurate, up to date, and readily available.
[bookmark: _Toc96598975]CA-6 Security Authorization 
USMA CIO ensures documentation of the appointment of an Authorizing Official (AO) is a written appointment memorandum IAW DoDI 8510.01. USMA CIO makes the appointment memorandum available for review and uploads it to the system POA&M eMASS record. 
USMA will ensure that an authorization document, (e.g., Authorization to Operate (ATO), Interim Authorization to Test (IATT)) has been issued by the AO. 
The organization will update the security authorization at least every three years, whenever there is a significant change to the system, or if there is a major/substantial change to the environment in which the system operates. The AO determines the actual time and duration between updates to a current security authorization. 
[bookmark: _Toc96598976]CA-7 Continuous Monitoring
CIO/G6 throughout the calendar year conducts and documents a self-assessment of NIST Special Publication 800-53A Rev 4 security controls identified in the system’s eMASS Security Plan. 
When appropriate or required, the results of the self-assessment are recorded in the system eMASS record and/or in an updated POA&M.
IAW the Cybersecurity Service Providers (CSSPs) policy and procedures, USMA implement an incident handling capability for security incidents that includes preparation, detection and analysis, containment, eradication, and recovery; coordinates incident handling activities with contingency planning activities; and incorporates lessons learned from ongoing incident handling activities into incident response procedures, training, and testing/exercises, and implements the resulting changes accordingly.
On a recurring basis (not less than once every two weeks), USMA Cybersecurity provides an executive summary of the eMASS package status and POA&M status to the AODR. An output of this briefing is the incorporation of any specific guidance into the POA&M and then a POA&M approval workflow within eMASS that ends with the AODR approving (or not) the POA&M.
USMA CIO/G6 will ensure it coordinates with C5ISR to gain and maintain enrollment in the CMRS program administered by C5ISR. 
0. [bookmark: _Toc96598977]CA-7(1) Independent Assessment 
CIO/G6 documents the results of all external evaluations, assessments, and inspections as they relate to the NIST Special Publication 800-53A Rev 4 security controls identified in the system’s eMASS Security Plan. 
As appropriate and/or required, the results of external assessments are recorded in the system eMASS record and/or in an updated POA&M.
[bookmark: _Toc96598978]CA-8 Penetration Testing
USMA conducts penetration testing annually on the WREN and its associated system components. The USMA Cybersecurity Branch also monitors the vulnerability of USMA’s many public-facing sites using a variety of external monitoring services including C5ISR web assessments, the ARCYBER Vulnerability Disclosure Program (VDP), and the University of Texas at Austin’s Dorkbot service.
0. [bookmark: _Toc96598979]CA-8(2) Red Team Exercises
The organization employs Cyber National Mission Force (CMNF), ARCYBER, other available DoD units, and contracted services to simulate attempts by adversaries to compromise organizational information systems IAW Rules of Engagement (ROE) negotiated for each event and element.  These risk assessments consider threats and vulnerabilities at the entity-wide, system, and application levels.
[bookmark: _Toc96598980]CA-9 Internal System Connections 
CISO, ICW CTO, and CMC authorize internal connections of IS components and classes of components to the IS. As noted in USMA Regulation 25-2 Cybersecurity, USMA uses OEM best practices (e.g., Microsoft Secure Score recommendations, Cisco, Blackboard) and DISA STIGs/SRGs as the baseline for secure configuration of systems and services.  Managed systems and services will not connect to the production WREN without a security evaluation (e.g., STIG/SRG evaluation) and a record of approval for deviations from the secure configuration. 
CIO/G6 does the following: 
1. Defines the authorized system connections, classes, and components.
Documents all internal communications to include interface characteristics, security requirements, and the nature of the information communicated for each internal connection. 
Ensures internal connections are properly authorized.
Maintains an audit trail of authorizations.
Documents deviations from applicable DISA STIG/SRG
USMA CIO/G6 also documents all approved internal connections in network topological diagrams, information flow diagrams, and other appropriate documents. Document the following for each internal connection: 
1. Interface characteristics
1. Security requirements
1. Nature of the information communicated
1. Deviations from applicable DISA STIG/SRG
CIO/G6 maintains an audit trail of all changes and updates to approved internal connections as part of the Change Management Process and notes maintained by the CMC Secretariat. For those routine changes (e.g., equipment change out, equipment repositioning) accomplished by designated elements (i.e., Enterprise Services Branch, Network Services Branch), the CTO’s IT Operations Change Log will serve as the audit trail.
0. [bookmark: _Toc96598981][bookmark: _TocAPPENDIXA][bookmark: _elm000ca9][bookmark: Appendix_A][bookmark: _TocAPPENDIXA_REFERENCES]CA-9.1 Security Compliance Checks
USMA has documented details on establishing an internal connection on the WREN. CISO, ICW CTO, and CMC authorize internal connections of IS components and class of components to the IS and document all approved internal connections in network topological diagrams, information flow diagrams, and other appropriate documents. These documents contain the following for each internal connection: 
1. Interface characteristics
1. Security requirements
1. Nature of the information communicated
1. CIO/G6 maintains an audit trail of all changes and updates to approved internal connections.
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[bookmark: _Toc96598985]Acronyms
	Acronym
	Meaning

	AMS
	Academy Management System

	AO 
	Authorizing Official 

	AP
	Assessment Procedures

	AR 
	Army Regulation 

	ATO 
	Approval to Operate 

	CA
	Security Assessment and Authorization

	CIA
	Confidentiality, Integrity, and Availability

	CMNF
	Cyber National Mission Force 

	CSO
	Cloud Service Offerings

	CUI
	Controlled Unclassified Information

	CSSPs
	Cybersecurity Service Providers

	DAPE
	Deny-all Permit by Exception

	DoD, DOD 
	Department of Defense 

	eMASS 
	Enterprise Mission Assurance Support Service 

	FEDRAMP
	Federal Risk and Authorization Management Program

	HIPAA
	Health Insurance Portability and Accountability Act

	IATO 
	Interim Approval to Operate 

	IAW
	In Accordance With

	ICAN 
	Inter-Campus Area Networks 

	IS
	Information Systems

	ICS
	Industrial Control Systems

	ISSM 
	Information System Security Manager 

	ISSO 
	Information System Security Officer 

	IT 
	Information Technology 

	MADs
	Military Academy Directorates

	MOU
	Memorandum of Understanding

	NA 
	Network Administrator 

	NIPRNet
	Non-classified Internet Protocol Router Network

	NIST 
	National Institute of Standards and Technology 

	NSS
	National Security Systems

	O&M
	Operations and Maintenance

	PII 
	Personal Identification Information 

	POA&M 
	Plan of Action & Milestones 

	ROE
	Rules of Engagement

	RMF 
	Risk Management Framework 

	SA 
	System Administrator 

	SAR
	Security Assessment Report

	SCADA
	Supervisory and Data Collection Acquisition

	SLA
	Service Level Agreement

	SP 
	Special Publication 

	SRG
	Security Requirements Guide

	SSP
	System Security Plan

	STIG 
	Security Technical Implementation Guides 

	USCC
	United States Corps of Cadets

	USMA
	United States Military Academy

	VDP
	Vulnerability Disclosure Program

	WREN
	West Point Research and Education Network




[bookmark: _Toc96598986]Definitions
See also National Institute of Standards and Technology (NIST) Computer Security Resource Center Glossary at https://csrc.nist.gov/Glossary/?term=3816 for definitions.
Terms not defined by NIST are below:


[bookmark: _Toc96598987]Diagrams
[bookmark: Appendix_F_WPT_U_ICAN_Enterp_InfoSecArch]For the most current diagrams, refer to the G5 SharePoint site: https://usarmywestpoint.sharepoint.com/sites/g5.publications/Figures/Forms/AllItems.aspx 
USMA WREN Topology Boundary Diagram
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[bookmark: _Toc96509800]Figure 1 – USMA WREN Topology Boundary Diagram


System Enterprise and Information Security Architecture Diagram
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[bookmark: _Toc96509801]Figure 2 – System Enterprise and Information Security Architecture Diagram
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