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INFORMATION TECHNOLOGY

NUIT HOME NETWORK SERVICES FIREWALLS FIREWALL RULESET MODIFICATION REQUEST

Firewall Ruleset Modification Request

Complete and submit the following form to request changes to NU firewall rules. Multiple changes may be indicated within this one request. Source and

destination IP addresses and ports are required for each change requested. Please include host names and service/protocol names in addition when

possible. View examples.

* denotes a required field.

Manager of Requestor*

Manager's E-mail Address*

Application Name*

Application Owner*

Summary of Request*

Owner's E-mail Address* Is this an Emergency Change Request?* <
E Source IP Address(es)* Destination IP Address(es)* Destination Port(s)* Firewall Action* Add/Remove
X This Rule*
A Any 192.0.2.10 HTTP, TCP 80 Permit Add
M & “ & Deny Remove
P
L Reason for change* Adding Web Access
E Z
1. Source IP Address(es)* Destination IP Address(es)* Destination Port(s)* Firewall Action* Add/Remove

This Rule*
Permit Add
? . . Deny Remove
Reason for change*
/4
2. Source IP Address(es)* Destination IP Address(es)* Destination Port(s)* Firewall Action* Add/Remove
This Rule*
Permit Add
“ “ “ Deny Remove
Reason for change*
/
3. Source IP Address(es)* Destination IP Address(es)* Destination Port(s)* Firewall Action* Add/Remove
This Rule*
Permit Add
. ? ? Deny Remove
Reason for change*
/
4, Source IP Address(es)* Destination IP Address(es)* Destination Port(s)* Firewall Action* Add/Remove
This Rule*
Permit Add
& “ “ Deny Remove
Reason for change*
Vs
5. Source IP Address(es)* Destination IP Address(es)* Destination Port(s)* Firewall Action* Add/Remove
This Rule*
Permit Add
. . . Deny Remove
Reason for change*
/

SUBMIT

Examples of host names and service/protocol names:

A single IP address:

129.105.16.56 (relay.it.northwestern.edu)

Two distinct IP addresses:

165.124.63.70 (addc2.ads.northwestern.edu), 165.124.63.72 (addc3.ads.northwestern.edu)

An IP address range:

129.105.16.81 — 129.105.16.84, 129.105.16.95 — 129.105.16.98 (mail.it.northwestern.edu)

Entire IP subnets in CIDR notation:

129.105.81.0/24 (WCAS Math), 129.105.59.0/24 (Norris)

A single service port:
TCP 80 (HTTP)

A service that uses both TCP and UDP:

TCP/UDP 3306 (MySQL)
Multiple ports:

TCP/UDP 389 (LDAP), TCP/UDP 636 (LDAPS)

Range of ports:
TCP 1024-65535
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